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Plaintext (64 bits)

for 16 rounds

Ciphertext (64 bits)
Figure 1— The overall Feistel structure of DES &-J
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Subkey (48 bits)

Half Block (32 bits)

Figure 2—The Feistel function (F-function) of




Key (64 bits)

Subkey |
(48 bits)

Subkey 2
(48 bits)

Subkey 15
(48 bits)

(48 bits)
Figure 3— The key-schedule of DES
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DES: Security

Breakable by brute force:

|977: Diffie and Hellman proposed a $20 Million machine to
break the code in one day

1993: Wiener proposed a $| Million machine to break the
code within 7 hours

1998: A $250000 machine was build by the Electronic
Frontier Foundation which could break DES in 2 days

2006: COPACOBANA was build for $10000, SciEngines GmbH

=> Triple DES, apply DES three times with 2 different keys
2TDES or with 3 different keys 3TDES

=>» AES (Advanced Encryption Standard) a new cipher was
issued by NIST in 2001
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AES (Advanced Encryption Standard)

Op 2 januari 1997 het Amerikaans Nationaal Instituut voor
Standaardisatie en Technologie (NIST) een wereldwijde wedstrijd om
tot een nieuwe AES (Advanced Encryption Standard) te komen die de
verouderde DES zou vervangen.

Verschillende grote kandidaten, zoals IBM en RSA Security stuurden hun
algoritmen in. Op 2 oktober 2000 werd de winnaar bekendgemaakt:
Rijndael van Vincent Rijmen en Joan Daemen uit Leuven. Hun algoritme
is gekozen vanwege de combinatie van veiligheid, prestatie, efficientie,
eenvoud en flexibiliteit.

In programma’s zoals WinRAR, WinZip, PowerArchiver, e.d. wordt AES
als encryptie aangeboden.

Source: Wikipedia https://nl.wikipedia.org/wiki/Advanced_Encryption_Standard
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Rijndael representeert tekst en sleutel mbv matrices en werkt in een
(variabel) aantal rondes afhankelijk van de key keuze en elke ronde bestaat
uit een SubBytes stap (elke Byte wordt vervangen door een andere Byte),
een ShiftRow stap, een MixColumn stap en een AddKey stap.

Het grote voordeel van Rijndael ten opzicht van DES is dat het in software
efficient te implementeren is. In het DES-algoritme is het namelijk het
geval dat in veel stappen bits verwisseld worden. Rijndael is gebaseerd op
32-bit woorden en een snelle implementatie kan derhalve verkregen
worden via een software implementatie.

Op |7 augustus 201 | raakte bekend dat onderzoekers aan de Katholieke
Universiteit Leuven in samenwerking met Microsoft en de Ecole Normale
Supérieure in Parijs een zwak puntje in het algoritme gevonden hadden.
Door dit te benutten kan het kraken van het algoritme vier keer sneller
gebeuren, al duurt het nog altijd twee miljard jaar met duizend miljard
computers die duizend keer sneller zijn dan de huidige generatie
computer.
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Common paint

Secret colours

Public transport

(assume
that mixture separation
is expensive)

Secret colours
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RSA (Rivest, Shamir and Adleman)

A little history (The Code Book, by Simon Singh, Doubleday, 1999; pp. 279-92.)

According to the British Government, public-key cryptography was originally
invented at the Government Communications Headquarters (GCHQ) in

Cheltenham, the top-secret establishment that was formed from the remnants of
Bletchley Park after the Second World War.

Looking ahead to the 1970s, senior military officials imagined a scenario in which
miniaturization of radios and a reduction in cost meant that every soldier could be
in continual radio contact with his officer. The advantages of widespread
communication would be enormous, but communications would have to be
encrypted, and the problem of distributing keys would be insurmountable.

At the beginning of 1969, the military asked James Ellis, one of Britain's foremost

government cryptographers, to look into ways of coping with the key-distribution
problem.
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MEMORANDUM of Ellis:“Can we produce a secure encrypted message,
readable by the authorized recipient without any prior secret
exchange of the key? This question actually occurred to me in bed one night, and
the proof of the theoretical possibility took only a few minutes.Ve had an existence
theorem.The unthinkable was actually possible.”

Ellis's ideas were very similar to those of Diffie, Hellman and Merkle, except that he
was several years ahead of them. However, nobody knew of Ellis's work because he
was an employee of the British Government and therefore sworn to secrecy. By the
end of 1969, Ellis appears to have reached the same impasse that the Stanford trio
would reach in 1975. He had proved to himself that public-key cryptography (or non-
secret encryption, as he called it) was possible.

Then, in September 1973, a new mathematician joined the team. Clifford Cocks had
recently graduated from Cambridge University, where he had specialized in number
theory. Cocks was beginning to formulate what would be known as the RSA
asymmetric cipher. Rivest, Shamir and Adleman discovered their formula for public-key
cryptography in 1977, but four years earlier the young Cambridge graduate was going
through exactly the same thought processes. Cocks recalls: 'From start to finish,
it took me no more than half an hour.| was quite pleased with myself. |
thought, "Ooh, that's nice. |'ve been given a problem, and I've solved it." '
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Totient Function ¢

Euler’s totient function: ¢(n) is an arithmetic function that counts the
number of positive integers less than or equal to n that are relatively
prime to n. That is, if n is a positive integer, then ¢(n) is the number of
integers k in the range | < k < n for which ged(n, k) = 1.

For example let n = 9. Then gecd(9, 3) = gcd(9, 6) = 3 and gcd(9, 9) =
9. The other six numbers in the range | <k <9, thatis, I, 2,4, 5,7
and 8, are relatively prime to 9. Therefore, $(9) = 6.

> d(nm) = (n)b(m), if ged (n, m) = |
=2>d(p) =p— I, ifp is prime
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The Algorithm

Choose two distinct prime numbers p and q. For security purposes, the
integers p and g should be chosen at random, and should be of similar bit-length.

Compute N = Pg. nis used as the modulus for both public and private keys, its
length, usually expressed in bits, is the key length.

Compute ¢(n) = d(p)d(q) = (p — 1)(g — 1), where ¢ is Euler’s totient
function.
Choose an integer e such that | < e < ¢(n) and gcd(e,p(n))=1,i.e.e

and ¢&(n) are coprime.

e is released as the public key exponent. e having a short bit-length i.e.
26 + | = 65537 results in more efficient encryption, but e should not be too small

Solve for d given de = | (mod cb(n)) d is kept as the private key exponent.

The public key consists of the modulus n and the public (or encryption) exponent e.
The private key consists of the modulus n and the private (or decryption) exponent
d, which must be kept secret.

b, g, and ¢(n) must also be kept secret because they can be used to calculate d.
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Why does this work???

Lemma
For any prime p:

(x+y)P = xP+ yP (mod p)
Proof
()P = Zimg,, (x0T y with (= pt 7 ((pi)! ).
The binomial coefficients are all integers and when 0 < < p,
neither of the terms in the denominator includes a factor p,
leaving the coefficient itself to possess a prime factor of p
which must exist in the numerator, implying that [;]= 0 (mod
p). So the only remainder coefficients are i =0 and i = p. |

Leiden University. The university to discover.



Why does this work???

Fermat’s Little Theorem

If p is prime, then for all integer a:
a? = a (mod p)

Proof (by induction)

Assume kP = k (mod p), and consider (k+1)P. By the lemma we
have (k+1)P = kP +1P (mod p). Using the induction hypothesis, we
have that kP = k (mod p), and, trivially, I? = |.Thus

(k+1)P =k +1 (mod p)
which is the statement of the theorem for a = k+1. 1

Note a” = a (mod p) is equivalent to a”' = | (mod p)
if a # 0 (mod p)
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a? V=1 (mod p).

ed=1 (mod (p—1)(g—1)).

ed—1=h(p—1)(g—1).

m® = m© "V = Py — (P Mg = 1M =m0 (mod p),
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1. Choose two distinct prime numbers, such as
p=61landg =53
2. Compute n= pq giving
n =61 x 53 = 3233
3. Compute the totient of the product as ¢(n) = (p-1)(g-1) giving
0(3233) = (61— 1)(53 - 1) = 3120
4. Choose any number 1 < e < 3120 that is coprime to 3120. Choosing a prime number for e leaves us only to check that e is not a divisor of 3120.
lete =17
5. Compute d, the modular multiplicative inverse of e (mod ¢(n)) yielding
d = 2753
The public key is (n = 3233, e = 17). For a padded plaintext message m, the encryption function is m'7 (mod 3233).
The private key is (n = 3233, d = 2753). For an encrypted ciphertext ¢, the decryption function is 2738 (mod 3233).

For instance, in order to encrypt m = 65, we calculate

¢ = 65" (mod3233) = 2790
To decrypt ¢ = 2790, we calculate

m = 27907 (mod3233) = 65

Leiden University. The university to discover.



The values dy, dg and g, which are part of the private key are computed as follows:

od, = d (mod (p-1)) = 2753 (mod (61-1)) =53

o d, = d {mod (g-1)) =2753 (mod (53 - 1)) = 49

G = (mod p)= 537" (mod 61) = 38 Hence: gy, x g (mod p) = 38 x 53 (mod 61) = 1
Here is how dj, dy and gy, are used for efficient decryption. (Encryption is efficient by choice of public exponent ¢)

emy = ¢ (mod p) = 2790" (mod 61) = 4

emy =" (mod ) = 2790" (mod 53) = 12

v h= (g X (mq = my)) (mod p) = (38 x -8) (mod 61) = 1
vm=my+hX |= 1241 x 53 = 67 (same as above but computed more efficiently)
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Security Considerations

If n is 300 bits or shorter, it can be factored in a few hours on a personal computer,
using software already freely available. Keys of 512 bits have been shown to be
practically breakable in 1999 when RSA-155 was factored by using several hundred
computers and are now factored in a few weeks using common hardware.

Exploits using 512-bit code-signing certificates that may have been factored were
reported in 201 I. A theoretical hardware device named TWIRL and described by
Shamir and Tromer in 2003 called into question the security of 1024 bit keys. It is
currently recommended that n be at least 2048 bits long
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writing RSA key

----- BEGIN RSA PRIVATE KEY-----
MIICWwIBAAKBgQDewO/37RBqTx9YgBILZ9idZHEBIdSJOT5WjuWFNh3nb2cUTv75
NWTvqzlB4mPsiBNoINxVK18/pg990zrl+0uS2ALwgHLLISWIW2sgARqUIiOq8tgZ
D4bFDtoCSw8xayolL74puqG2Mt759jl18jwrrRAVOUANGE4 | lIxUwUWYyClwlIDAQAB
AoGBAMSksHM+3VHsHXDkUjwg]bLOW2o0zckxj4tNIl/Me3eXi4+NeNOTsw7rVBfTj6
oVnK2s9IMokha8lIkKDuK7wHU7NdqU2QhoYwjUignQpni3U8Kcb4OeS/aMkkZqqR
PRnQh I LBfHNNZ6Y0y3DpCaMQGjld+FAOjuj2wLPycKlatVWVZAKEA9Qf8zdALp/Vi
NhOeMXTZp8+74U8I32CfE3q5raTqXAkMY | 68I5nce2djwCuhNAaEmil o+kCMpNpF
8hShfg7qrw|BAQIi5p0]ZqINké1cK}/Y7IDKM2+nNAcrtl4OXm5cX72nHwamQYKB |
y3JKl0ydeusHAr68dssUirtVOheULX]DrMOCQGFmamxZbbi3Bvld/DOGiNp27eUS
6KD6pGE241YQzwQEqML7 TpYomAc)wxlJhevLZ3xt3pPTgtSo2zLuVn90alsCQELI
CpTh3LRYDxax7qgaynXiiUJw | 12wTO IgR/iIFCOgk36Azre TrmYSJrGm5IXe2syDc3

SRY 6w | 3x3z/z0dRka4kCPw4wFRVOXZut5HoDkxFmFOZ)qCOCvj8fehp5eMP4SLKO
mC72Yly+VDRRx8IBOoKyH++DWtgDqrwn|Pc | E83WqQ==

----- END RSA PRIVATE KEY-----

Harrys-MacBook-Pro:~ harryw$
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openssl| rsa -text -in private_key.pem
basically results in:

All parts of private key.pem are printed to the screen. This includes
the modulus (also referred to as public key and n), public exponent
(also referred to as e and exponent; default value is 0x010001),
private exponent, and primes used to create keys (primel, also
called p, and prime2, also called q), a few other variables used to
perform RSA operations faster, and the Base64 PEM encoded
version of all that data. (The Base64 PEM encoded version of all that
data is identical to the private key.pem file).
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al

[harryw@silver 16:42 /etc/ssh] > 1s
total 180

drwxr—=xr—x 2 root root 4096 May 21 2012 .

drwxr=xr-x 172 root root 12288 May 6 08:31 ..

-rw—————— 1 root root 125811 Feb 19 2011 moduli

—-rwW=r=—r—-— 1 root root 2220 Sep 29 2011 ssh_config
—-rw——————— 1 root root 668 Jun 24 2009 ssh_host_dsa_key
-rw—r——r—-— 1 root root 603 Jun 24 2009 ssh_host_dsa_key.pub
—-rw——————— 1 root root 227 Sep 29 2011 ssh_host_ecdsa_key
-rW=r=—r-—— 1 root root 175 Sep 29 2011 ssh_host_ecdsa_key.pub
-rw——————— 1 root root 528 Jun 24 2009 ssh_host_key
—-rw=r=—r—-— 1 root root 332 Jun 24 2009 ssh_host_key.pub
-rw——————— 1 root root 887 Jun 24 2009 ssh_host_rsa_key
-rwW=r=—r-—-— 1 root root 223 Jun 24 2009 ssh_host_rsa_key.pub
-rw—r————-— 1 root root 3825 May 21 2012 sshd_config

[harryw@silver 16:42 /etc/ssh] > cat ssh_host_rsa_key.pub

ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAuCqSWbiDYPSKJiNSwlrGI6ZPgIPGOxC1lzUa%Zg0Cdu9/SqUuBaQ7aoNdKzSRHh lwwIwV rv9YAm
uacwSzNwSWQFCqlPUtKAb2IXE+3AS6MRDP/hyBnR8ks0IKUXxSuS5vjF5YqU7Lbn42eAT/9BISHO9Iszf/EBogXby1PBZvb3aiSNU= root@testte
st

[harryw@silver 16:42 /etc/ssh] > cat ssh_host_rsa_key

cat: ssh_host_rsa_key: Permission denied

[harryw@silver 16:43 /etc/ssh] > ||

privel3l:.ssh harryw$ 1s -al

total 8

drwx—————— 3 harryw staff 102 Aug 16 2011 .
drwxr-xr-=x+ 33 harryw staff 1122 May 1 14:58 ..
-rw—r——r—-— 1 harryw staff 872 Mar 23 2012 known_hosts

privel3l:.ssh harryw$ cat known_hosts

silver.liacs.nl,132.229.131.19 ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAuCqSWbiDYP5KJiNSwlrGI6ZPgIPG9xC1zUa8Zg0Cdu8/SqUuBaQ7ao
NdKzSRHh lwwIwVrvOYAmuacwSzNwSwQFCqlPUtKAb2IXE+3A96MRDP/hyBnRBks0IKUXxSuS5vjF5YqU7Lbn42eAT/9BISHSIszf/EBgXby1PBZvb3aiSNU=
silver ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAuCQSWbiDYP5KJiNSwlrGI6ZPgIPGOxC1lzUa8Zg0Cdu9/SqUuBaQ7aoNdKzSRHhlwwlwVrvlYAmuacw
SzNwSwQFCqlPUtKAb2IXE+3A96MRDP/hyBnR8ks0IKUxSuS5vjF5YqU7Lbn42eAT/9BI5H9Iszf/EBgXby1PBZvb3aiSNU=
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HTTP Secure

» HTTPS URLs begin with "https://" and use port 443 by default
(HTTP URLs begin with "http://" and use port 80 by default)
» HTTPS is not a separate protocol, but refers to use of

ordinary HT TP over an encrypted SSL/TLS connection.
» To prepare a web server to accept HTTPS connections,
the administrator must create a public key certificate
for the web server.
» This certificate must be signed by a trusted certificate authority
» This is done by sending a certificate signing request (CSR)
»> Before doing so the server creates private/public key openSSL
> If the request is successful, the certificate authority will send
back an identity certificate that has been digitally signed with
the private key of the certificate authority.
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Certificate Authorities

A CA issues digital certificates that contain a public key and the
identity of the owner.The matching private key is not made available
publicly, but kept secret by the end user who generated the key pair.
The certificate is also a confirmation or validation by the CA that the
public key contained in the certificate belongs to the person,
organization, server or other entity noted in the certificate. A CA's
obligation in such schemes is to verify an applicant's credentials, so that
users and relying parties can trust the information in the CA's
certificates. CAs use a variety of standards and tests to do so. In
essence, the certificate authority is responsible for saying "yes, this
person is who they say they are, and we, the CA, certify that"
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Information Description
This is fully qualified domain name that you wish to secure
e.g. ‘www.mydomain.com’ or 'mail.mydomain.com'. This includes the Common Name (CN) e.g. www' or 'mail'

Distinguished Name (DN)

Business name / Organisation Usually the legal incorporated name of a company and should include any suffixes such as Ltd., Inc., or Corp.
Department Name / Organisational Unit e.g. HR, Finance, IT

Town/City e.g. London, Waterford, Paris, New York

This should not be abbreviated

e.g. Sussex, Normandy, New Jersey

Province, Region, County or State

The two-letter ISO code for the country where your organization is located

Country e.g. GB, FR or US etc..

An email address An email address to contact the organisation. Usually the email address of the certificate administrator or IT department
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b
=

RWTH Aachen CA

Intermediate certificate authority
Expires: Wednesday, February 13, 2019 1:00:00 AM Central European Time

@ This certificate is valid

p Trust
v Details

Subject Name
Country
Organization
Common Name
Email Address

Issuer Name
Country
Organization
Organizational Unit
Common Name

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before
Not Valid After

Public Key Info
Algorithm
Parameters
Public Key

Exponent
Key Size
Key Usage

Signature

DE

RWTH Aachen
RWTH Aachen CA
ca@rwth-aachen.de

DE

DFN-Verein

DFN-PXI

DFN-Verein PCA Clobal - GO1

166884576
3

SHA-1 with RSA Encryption ( 1.2.840.113549.1.1.5)
none

Wednesday, February 14, 2007 12:49:38 PM Central European Time
Wednesday, February 13, 2019 1:00:00 AM Central European Time

RSA Encryption ( 1.2.840.113549.1.1.1)

none

256 bytes : B8 30 08 64 E3 CB DC 7A 52 DF 3542 3992 F3 2FF8 21 79 E3 1267 2F 8C 7F 70 94 27 37 63 48 77 A0 89 DD FA
ACD2 CB8BED9EC480027F3763C4E5294 3A64 53 A7E6 97 53 BD38BBB2D9 E4F160 1A3FF7 7D 2C577C93D1
9BC6387BC6 IDCBFB46B7 69 CFBF B4 72 5C5F SEBS8SEDS 31 1ADS5 46 32 E4 A1 12 85 1A 65 44 FS 7F OF 7B 4C BD FA
S09FOEAS 72 EBAA 97 40 29 C1 4A68 9F A9 81 1A 76 81 32 E3 E0O C3 54 30 F8 CO EO 69 6C B6 98 E8 2E 74 FE FA Al 66 EE
DF D9 4BDDBF 13 73 AA34 9530 1C7E82DF 9B D2 AE856C 72 68 3E6BB5 F14F A5 3824 EF 7D 31 8C 4D 71 32 0CCE
13D2F58B69FB7D 36 C3B8BID5 D681 BEBD21 1463 CAD272D257 AB2FEFBCC148527B01518927105253
30E7D319032D8BDSC2A69E6248FCS903076A12791C9F1A3

65537

2048 bits

Verify

256 byte{: 17 87 7EC6 2C 0B 1C 20 ...
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101100110101
Hash

Data
Encrypt hash
using signer's
private key

mO

ﬁ .
111101101110

Certificate Signature

Digitally signed data
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Verification

AN

I\
Digitally signed data

2111101101110

Signature

Decrypt
using signer's
public key

mO

101100110101 101100110101

Hash Hash

If the hashes are equal, the signature is valid.

Source: http://upload.wikimedia.org/wikipedia/commons/2/2b/
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Belangrijke beveiligingsmethode
gekraakt

Gisteren. 15:42

QO O

AMSTERDADM - Cryptograaf Marc Stevens is erin geslaagd het SHA1-algoritme te
kraken. Dat wordt gebruikt om elke e-mail, elke betaling en elk wachtwoord een
unieke vingerafdruk te geven. Het is de basisbeveiliging van internet. Stevens, die bij
het Centrum Wiskunde & Informatica in Amsterdam werkt, had al aangetoond dat
SHA1 kwetsbaar was, maar nu is ook een echte aanval geslaagd. Hij is voor zover
bekend de eerste die dat Iukt.

Een digitale vingerafdruk moet "uniek en onvoorspelbaar zijn, het mag zelfs met
inspanning niet lukken om twee berichten dezelfde vingerafdruk te geven'', zegt Stevens.
Maar dat is hem wel gelukt. Stevens en zijn team hebben er samen met Google voor gezorgd
dat twee pdf-bestanden dezelfde vingerafdruk kregen. Het kostte jaren om een broncode
voor de aanval te schrijven en een paar maanden om het eerste salvo af te vuaren. Op basis
daarvan werd de aanval aangepast en verfijnd. De uiteindelijjke kraak kostte acht dagen.
Van begin tot eind waren er 9.2 triljoen (miljard keer miljard) berekeningen nodig. "'Dat was
aanzienlijk minder dan we verwacht hadden, maar dat is ook een kwestie van geluk. Als we
het opnieuw zouden doen, duurt het misschien langer.”

Wie SHA1 kraakt, kan een computer bijvoorbeeld laten geloven dat malware een
onschuldige foto is. "Je kunt vervalste handtekeningen creéren. Dat was in de theorie al
aangetoond, maar wij hebben het nu in de praktijk laten zien'', aldus Stevens.

Moeilijker

Zijn geslaagde aanval was vrij basaal, met twee vergelijkbare documenten. Een moeilijkere
aanval kan dezelfde vingerafdruk geven aan volkomen verschillende soorten software.
"Dan kun je verschillende versies van een programma maken. Je geeft de een een schone
versie en de andere een variant met een backdoor. Beide versies zijn officieel onschuldig en
de gebruiker gaat ervan uit een veilige versie te hebben. Je kunt doen wat je wil, je hebt veel
meer vrijheid en het is dus veel gevaarlijker.”

SHAZ2

SHA1 wordt nog veel gebruikt in browsers. Stevens roept op om over te stappen op de
sterkere opvolger, SHA2. Google Chrome heeft dat al gedaan, Firefox van Mozilla doet het
binnenkort.

Voor cyberspionnen is het nu niet interessant om SHA1 te kraken, zegt Stevens: ""Het kost
best wat om onze code te ontwikkelen en de aanval duurde vrij lang. Zulke mensen werken
om de cryptografie heen. Ze hebben andere manieren om hun doelen te bereiken. Ze
besmetten zwakke apparaten en gebruiken zero days en andere kwetsbaarheden. Dat is
gemakkelijker, sneller en toegankelijker.”
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SSL/TLS

Transport Layer Security (TLS) and its predecessor,
Secure Sockets Layer (SSL), are cryptographic protocols
that provide communication security over the Internet.They use
» asymmetric cryptography for authentication of key exchange,
» symmetric encryption for confidentiality and

» message authentication codes for message integrity.

Several versions of the protocols are in widespread use in
applications such as

web browsing (HT TPS), electronic mail, Internet faxing,
instant messaging and voice-over-IP (VolP).
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Client

Certificaat*

Aanvraag certificaat*

Server hallo voltooid

Certificaat*
Client key

Verificatie certificaat®

Change cipher
Voltooid
Change cipher

Geéncrypteerd gegevens

* optioneel
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More precise description SSL/TLS
handshake protocol

» The client sends the server the client's SSL version number, cipher settings, session-specific data,
and other information that the server needs to communicate with the client using SSL.

» The server sends the client the server's SSL version number, cipher settings, session-specific data,
and other information that the client needs to communicate with the server over SSL.The server
also sends its own certificate, and if the client is requesting a server resource that requires client
authentication, the server requests the client's certificate.

» The client uses the information sent by the server to authenticate the server. If the server cannot
be authenticated, the user is warned of the problem and informed that an encrypted and
authenticated connection cannot be established. If the server can be successfully authenticated,
the client proceeds to the next step.

» Using all data generated in the handshake thus far, the client (with the cooperation of the server,
depending on the cipher in use) creates the pre-master secret for the session, encrypts it with the
server's public key (obtained from the server's certificate, sent in step 2),and then sends the
encrypted pre-master secret to the server.

> If the server has requested client authentication (an optional step in the handshake), the client also
signs another piece of data that is unique to this handshake and known by both the client and
server. In this case, the client sends both the signed data and the client's own certificate to the
server along with the encrypted pre-master secret.
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The connection state includes the following elements:

server and client random: Byte sequences that are chosen by the server and client for each
connection.

server write MAC secret: The secret used in MAC operations on data written by the
server.

client write MAC secret: The secret used in MAC operations on data written by the client.

server write key: The bulk cipher key for data encrypted by the server and decrypted by
the client.

client write key: The bulk cipher key for data encrypted by the client and decrypted by the
server.

initialization vectors: When a block cipher in Cipher Block Chaining (CBC) mode is used, an
initialization vector (V) is maintained for each key. This field is first initialized by the SSL
handshake protocol. Thereafter, the final ciphertext block from each record is preserved for
use with the following record.

sequence numbers: Each party maintains separate sequence numbers for transmitted and
received messages for each connection. When a party sends or receives a change cipher
spec message, the appropriate sequence number is set to zero. Sequence numbers are of
type uint64 and may not exceed 2764-1.
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Browser ¢

Platforms

A
v

TLS 1.0

Chrome 0-21

Android, i0S, Linux, Mac OS X, Windows (XP, Vista, 7, 8%

Yes

Chrome 22-current

Android, i0S, Linux, Mac OS X, Windows (XP, Vista, 7, 8l

Firefox 2—current

Linux, Mac OS X, Windows (XP, Vista, 7, 81

Yes0

IE 6

Windows (XP)

Yes, disabled by default

IE 7-8

Windows (XP, Vista)”

Yes

IE 8-9

Windows 79

Yes

IE9

Windows Vista'

Yes

IE 10

Windows (7, 8)

Yes

Opera 5-7

Linux, Mac OS X, Windows

Opera 8-9

Linux, Mac OS X, Windows

Yes

; TLS 1.2

Yes, disabled by default  Yes, disabled by default

Yes, disabled by default | Yes, disabled by default

Yes, disabled by default!'4

Opera 10-current

Linux, Mac 08 X, Windows!®!

Yes

Safari 4

Mac OS X, Windows (XP, Vista, 7), i0S 4.0/

Safari 5

Mac OS X, Windows (XP, Vista, 7)"

Yes

Safari 5-current

i0S 5.0-19

Yes

Yes, disabled by default Yes, disabled by default
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Browser

Google
Chrome
(Chrome for

Androld)
n8)

n9)

SSL protocols TLS protocols Certificate Support Vulnerabilities fixed" '} Protocol
Version Platforms V V Gl
SSL20 | SSL30 | g1 LSt TLS 1.2 U EV SHA2 | ECDSA | peastindl crmens | POODLE Rca4" 7l FREAK!“¥*] | Logjam by user
(insecure) | (insecure) (proposed) = [n2l40) [41] [42) (SSLv3)" €l e
needs SHA- | needs ECC Not Vulnerable
Disabled ~ Enabled Yes Vulnerable
by Yes No No No 2 compatible | compatible | affected Vulnerable Vulnerable (except Vulnerable ~ Yes™ ')
by default default (only desktop) osf4] o5l 48] (HTTPS) )
needs SHA- | needs ECC Vulnerable
Enabled Yes Not Vulnerable
No!*I by Yes No No No 2 compatble | compatible Vulnerable Vulnerable (except Vulnerable  Yes™ ')
default (only desktop) osit] 05142 affected  (HTTPS/SPDY) )
i Yes ' needs SHA- ' needs ECC Not Mitigated Vulnerable
No Yes No No No o n 2 com;:'t;ole comp;l;l])le z [g“ Vulnerable Vulnerable (except Vulnerable ~ Yes!" ')
os! os' Windows)
needs SHA- | needs ECC Vulnerable
Enabled by Yes Not Temporary
No Yes Yes(®2l | No'S2ls3ls4ss] No (ony desitop) | 2 oomu[:a:;ble eomp;i!])le — Mitigated  Vulnerable Vulnerable (except Vulnerable (1)
o0s os' Windows)
needs SHA- | needs ECC Vulnerable
Enabled by Yes Not Temporary
No Yes Yes No No (only o 2 compatble | compatible aff Mitigated ~ Vulnerable Vulnerable (except Vulnerable n 1]
default geeki) osl1] osl2l ected Windows)
Enabled by Yes needs SHA- ‘ needs ECC Not Temporary
53)(54)(55]
No Yes Yes Yes!53I541(55] No (ontydosicop) | 2 com‘[:a:;ow wmp;n;ﬂs a Mitigated  Vulnerable Vulnerable (except Vulnerable [n 11)
os' os' Windows)
Enabled by Yes needs SHA- | needs ECC Not L) Lowest priority Tempora
No Yes Yes Yes No 2 compatible | compatible e Mitigated mitigated [s8)(5e](0] (except Vulnerable in11) .
Windows (7+) e P gl ost2 & (gl Windows)
OS X (10.94) Vul bl
Linux Enabled by Yes needs ECC Not Partly o Temporary
P No Yes Yes Yes No ooy o Yes compatible affe Mitigated mitigated Lowest priority (except Vulnerable n 1]
- - on IR i
.04,
Chrome OS Disabled by o needs ECC Not Mitigated Vulnerable
No default Yes Yes Yes No Yes compatible Mitigated Lowest priority (except Vulnerable ~ Yes™ ')
(only desktop) affected [n13]
[57)61) osl2 Windows)
No | Disabledby o Yes Yes No Yes Yes mma:;c Not Miigated = Mitigated | Lowest priority Miigated | Vulnerable  Yes® ')
compatible
default {only desktop) 0l affected
Disabled by Yes needsECC 1 ot Only as fallback 1o
No T Yes Yes Yes No oy 3 Yes eomp[al;!])le aff Mitigated Mitigated n 15)62) Mitigated Vulnerable  Yes'
0sl 4.
needs ECC
Yes Not Not Only as fallback Temporary
No No'¢ Yes Yes Yes No ooy 0 Yes comp;x:]als ot Mitigated ot [n18) Mitigated = Mitigated!®*! [ 11
os!
needs ECC
Yes Not Not Disabled by Temporary
No No Yes Yes Yes No onyesop Y& wmp;n;ﬂs . Mitigated detaul" 1616518 Mitigated ~ Mitigated A
0s!
Yes Not Not Disabled by Temporary
Yes Yes Mitigated 1o 1616s)es) Mitigated Mitigated n11)
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Google
Android
os

Browser
[67)

Browser

Yes Not Not Disabled by Temporary
No No Yes Yes Yes No (only o Yes Yes aff Mitigated affe defauit 161Es)E8) Mitigated Mitigated (n 1)
Disabled by Yes Not Not Disabled by Temporary
No No Yes Yes Yes defautt (I o Yes Yes aff Mitigated aff defau 1616s)E8) Mitigated Mitigated 0 11]
Yes Not Not Disabled by Temporary
57 No No Yes Yes Yes Yes ony o Yes Yes aff Mitigated aff defaultin 161EsIEs) Mitigated Mitigated 0 11]
Enabled by
No Yes No No No Unknown No No Unknown Unknown Vulnerable Vulnerable Vulnerable ~ Vulnerable No
by » since'
No Yes No No No Uninown Yes®!) | Android | unknown Unknown | Vulnerable Vulnerable Vulnerable  Vulnerable No
08 3.08)
Enabled by Disabled by = Disabled by
No Yes No Yes Yes!*) Vulnerable Vulnerable Vulnerable  Vulnerable No
default default(®®) default®® unknown unknown Unknown
i Enabiediby (69)70] (6)70)
Android 5.0-5.0.2 No Yes Yes' Yes' No Unknown Yes Yes Unknown Unknown Vulnerable Vulnerable Vulnerable ~ Vulnerable No
N Not Onl fallback
Android 5.1-5.1.1 NO ey YOS Yes Yes No Uncown | Yes Yes | unoon | o | oo nyes e Miigated | Miigated  No
N
Android 6.0-6.0.1, 7.0-7.1.1 NO ooy YES Yes ves No Unonn | Yes Yes | uncown | Unknown a"N°' Disabled by defaull ~ Miigated  Miigated ~ No
No Not
Android 7.1.2 No {oltation ) Yes Yes Yes Unknown Unknown Yes Yes Unknown Unknown aff Disabled by default Mitigated Mitigated No
Android 8.0 No (oit m,’;l ° ) Yes Yes Yes Unknown Unknown Yes Yes Unknown Unknown a"NOt Disabled by default Mitigated Mitigated No
Version Platforms SSL20 | SsLaf TLS1.0 TLS1.1 TLS 1.2 TLs1.3 EV SHA2 | ECOSA BEAST CRIME POODLE RC4 FREAK jam ;Te::-:
(insecure) (insecure) : . : (proposed) certificate  certificate certificate (SSLv3) Log] by user
Enabled  Enabled by Not
by default  default Yes!!) No No No No Yes!!) No affected = Not affected = Vulnerable Vulnerable Not affected =~ Vulnerable =~ Yes!" '9)
1) 1] 72
Enabled  Enabled N
by It B s No No No No Yes No . ot Not affected = Vulnerable Vulnerable Not affected =~ Vulnerable =~ Yes!" '”)
isabled
o Enabled by " Not ”
by default Yes No No No No Yes Yes!*) - Not affected = Vulnerable Vulnerable Not affected =~ Vulnerable  Yes!” '”!
[71173) default affected
Disabled = Enabled Not
byldefault i Yes No No No Yes Yes Yes . ° Not affected =~ Vulnerable Vulnerable Not affected =~ Vulnerable ~ Yes!" ')
Enabled N
Nol™l B s No No No Yes Yes Yes At ot Not affected = Vulnerable Vulnerable Not affected =~ Vulnerable = Yes!" '”)
No by Yes No No No Yes Yes Yes a"NOt sy Vulnerable Vulnerable Not affected = Vulnerable =~ Yes!” '%)
No Enabledby | |, . No No No Yes Yes Yes Not Mitigated  Vulnerable Vulnerable Not affected =~ Vulnerable  Yes!” '”!

affected
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Enabled Not Lowest priori
Windows (7+) | No % ves No No No Yes Yes Yes ° Mitigated  Vulnerable oS PO Notaffected | Vunerable | Yes” !
OS X (10.94) T
. isabled by
Linux Enabled by Not
[n 18)
T O0E No Yes de;;un No No Yes Yes Yes - Mitigated  Vulnerable Vulnerable Not affected = Vulnerable  Yes!
Mozilla iOS (9.04)
Eirefox OS isabl
SO Enabled by Disablegby | D°20ed bY Not o1
(Firefox for Maemo No Yes default default No Yes Yes Yes aff Mitigated  Vulnerable Vulnerable Not affected =~ Vulnerable = Yes'
mobile) e)
17 ESR only for: Enabled by Disabled by | Di forf
y | Disabled by Not Lowest priority (n18)
T No Yes detault defaul No Yes Yes Yes af Mitigated  Vulnerable AxTS) Not affected = Vulnerable  Yes!
SP24)
Enabled Not
0S X (10.94) No by Yes Yes!791e0] Yes!é11E0) No Yes Yes Yes ° Mitigated  Vulnerable Lowest priority Not affected ~ Vulnerable =~ Yes!" '8)
X default affected
Linux
Disabled by Not Mitigated . T
No default Yes Yes Yes No Yes Yes Yes - Mitigated n16] Lowest priority Not affected = Vulnerable ~ Yes('®
8283) affected
Disabled by Not -
No Yes Yes Yes No Yes Yes Yes Mitigated ~ Mitigated Lowest priori Not affected = Mitigated!®®) = Yes!" 18)
default affected g i9 priorky g
Disabled by Not Only as fallback (n18)
No detault Yes Yes Yes No Yes Yes Yes af Mitigated ~ Mitigated (0 1567) Not affected = Vulnerable  Yes!
Disabled by Not Only as fallback
No Yes Yes Yes No Yes Yes Yes Mitigated ~ Mitigated Not affected = Mitigated(®® = Yes!" '8!
default affected S io (18] g
Not Not Only as fallback
No Notee) Yes Yes Yes No Yes Yes Yes ° Milgated © rYas e Notaffected  Mitigated®  Yes'®)
ESR45.8 Not Not Disabled by
No No Yes Yes Yes No Yes Yes Yes Mitigated Not affected = Mitigated = Yes!" '®
(0S X 10.64) affected 9 affected | defaultl” 1€les)(s0Na1](s2) io
52 (74) Disabled by Not Not Disabled by
No No Yes Yes Yes Yes Yes Yes Mitigated Not affected =~ Mitigated = Yes!" '8
ESR 52.0 (xP+) default®® affected g affected default™'€) io
N N sable
53 (74) No No Yes Yes Yes Yes'® Yes Yes Yes ot Mitigated R ot [‘Lﬂu nl:‘lg Notaffected =~ Miigated = Yes™'®)
P |
Browser Version Platforms SSt20 | SsLao 1.0 TLS1.1 TLS 1.2 TLS13 EV SHA2 | ECDSA BEAST CRIME POODLE RC4 FREAK jam .e?e::n
(insecure) = (insecure) . . ) (proposed) certificate  certificate certificate (SSLv3) Log) p—
No SSL/TLS support
Yes No No No No No No No No No SSL 3.0 or TLS support Vulnerable Vulnerable  Vulnerable N/A
Yes Yes!®”) No No No No No No No  Vulnerable Notaffected ~Vulnerable Vulnerable Vulnerable ~ Vulnerable  Un«nown
Disabled
Enabled  Enabled b
by y No No No No No No  Vulnerable Not affected ~Vulnerable Vulnerable Vulnerable ~ Vulnerable  Yes!" %)
bydefault  default  default
187)
D - . - - - - . ‘ -




Disabled
nabled  Enabled b
& by g No No No No No No  Vulnerable Notaffected Vulnerable Vulnerable Vulnerable  Vulnerable ~ Yes(" '%)
by default default default
[97)
Disabled
Enabled  Enabled Yes
by - by by No No No No n231e8] No Mitigated = Not affected = Vulnerable Vulnerable Vulnerable ~ Vulnerable  Yes(" '%)
default
Disabled
Enabled  Enabled Yes Mitigated Mitigated
by defaul by No No No No (n23]08) No  Mitigated ~Notaffected =~ Vulnerable Vulnerable [3,” "[‘3,2, Yes( 0]
default
Disabled
by defautt | TTe0edBY | (oo | g No No Yes Yes No  Mitigated Notaffected = Vulnerable Vulnerable Vulnerable  Vulnerable ~ Yes!" 1°)
Microsoft T default [n 23)(98)
Internet
Explorer Disabled
Enabled Yes Mitigated Mitigated
[n20) by default by Yes!'%] No No No Yes No Mitigated = Not affected = Vulnerable Vulnerable 9 iig Yesl" 10]
default [n 23)(98] [101) [102)
[103)
Windows Vista | DSabed | Enabledby |y . No No No Yes Yes | Yes”l  Miigated Notaffected ~Vulnerable Vuinerable Milgated  Mitigated | yggin 10
by default ~ default t1o1) ]
Disabled = Enabled Mitigat Mi
Server2008 | . % ves No No No Yes Yes | Yes”l  Miigated Notaffected ~Vulnerable Vuinerable gated | Mitigated | yoqo 10
by default ~ default frot] L]
Windows 7 Disabled by | Disabled by
Disabled = Enabled by Lowest priority Mitigated Mitigated o
Yes default default No Yes Yes Yes Mitigated = Not affected =~ Vulnerable Yes" 1]
by default default s S [108](n 25] [1o1] [102)
Disabled - Enabled by Yes D'ﬁfj(by Dlzt::ﬂtby No Yes Yes Yes Mitigated = Not affected = Vulnerable Lowest priority Miigated Mitigated Yes" 1]
by default | default e o igi [108](n 25] [101) (102)
10 Server 2012 o by Yes Dlzzt:fijy DIZZ?::!DY No Yes Yes Yes Mitigated = Not affected = Vulnerable Lowest priority Mitigated Mitigated Yes!" 1)
by default = default e = (108]n 25) 1o1) 102)
Windows 7 Disabled
- | Disabled - nby - Yes!108 Yes!1ce) - - - - Mitiaated | Notaffected  Mti921€0 Disabled by Mitigated Mitigated 2 10)
Serv:zzoos o e ::; ‘es es' es ‘es es es igal a n2g) defaut!"? 1101] 1102) es!
Windows 8.1 Disabled .
- e Disabed T nby - Yesl108] Yes!10) - - - 7 Mitiaated | Notaffected  Mti921€0 Disabled by Mitigated Mitigated |\ (1)
Serv::mz B aalis :‘ :;; es es es es es es igal af [n2g) defaulin 8 1101] (102) es
IE 11 Edge 12 M"‘:‘:;: O
. Disabled = Disabled by Disabled by
i Yes Yes Yes No Yes Yes Yes Mitigated = Not affected =~ Mitigated Mitigated Mitigated ~ Yes[" %
Windows 10| b dorait | default ig iig default” 16] g iig
IE 11 LTSB 2015
(v1507)"28)
Microsoft IE 11 Edge1s | indows10 | Disabled | Disabledby |y, . Yes Yes No Yes Yes Yes  Mitigated Notaffected Mitigated msab'e‘:z‘]' Mitigated  Mitigated | Yes® 10}
Edgel27) vi511 by default ~ default default’
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