Technische Universiteit
e Eindhoven
University of Technology

Where innovation starts

Sandro Etalle Bram C.M. Cappers Jarke J.\van Wijk
s.etalle@tue.nl b.c.m.cappers@tue.nl j.j.v.wijk@tue.nl

SPYSPOT - NETWORK TRAFFIC ANALYSIS USING DEEP
PACKET INSPECTION AND DATA VISUALIZATION


mailto:s.etalle@tue.nl
mailto:b.c.m.cappers@tue.nl
mailto:j.j.v.wijk@tue.nl

Advanced Persistent Threats
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2010 Iran Confirms Stuxnet Worm
Halted Centrifuges “W orm

calibrated to
destroy
centrifuges”

APT:

Targeted attack
designed to strike
once

generic Iran Iranian map nuclear nukes target crosshair radar sonar missile bomb ~ CBS/ISTOCKPHOTO

Iran’s president has confirmed for the first time that a computer worm affected
centrifuges in the country’'s uranium enrichment program.

Iran has previously denied the Stuxnet worm, which experts say is calibrated to
destroy centrifuges, had caused any damage, saying they uncovered it before it
could have any effect.

But President Mal 1d Ahmadinejad has said it " ged to create problems for
a limited number of our centrifuges.” Speaking to a press conference Monday, he
said the problems were resolved.

Earlier in November, U.N. inspectors found Iran's enrichment program
temporarily shut down, according to a recent report by the U.N. nuclear watchdog.
The extent and cause of the shutdown were not known, but speculation fell on
Stuxnet.

The finding was contained in a report from the International Atomic Energy
2 / 1 2 Agency for the U.N. Security Council and the 35 IAEA board member nations.
Diplomats who spoke to the Associated Press that week said they did not know
whe the thonsands of rantrifnoas stnnnad thirning ant matarial that Iran save 3
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The Great Bank Robbery: the -
APT: Carbanak APT 2 4 monthS
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How the Carbanak cybergang stole $1bn
A targeted attack on a bank
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The story of Carbanak began when a bank from Ukraine asked us 1o help with a forensic ‘ a S I I l I ‘
Inv ion. Mo as being mysteriously stolen from ATMs. Our initial thoughts tende

towards the Tyug

couldn't find anything except a rather odd VPN configuration (the netmask was set to 172.0.0.0)

e regarded It as just another malware attack_ Little did we know then that a few

one of our colleague:

E ould rec y
the phone was an account manager, asking us
The person at the end

alerting that data was being sent from their Dor
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APT:

Persistent
Use of domain

knowledge to
stay under radar
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Hackers in China Attacked The Times for
Last 4 Months

By NICOLE PERLROTH  JAN. 30.2013

SAN FRANCISCO — For the last four months, Chinese hackers have pe; ently attacked
The New York Times, infiltrating its computer systems and getting passwords for its
reporters and other employees

After surreptitiously tracking the intruders to study their movements and help erect better
defenses to block them, The Times and computer security experts have expelled the
attackers and kept them from breaking back in

, published
prime minister, had

The timing of the attacks coincided with the reporting fora T
online on Oct. 25, that found that the relatives of Wen Jiabao, (
accumulated a fortune worth several billion dollars through b

ness dealings.

Security experts hired by The Times to detect and block the computer attacks gathered
digital evidence that Chinese hackers, using methods that some consultants have
associated with the Chinese military in the past, breached The Times’s network. They
broke into the e-mail accounts of its Shanghai bureau chief, David Barboza, who wrote the
reports on Mr. Wen's relatives, and Jim Yardley, The Times's South Asia bureau chief in
India, who previously worked as bureau chief in Beijing

Computer security experts found no evidence that sensitive e-mails or files from the
d, downloaded or copied,

reporting of our articles about the Wen family were ace
said Jill Abramson. executive editor of The Times

“Hackers
cloaked the
source of the
attacks by
routing
them via
univerities”
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APT:

Threat hidden in
payload

Flow analysis can’t
detect them
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The New ok Times

THE WALL STREET JOUR

German Parliament Struggles to Purge Hackers From Computer
Network

BERLIN —The German parliament scrambled this week to overcome the most intense

hacking attack in its history, injecting new urgency into a debate over cybersecurity

touched off two years ago by r ns of U.S. surveillance here

Lawmakers, aides and officials said specialists were still struggling to repel online spies
who penetrated the core of the computer network at the Bundestag, or lower house of

parliament

The hackers were discovered about a month ago, but Bundestag President Norbert
Lammert announced Thursday that they still posed a threat, and that the network would

have to be reconfigured

This was clearly a targeted attack,” said an official in parliament close to the investigation.

It is unusual in its design, extent, depth, and radicality

People close to the investigation said it isn’t clear who orchestrated the attack and what
information was accessed. The parliament, which oversees the government, frequently

handles sensitive documents dealing with defense, foreign policy and other issues

Government experts who briefed parliament on Thursday said at least 15 computers

belon

ng to some of the parliament’s 631 members had been compromised and at least

five of them had data stolen, the official said. The hackers could still attack more

“We haven’t
seen this
type of
attack
before.”
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Advanced Persistent Threats

* |nfiltration
* Expansion
 Sabotage

* Espionage
*  Disrupting services
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How to detect APTs?

Analyze traffic content

H#HAttributes #Protocols

Byte Analysis (= =1 —\- ) 1 none
Flow Analysis [ . [ Payload ] 5-20 2 (TCP/IP)

| |

| |
Semantic Analysis vz [ ceae | muiiiens ] 50-200/ >3

\ ] protocol

|

How to obtain this data?

11/12



Data model
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Data model
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Data model

~ @ — -

T T
1245] aer

TERE| T

Tazse] taer

TE.165.

ES S|
BE165] 445

g
> b §
o
HEER
slal 5 )E=
S1E|5|5] &
[4]192.168.0.1]192.168.0.2 trueffalse smbiread'k

4119216803192 16802 Jo1] 1 fatseJtruefsmb] 3 Tiocou o

Multivariate dat

Q)

o tes

EEED)

SEE)

Tesies

o tes

o2 oo o2 160

155 too. 138 100

Tt

TR IAREN S

Toefen

155 too. 138 100

st

TR IAREN S

Toefen

T2 too. 152 15

T

SEKEREER,

SR wzer
J EFRTEE Tezar
g T

R AREN TS

SEE)

=]

isaies
SEENTER R
AT
52 10 102 1o Tozes]
o5 10 {198 100 ]
SRR e RN
STERCRETNT
rea
isaies yrer
jEERTTs izer
Teaies,
o2t
Tsatssioa el ias]
Ton 150,192 oo | SEao]
RTERCERETNTS
o2 160 106 16
Tso 1. 192 o d_Bosol]
Top s o s
AERCERETNES
521 {132 fon | Bosol]
JEENTER P
T
o2 10 {102 ton | rees] FTEL T
NEFRITR KEFNCS M pTE
I Tsa 15[ 192 o] Feas]
SEEKAKER A M EET| ST T
ioe e, ieza0] 1ot
isaies
PR
Teaies,
isees.
sz e,
TeE s
iiaes, e
ise 6. Sios
isaiss, St
Toa s o S
SENE Firy
Toaies Storl




WHY DO WE NEED VISUALIZATION?

Too many alerts! -
L EXpIain anomalies 1.52kv475 4.77kA4.77k




WHY DO WE NEED VISUALIZATION?

Too many alerts! |
* Explain anomalies I e T e
Abuse e e
* Human cognition — >
e Domain knowledge * ,..=" L,g/ W
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WHY DO WE NEED VISUALIZATION?
Too many alerts!
* Explain anomalies

Abuse %
 Human cognition 6* o C
e Domain knowledge \k
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Visual Analytics
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Pping / \\\ Insights

Visualization

Model Model
Building visualization Q
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- | o Data mining
Data (Automated)
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Transformation
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Feedback loop



ANOMALY DETECTION

Anomalies:

* Point

e Contextual
 Collective




ANOMALY DETECTION

Shape:
” H 00
. EE 00 \/
Anomalies: Color:
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ANOMALY DETECTION

Anomalies:

* Point

e Contextual
 Collective




ANOMALY DETECTION

Knowledge:

Anomalies: . —_ E_. . L

e Point

* Contextual
G NEDDBE




DIFFERENT STRATEGIES

e Data-driven
\ o What does the data want to be?

4\ AN
v\f
// \\\\ \
/4 A \\\ \

 Alert-driven

f o What does machine learning say?

.. * Knowledge-driven

o Define what you know — Discover
the unknown
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Attribute Ordering
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Data-driven




Attribute Ordering

@
@ Data-driven

Mon May 13 22:21:54

Ignore Color Value Frequency Rarity
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B 21681117 21
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[T 19216814 27732
values: ip.src - Total:29005 Message View




Context

Man-in-the-middle
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DIFFERENT STRATEGIES

-

e Data-driven
o What does the data want to be?

 Alert-driven
o What does machine learning say?

. * Knowledge-driven
. o Define what you know — Discover
the unknown




Motivation

 Machine learning is difficult

SIEM

e Time-consuming to setup

Alarms

e Complextotune

THIS WEEK

1.52K... 477K.om

 Horrible to explain

e We need faster results!

* No configuration, immediate results I
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IEEE Visual Analytics Challenge 2017

\Q On average Industry and Academia teams worked 2 months on the data
V to solve the challenge. We did it in 2 hours...

s’ '\é ““Great demonstration of a flexible existing tool EventPad to organize

Elegant Support

For Hypothesis Generaion  g@qquences of events in an intuitive way. Very powerful!

|ll

and Testing

=

u,,

t - Pad

The Notepad editor for Event Data
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T Pad Event data

The Notepad editor for Event Data

Time | car-ia | Type | Gate-name

00:43 | 262 4axle Entrancel
01:03 | 262 4axle General-gatel
01:06 ﬁ 4axle Ranger-stop2
01:12 937 4axle General-gate2
01:31 |262 Car Entrance3
01:53 | 937 4axle Entrance2
01:56 937 Car General-gatel
02:03 | 937 Car Ranger-stop2

02:05 | 937 Car General-gate2
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T Pad Event data

The Notepad editor for Event Data

=
G =, AR

00:43 | 262 4axle Entrancel
01:03 | 262 4axle General-gatel !B @
01:06 | 262 4axle Ranger-stop2

01:12 E daxle General-gate?2
01:31 | 262 Car Entrance3
01:53 | 937 4axle Entrance2
01:56 | 937 Car General-gatel i

02:03 | 937 Car Ranger-stop2 E T M

S ] ——

- Vil
A1

02:05 | 937 Car General-gate2
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ta=a VEN

The Notepad editor for Event Data

00:43
01:03
01:06
01:12
01:31
01:53
01:56
02:03
02:05

tPad

262
262
262
937
262
937
937
937

937

4axle
4axle
4axle
4axle
Car
4axle
Car
Car

Car

Event data

Entrancel
General-gatel
Ranger-stop?2
General-gate2
Entrance3
Entrance2
General-gatel
Ranger-stop?2

General-gate2

* E;;

ventPad

The Notepad editor for Event Data
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Pad

The Notepad editor for Event Data

Sequence analysis

00:43
01:03
01:06
01:12
01:31
01:53
01:56
02:03
02:05

262
262

O
(OS] | Ne)
NN

N
(@))
N

\o)
w
~

937
937

937

4axle
4axle
4axle
4axle
Car
4axle
Car
Car
Car

Entrancel - Event
l_|_|
General-gatel
O
Ranger-stop2
General-gate2 | ' |
Entrance3 Sequence (e.g. vehicle travelhistory)

Entrance2
General-gatel

Ranger-stop2

General-gate2
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TventPad Sequence analysis .
Result: Simplify:
e
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iw.lﬂﬂll
u
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i “HI.
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‘ Pad Q=S

T

mesaseeencs CONAItioNal Formatting
l I
! E E
4 @te = Entrance | | ]‘

Attribute Value Attribute Value

Gate Entrance 2 E Gate Exit
Type 2AxleCar [Status I= QK ] Type 2AxleCar
Status OK -> | Status OK

Time 10:49 Time 11:51
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: Pad -
memaseeencs REGUIAN EXPressions

l I
! E E
‘ ‘;

Attribute Value * Attribute Value
Gate Entrance E ( ) E - Gate Exit
Type 2AxleCar Type 2AxleCar
Status OK Status OK

Time 10:49 Time 11:51
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, Pad

The Notepad editor for Event Data

Regular Expressions

!
Attribute Value
Gate Entrance
Type 2AxleCar
Status OK
Time 10:49
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* Attribute Value
ﬂ( )ﬂ - Gate Exit
Type 2AxleCar
Status OK
Time 11:51
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«.-ventPad Sequence analysis

e Not

Simplify:

Result:
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[Type = Enter]
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[Type = Camping]
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iventPad Sequence analysis

Simplify:

— D E—
L

[Type = Enter]

B

[Type = Camping]

-

Result: @ =1
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.-ventPad Sequence analysis

e Notepa

Simplify:

— D E—
L

[Type = Enter]
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[Type = Camping]
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¢'::ven_tPad Sequence analysis
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Why this is cool

* Instant results (spot outliers)
Suitable for Realtime stream analytics

Fa
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i
1
14
i
]
2
]
]
.
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L]
o
]
~

No complex configuration required, load the
data and start playing!

Learn from automated methods, automated methods learn from you

14/17
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Ransomware Reverse Engineering

Rule Legend:
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Selectad traces: 12(0.7%) Totak 1740 | Selected messages: 12(<0.001%) Total: 36156
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See patterns instantly




See patterns instantly
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Hospital Records
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Possibilities are endless
\ & 3 my

Network Traffic Analysis q b 54 A q Workflow analysis

Hospital Treatments ﬁp@H V.

Web analytics

Mon: i s
Buy history analysis l! Tue: E)ﬁ
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Instant detection of (un)desired patterns
Discover unknown patterns with artificial intelligence

I

Compare patterns to normal data ¢ Pad

Create rules to detect them t
The Notepad editor for Event Data

I

—_ —

Monitor your data with specialized rule sets




Summary

* Aslong as Al is not perfect, we cannot go the beach
* Humans are still vital in data exploration&analysis

* Visualization can assist in
— Data exploration
— Making process mining techniques practical

— Bridging the gap between machine learning and domain
knowledge
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