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Advanced Persistent Threats 
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Targeted attack 
designed to strike 
once 
 
 
 

 
 

“Worm  
calibrated to 
destroy 
centrifuges” 

2010 

APT: 
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Advanced 
 
Designed by 
highly organized 
criminal organizations 

“Attack took 
2-4 months 
from 
infecting the 
first 
computer to 
cashing the 
money out” 

2013 

APT: A 
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Persistent 
 
Use of domain 
knowledge to 
stay under radar 
 
 

“Hackers 
cloaked the 
source of the 
attacks by 
routing 
them via 
univerities” 

2015 

APT: A P 
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Threat hidden in 
payload 
 
Flow analysis can’t 
detect them 
 

“We haven’t 
seen this 
type of 
attack 
before.” 

2015 

APT: A P T 
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Advanced Persistent Threats 

Infiltration Expansion Sabotage 



How to detect APTs? 
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Analyze traffic content 

 

 

 

 

#Attributes 
 
 

 

 

#Protocols 
 
 

 

 

1 
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2 (TCP/IP) 
 
 

 

 

none 
 
 

 

 

50-200/ 
protocol 

 

 

 

≥ 3 
 
 

 

 How to obtain this data? 

Byte Analysis 
 
 

 

 
Flow Analysis 

 
 

 

 

Semantic Analysis 
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A B C = 



Visual Analytics 
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Human 
Knowledge 

(Automated) 
Models 

Visualization 

Data 

Mapping 

Data mining 

Insights 

Insights 

Feedback loop 

Model  
visualization 

Model 
Building 

Transformation 
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Anomalies: 
• Point 
• Contextual 
• Collective A B A B C B A 

A B C 

Knowledge: 

= 



DIFFERENT STRATEGIES 

• Data-driven 
o What does the data want to be?  

• Alert-driven 
o What does machine learning say? 

• Knowledge-driven 
o Define what you know – Discover 

the unknown 



DIFFERENT STRATEGIES 

Data-driven Alert-driven 



Attribute Ordering 

Data-driven 



Attribute Ordering 

Data-driven 



Man-in-the-middle 
Alert-driven 



DIFFERENT STRATEGIES 

• Data-driven 
o What does the data want to be?  

• Alert-driven 
o What does machine learning say? 

• Knowledge-driven 
o Define what you know – Discover 

the unknown 



• Machine learning is difficult 

•  Time-consuming to setup 

•  Complex to tune 

•  Horrible to explain 

• We need faster results! 

• No configuration, immediate results 

Motivation 



! ? 



IEEE Visual Analytics Challenge 2017 

``Great demonstration of a flexible existing tool EventPad to organize  
sequences of events in an intuitive way. Very powerful!'‘ 

On average Industry and Academia teams worked 2 months on the data  

to solve the challenge. We did it in 2 hours...  



Event data 

Time Car-id Type Gate-name 

00:43 262 4axle Entrance1 

01:03 262 4axle General-gate1 

01:06 262 4axle Ranger-stop2 

01:12 937 4axle General-gate2 

01:31 262 Car Entrance3 

01:53 937 4axle Entrance2 

01:56 937 Car General-gate1 

02:03 937 Car Ranger-stop2 

02:05 937 Car General-gate2 
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Sequence analysis 

E1 E3 E2 

E5 E7 E6 E8 

Sequence (e.g. vehicle travelhistory) 

Event E4 

E9 



Sequence analysis 

 
Result: Simplify: 

1. 

2. 
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Conditional Formatting 

 E E 

E 

! 

Gate = Entrance || 

Status != OK 
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! 

Attribute Value 

Gate Entrance 

Type 2AxleCar 

Status OK 

Time 10:49 

Attribute Value 

Gate Exit 

Type 2AxleCar 

Status OK 

Time 11:51 
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C 
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1. 
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2. 
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3. 

Ent Ent 



Demo 



Why this is cool 
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Efficient & Fast 
• Instant results (spot outliers) 
• Suitable for Realtime stream analytics 

Plug and play  
• No complex configuration required, load the  

data and start playing! 

Feedback loop 
• Learn from automated methods, automated methods learn from you 



Illegal Traffic Movement 

Misuse detection in Wildlife Preserve 



Applications 

Voice Over IP fraud (40.000.000 events) 

Illegal traffic movement (≈200.000 events) Healthcare Record Analysis (≈700.000 events) 

Ransomware Detection (94GB) 



Ransomware Reverse Engineering 

© Eventpad 2017 



See patterns instantly 



See patterns instantly 



Hospital Records 



Possibilities are endless 
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Eventpad 

Explore 
• Instant detection of (un)desired patterns 
• Discover unknown patterns with artificial intelligence 

Understand 
• Compare patterns to normal data 
• Create rules to detect them 

Prevent 
• Monitor your data with specialized rule sets 



Summary 

• As long as AI is not perfect, we cannot go the beach 

• Humans are still vital in data exploration&analysis 

• Visualization can assist in 

– Data exploration 

– Making process mining techniques practical 

– Bridging the gap between machine learning and domain 
knowledge 
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Thanks! 

Bram Cappers                               

b.c.m.cappers@tue.nl 

www.bramcappers.nl 
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