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Abstract. The inference of Convolutional Neural Networks (CNNs) at 
the Edge poses significant challenges due to resource limitations of edge 
devices. One approach to addressing these challenges is to distribute 
a CNN model across multiple edge devices. While much attention has 
been paid to improving the performance, memory utilization, energy effi-
ciency, and robustness of distributed CNN inference at the Edge, security 
implications of such inference remain largely unexplored. Therefore, in 
this paper, we investigate the security vulnerabilities of the three main 
partitioning strategies for distributing CNN models across multiple edge 
devices, namely vertical partitioning, horizontal partitioning, and data 
partitioning. More specifically, we assess how accurately an attacker can 
reconstruct the input image given to a CNN model and predict the 
image class by eavesdropping on the communication link between two 
edge devices. We devise a simple, yet realistic attack scenario in which
the attacker attempts to reconstruct the input image from intermediate
data obtained from the communication link. In order to evaluate the
vulnerability of the system, the reconstructed image is fed back into the
model to see if its class can be determined. We conduct extensive exper-
iments using different CNN models and datasets. Our results show that
data partitioning is less vulnerable to this attack scenario compared to
the other partitioning strategies, while vertical partitioning is the most
vulnerable.
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1 Introduction 

Deep Neural Networks (DNNs) play a crucial role in our daily lives and are used 
in various applications like healthcare, smart home, and autonomous vehicles. 
One of the most popular type of DNN models are Convolutional Neural Networks
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(CNNs), thanks to their effectiveness in image recognition and classification 
tasks. Typically, large CNN models are computationally intensive and require a 
significant amount of memory for storing weights and biases to perform infer-
ence. Cloud servers usually have the computational power and sufficient memory 
to handle the inference of such CNN models. However, for some modern machine 
learning-based applications like autonomous vehicles, face recognition, and voice 
assistance, large CNN models need to be deployed on resource-constrained edge
devices. This is because edge devices, unlike cloud servers, bring computing
power closer to data sources, thereby significantly reducing data communication
delays and making such devices suitable for running time-sensitive tasks in the
aforementioned applications.

The deployment of CNNs on edge devices poses a significant challenge due 
to the inherent limitations i n computational resources and memory capacity of
these devices [1]. One approach to overcome this challenge is to use lightweight 
CNN models, i.e., a c ompressed version of larger CNN models, obtained by
pruning [2], quantization [3], and knowledge distillation [4] techniques. Although 
lightweight models are more resource-efficient, they often suffer from reduced
accuracy [5]. Another approach is to distribute a CNN model by running a 
part of it on an edge device and the rest on a cloud server [6]. Such edge-cloud 
distribution approach, although effective in overcoming resource limitations of 
edge devices, introduces increased latency and potential security vulnerabilities, 
as some data has t o be transmitted over a communication network to cloud
servers for processing [7]. 

An alternative approach to tackling the aforementioned challenge involves 
distributing entirely a CNN model across multiple edge devices [8]. Such an app-
roach uses the collective processing power and resources of several edge devices 
while it maintains the original CNN model accuracy instead of using a lightweight 
version of the CNN model. Additionally, this approach mitigates the delay issue
associated with the edge-cloud distribution approach.

Fig. 1. Partitioning strategies for distributing a CNN model a cross multiple edge
devices.

Entirely distributing a CNN model for inference on multiple edge devices 
requires to split the model into several partitions and map each model parti-
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tion onto an edge device. There exist three main strategies for splitting a CNN
model into partitions: vertical partitioning [9], horizontal partitioning [10], and 
data partitioning [7]. In vertical partitioning, a layer or a group of CNN la yers
comprises a partition as illustrated in Fig. 1(a). Horizontal partitioning involves 
splitting every CNN layer into segments, where a segment or a group of segments
from different CNN layers comprises a partition (Fig. 1(b)). In data partitioning, 
the input data to a CNN model is split into tiles, and every tile together with a
copy of the whole CNN model comprises a partition (Fig. 1(c)). 

Several studies have been conducted to examine the o verall system perfor-
mance [7–14], memory requirement s [7–9,11,13,15], energy consumption [8,11, 
16], and robustness [17] when distributing CNN models at the edge using ver-
tical, horizontal and data partitioning strategies. However, to the best of our 
knowledge, there are no research studies addressing security implications when 
these different partitioning strategies are used to distribute CNNs. Studying 
such implications is important because CNN partitions run on different edge 
devices and these devices need to communicate data in order to collaboratively 
execute the CNN model. Typically, the communication links between resource-
constrained edge devices, running the CNN partitions, are not protected by data 
encryption. This is because the very large time and energy overhead due to run-
ning cryptographic algorithms on such devices is unacceptable. The unprotected 
communication links increase the vulnerability of the system. For example, an
attacker might eavesdrop on the communication link between two edge devices
and obtain intermediate data in transit. One action the attacker might take with
this intermediate data is to attempt reconstructing the input data provided to
the CNN model for processing. In certain scenarios, such as sensitive healthcare
or virtual assistants applications, reconstructing the input data can compromise
users’ privacy.

Therefore, in this paper, we investigate and examine how each strategy for 
partitioning a CNN model across edge devices affects the vulnerability of the sys-
tem to attacks attempting to reconstruct the CNN input data from intermediate 
data communicated between two edge devices. To assess the vulnerability, we 
devise and utilize a machine learning method to reconstruct, as much as possi-
ble, the CNN input data from intermediate data exchanged between layers in the 
CNN model. Then, to examine the vulnerability, we classify this reconstructed
input data with the same CNN model to determine whether the inferred class
is the same as the class inferred by utilizing the original input data. Our main
novel contributions can be summarized as follows:

• To the best of our knowledge, this is the first paper to examine the security 
aspect of distributed CNN inference across multiple edge devices. We ana-
lyze the three main existing strategies for distributing a CNN model, namely 
the vertical, horizontal and data partitioning strategies. Our analysis provides 
important insights from a security point of view and offers guidance for select-
ing the most appropriate partitioning strategy based on specific application
requirements with security in mind.
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Fig. 2. Illustration of two scenarios for distributing a CNN model vertically across 
three edge devices with and without encryption–decryption.

• We propose a machine learning based attack scenario in which an attacker 
can obtain intermediate data exchanged between layers in the CNN model 
by eavesdropping on the communication between two edge devices. Using 
machine learning, the attacker attempts to reconstruct the input image from
this intermediate data and then classify the reconstructed input. Through
this approach, we aim to examine the vulnerability of the three partitioning
strategies.

• We evaluate the three partitioning strategies using different CNN models and 
datasets in terms of the aforementioned vulnerability. Our findings indicate 
that the data partitioning strategy is significantly less vulnerable compared
to the vertical and horizontal partitioning strategies.

The remainder of this paper is organized as follows. In Sect. 2, we motivate, in 
more detail, why unsecured communication links bet ween resource-constrained
edge devices are typically utilized. Section 3 provides a brief overview of related 
studies on distributed CNN inference across edge devices. In Sect. 4, we provide a 
detailed description of our method for analysis and evaluation of the vulnerability
of the existing CNN partitioning strategies. Section 5 presents and discusses the 
evaluation results. Finally, the paper is concluded in Sect. 6. 

2 Motivation 

In this section, we give a quantitative example of the overhead in terms of delay 
and performance of a distributed CNN system in which the communicated data 
are encrypted and authenticated. This serves as a motivation why a network with 
secured communication links is often not practical and why unsecured commu-
nication links between resource-constrained edge devices are typically utilized 
when a trained CNN model is distributed across multiple edge devices for infer-
ence. As mentioned earlier, in such case, an attacker with non-authorized access
to a communication link between two edge devices can eavesdrop on transmit-
ted data. This allows the attacker to obtain intermediate data, which is closely
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related to the private and potentially sensitive input data being p rocessed by
the CNN model.

Although authentication encryption can protect the transmitted intermedi-
ate data against potential attacks, deploying even the most lightweight existing 
cryptographic algorithms on resource-constrained edge devices presents signifi-
cant challenges. These devices often have limited computational resources and 
energy budgets, and they are commonly employed in time-sensitive applications 
where rapid and efficient processing is crucial. Therefore, in some cases, the large 
time and energy overhead caused by authentication encryption and decryption is 
not practically acceptable for applications involving d istributed CNN inference
on resource-constrained edge devices. To support this statement, we present and
compare two scenarios that reveal the large time and energy overhead caused by
deploying a lightweight cryptographic algorithm to protect data communication
links between such devices.

Figure 2 illustrates these two scenarios where in one of the scenarios authen-
ticated encryption-decryption algorithm is applied to protect the data transmit-
ted between edge devices. In both scenarios, we consider the MobileNet CNN
model which is distributed by vertical partitioning across three edge devices. In
Fig. 2(a), Edge Device 1 receives the input data and processes it up to Layer 5. 
The output of Layer 5 is encrypted using the ASCON authenticated encryp-
tion algorithm, which is curren tly regarded as the most lightweight crypto-
graphic algorithm, offering state-of-the-art efficiency and security for resource-
constrained devices [18]. After encryption, the authenticated and encrypted data 
is transmitted to Edge Device 2. This device decrypts the data and verifies 
the authenticity using ASCON, processes it up to Layer 20, authenticates and 
encrypts the results, and sends the result to Edge Device 3 . This device decrypts
and verifies the received data and completes the remaining layers to produce
the final classification result. For comparison, Fig. 2(b) shows the same CNN 
model and vertical partitioning across three edge devices without applying any
encryption-decryption on the data transmitted between the devices.

Figure 3 shows the processing time (Fig. 3(b)) [19] and energy consumption
(Fig. 3(a)) per edge device for the two scenarios mentioned above. The processing 
time and energy consumption are ev aluated for edge devices utilizing three differ-
ent ARM microprocessors: Cortex-A7 [20], Cortex-A9 [21], and Cortex-A17 [22]. 
The x-axis indicates the three edge devices (ED1, ED2, and ED3) together with 
the microprocessor within each device. The bars represent the corresponding
metric, i.e., the processing time (in seconds) in Fig. 3(b) and the energy con-
sumption (in joules) in Fig. 3(a). Each bar is divided into two sections where 
the dark-colored section corresponds to the scenario without data encryption-
decryption and the bright-colored section corresponds to the scenario with data
encryption-decryption.

For example, in Fig. 3(b), the dark-blue and bright-blue bar sections denote 
the processing time for Edge Device 1 without a nd with data encryption, respec-
tively. Similarly, in Fig. 3(a), the dark-green and bright-green sections indicate



A Security Analysis of CNN Partitioning Strategies 267

Fig. 3. Comparison of processing time and energy consumption for edge devices with
and without encryption–decryption.

the energy consumption for Edge Device 1 without a nd with data encryption,
respectively.

The results, shown in Fig. 3, clearly demonstrate that applying even the 
most lightweight cryptographic algorithm (ASCON) on resource-constrained 
edge devices, when running a partitioned CNN m odel, imposes significant time
and energy overheads. As can be seen in Fig. 3, these overheads range from at 
least 3 times up to as much as 36 times, significantly affecting both the process-
ing time and energy consumption. For example, looking at the results for device
ED1 with Cortex-A7 in Fig. 3(b), the processing time without data encryption 
(the dark-blue bar) is approximately 0.122 s, whereas applying data encryption 
raises this value to 4.432 s (the bright-blue bar), which is an increase of nearly
36.3 times. Similar excessive overhead but in terms of energy consumption can
be seen for device ED2 with Cortex-A17 in Fig. 3(a). Such significant/excessive 
overheads are generally not acceptable for low-power, time-sensitive applica-
tions, where rapid inference and efficient energy usage are crucial. Consequently, 
to maintain acceptable performance levels, many system implementations r ely
on unsecured communication links between resource-constrained edge devices,
thereby leaving data transmissions vulnerable to potential adversaries.

Based on these findings, the following sections present a specific attack sce-
nario aimed at reconstructing input data from unprotected intermediate data 
transmitted between edge devices running a partitioned CNN model for infer-
ence. Our objective is to use this attack scenario in order to analyze how differ-
ent CNN partitioning strategies for distributed CNN inference are vulnerable to
such a scenario as well as to offer guidance for selecting the most appropriate
partitioning strategy that inherently enhances the security of distributed CNN
inference against the aforementioned attack scenario.
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3 Related Work 

In this section, we focus on related studies that cover three relevant aspects, 
namely distributed CNN inference on multiple edge devices, machine learning
for data reconstruction and security attacks in distributed CNN models.

3.1 Distributing CNN Inference Across Multiple Edge Devices 

Numerous research studies have proposed approaches to distribute and optimize 
CNN model inference across multiple edge devices to improve the overall system
performance [7–14], to reduce memory requirements [7–9,11,13,15] and energy 
consumption [8,11,16], and to increase the system robustness [17]. For example, 
MoDNN [14] and DeepThings [7] improve CNN inference on mobile and IoT 
devices by leveraging parallel execution and efficient task distribution methods. 
MoDNN uses partitioning schemes to balance the workload and optimize data 
delivery, while DeepThings employs a novel partitioning and layer fusion method, 
called Fused Tile Partitioning (FTP), and a distributed work-stealing runtime
to reduce the CNN memory footprint and communication overhead between
CNN partitions. CoEdge [13] focuses on optimizing memory, computation, and 
communication. It dynamically partitions workloads based on device capabilities 
and network conditions, thereby optimizing workload allocation without altering
DNN structures. AutoDiCE [8,11] and RobustDiCE [17] introduce frameworks 
for automated multi-objective exploration and implementation of distributed 
CNN inference at the edge by f ocusing on system performance, memory, energy,
and robustness optimizations.

The main focus of the aforementioned studies has been on optimizing objec-
tives such as performance, memory, energy, and robustness when distributing 
CNN models across multiple edge devices. However, security implications have 
not been addressed in these studies. In contrast, our work focuses on examining 
a specific security aspect, namely eavesdropping attacks on the communication 
between edge devices. By analyzing the three main existing strategies for dis-
tributing a CNN model, n amely the vertical, horizontal, and data partitioning
strategies, we provide important insights from a security point of view for select-
ing the most resilient partitioning strategy against such attacks. Thus, our work
significantly complements the aforementioned studies.

Fig. 4. Overall workflow of our simple attack to evaluate CNN partitioning strategies 
in  terms of security.
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3.2 Data Reconstruction Using Machine Learning 

Several studies introduce deep learning approaches for reconstructing images 
from noisy or incomplete data using CNNs. One approach [23] leverages a CNN 
within an iterative framework to reduce artifacts and improve image qualit y,
outperforming traditional methods. Another method [24], called RPGD, itera-
tively refines intermediate data through gradient descent and CNN projections 
to achieve high-quality image reconstruction. In [25], an approach utilizing deep 
CNNs performs missing data reconstruction tasks in remote sensing, such as 
dead lines and c loud removal, by integrating spatial, temporal, and spectral
information.

In the domain of medical imaging, iCT-Net [26] employs CNNs to refine initial 
CT reconstructions from specific kernels, enhancing accuracy across various con-
ditions. Another approach [27] uses DNNs to processes limited view projection 
data to produce high-quality CT images, addressing challenges in applications 
such as CT scans. A cascaded architecture of multiple CNNs is utilized in [28] 
to reconstruct ultrasound images, correcting a rtifacts and enhancing resolution.
In [29], an autoencoder processes noisy Monte Carlo rendered images to produce
high-quality, stable image sequences.

Beyond image reconstruction, deep learning techniques have also been 
applied to audio restoration. For example, [30] demonstrates the use of deep 
learning to restore audio files affected by bac kground noise and signal loss.
Another paper [31] proposes a novel method for reconstructing lost audio signals 
by combining steganography, halftoning, and deep learning models like LSTM
and Random Forest.

As described above, many studies utilize machine learning techniques to 
reconstruct data from noisy or incomplete sources. Inspired by the strong perfor-
mance of the aforementioned approaches, we devise and apply a specific approach 
targeting a CNN input data reconstruction from intermediate data processed 
within a CNN model and obtained in an attack scenario. Our approach involves 
training and using a convolutional decoder network to reconstruct the input 
given to the CNN model. The model is distributed across multiple edge devices
and its input is reconstructed from intermediate data, exchanged between CNN
layers mapped on different devices, in order to evaluate the vulnerability of dif-
ferent partitioning strategies used to distribute the CNN model.

3.3 Security Attacks in Distributed CNN Models 

Recent studies have highlighted vulnerabilities in split learning frameworks, 
where neural networks are partitioned between clients and servers to pre-
serve data privacy. These works demonstrate that in termediate representations
exchanged during training or inference can leak sensitive information. Pasquini
et al. [32] introduce the Feature-Space Hijacking Attack (FSHA), showing that 
a malicious server can reconstruct clients’ private training data by manipulat-
ing the learning process. Erdoğan et al. [33] present UnSplit, a suite of attacks 
including model inversion, model stealing, and label inference, demonstrating
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that even with limited knowledge, a server can recover input data and model
parameters. Liu et al. [34] propose similarity-based label inference attacks that 
exploit gradients and intermediate representations to infer private lab els during
both training and inference phases. Yu et al. [35] develop SIA, a sustainable 
inference attack framework that reconstructs c lient data while evading detection
mechanisms.

While the aforementioned studies focus on split learning scenarios, our work 
examines the security implications of distributing CNN inference across mul-
tiple edge devices. Specifically, we analyze the vulnerability of different par-
titioning strategies (vertical, horizontal, and data partitioning) to eavesdrop-
ping attacks by reconstructing input data from intermediate representations 
exchanged between devices. Our approach provides insights into selecting parti-
tioning strategies that enhance resilience against such attacks, thereby comple-
menting the findings of the aforementioned studies.

4 Our Method for Vulnerability Analysis 

In this section, we sketch a realistic machine learning based attack scenario which 
we use as a method for evaluating the three main CNN partitioning strategies,
introduced in Sect. 1 and illustrated in Fig. 1, with respect to security. First, we 
assume that a trained CNN model is distributed across multiple edge devices for 
inference and the model inference is provided as a service to users. By booking 
a time slot, any user can exclusively reserve the service to classify own private 
input data. Thus, an attacker, acting as a legitimate user, can input data into the 
distributed CNN model for classification. Second, we assume that the attacker 
has access t o a communication link between two edge devices and can eavesdrop
on the communicated data. By accessing the communication link, the attacker
can obtain intermediate data related to private input data provided by any user
and currently processed by the CNN model.

The aforementioned assumptions are realistic in many practical edge com-
puting setups. For example, edge devices might communicate over a shared but 
physically segmented (wireless) network. Suppose some devices use local 5G con-
nectivity while others use Wi-Fi or a dedicated Ethernet channel. An attacker 
physically close to a Wi-Fi router (or using a compromised intermediate net-
work device) may be able to eavesdrop on one link, such as the communication 
between Device 1 and Device 2, without having access to links involving other 
devices that are routed through separate, isolated network paths or encrypted 
channels. This partial access could result from exploiting a vulnerability in a 
sp ecific router or switch, from being in range of an unencrypted wireless trans-
mission, or from compromising a device connected to a specific network segment.
Importantly, we assume that it is not possible for the attacker to access all com-
munication links due to network segmentation, physical isolation of devices, and
the possible use of secure protocols on some links.

A third assumption is that the attacker does not have access to the inter-
nals of any edge device, and does not know the structure of the CNN model,
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its architecture, parameters, or layer mappings. Their only access point is the 
intercepted intermediate data flowing through a single link between two edge 
devices. This reflects a black-box, passive attacker model in which the attacker’s
objective is to reconstruct private input data from intermediate data and infer
the corresponding label.

Considering the above realistic assumptions, we can setup and perform an 
attack, which utilizes and trains a convolutional decoder network [36]. The pur-
pose of this convolutional decoder is to reconstruct input data provided to the 
distributed CNN model from intermediate data communicated between two edge
devices. Figure 4 shows the overall workflow of our simple attack, which consists 
of three phases. Phase 1 involves the creation of a dataset that is used to train 
the convolutional decoder. Phase 2 focuses on the training of the convolutional 
decoder with the dataset created in Phase 1 and uses the trained decoder to 
reconstruct the input from intermediate data. Phase 3 determines the c lass of
the reconstructed input obtained in Phase 2. In the rest of this section, we
explain the three phases of our attack approach and how we use it to evaluate
the vulnerability of distributed CNN inference in more detail.

4.1 Phase 1: Creating a New Dataset 

As mentioned above, the goal of this phase is to generate a dataset D used for 
training the convolutional decoder. This dataset is based on intermediate data 
that the attacker can obtain from the communication link between two edge 
devices. Since the attacker has access to the distributed CNN model by acting 
as a legitimate user, the attacker can input any data into the model for i nference.
Therefore, the process of generating the training dataset D begins by giving the
CNN model a set of selected input data samples I = {x1, x2, ..., xn} illustrated
by the Frog, Car, Dog, and Cat images in Fig. 4a. For each selected input sample 
xi ∈ I, the attacker collects the corresponding intermediate data zi exchanged 
between two edge devices via the eave sdropped communication link, e.g., the
link between Edge Device 2 and 3 in Fig. 4a. 

Since the attacker does not know the internal structure or the mapping of 
layers of the distributed CNN model, the zi is collected as a bitstream and stored 
into a vector shape. Then, the attacker creates a pair (zi,  xi) and stores it as a 
new labeled data sample in dataset D where zi is the new training data sample 
and xi is its label. By repeating the above steps for every xi ∈ I, the new training
dataset D = {(z1, x1), (z2, x2), . . . , (zn, xn)} is created.

4.2 Phase 2: Training and Inference 

The goal of this phase is to prepare and perform the attack using dataset D 
created in Phase 1. Phase 2 consists of t wo steps: training and inference. In the
training step, illustrated in the left part of Fig. 4b, any available training algo-
rithm [37] can be used to train a convolutional decoder with dataset D. Based on 
the length and complexity of the intermediate data samples, the attacker designs
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a decoder to reconstruct the original input. The attacker can iteratively evalu-
ate the output of the decoder and modify its structure if necessary to improve
reconstruction quality.

Once the convolutional decoder is trained, it is ready to reconstruct original 
input data samples from intermediate data obtained by eavesdropping on the 
communication link b etween two edge devices. The inference step, illustrated
in the right part of Fig. 4b, is the actual attack where the user provides an 
input data sample to the distributed CNN model and the attacker collects the 
corresponding intermediate data. Then, this intermediate data is given as input
to the convolutional decoder which outputs the reconstructed input data sample.

4.3 Phase 3: Classification 

In the third phase, illustrated in Fig. 4c, the goal is to determine the class of 
the data reconstructed in Phase 2. The attacker can use the distributed CNN 
model as a legitimate user for this purpose. Therefore, the reconstructed data is
given to the distributed model as input, and the model predicts the class of the
reconstructed data.

We evaluate the vulnerability of the distributed CNN inference by performing 
the attack, described above and illustrated in Fig. 4, with the following modi-
fications. In Phase 2, we play the role of the user and the attacker, i.e., we 
provide user input data to the distributed CNN model instead of the user, and 
we collect the corresponding intermediate data and obtain reconstructed input 
data as the attacker does. In addition, we use Phase 3 to assess whether the 
attack is successful or not by classifying the reconstructed input data using the
distributed CNN model for inference. If the inferred class is the same as the class
inferred by utilizing the user input data, then the attack is successful, indicating
a vulnerability.

Table 1. Characteristics of t he Datasets

Dataset Number of Images Image Size Categories 
MNIST 70,000 28 × 28 × 1 10 
CIFAR-10 60,000 32 × 32 × 3 10 
Oxford Flowers 8,189 Variable 102 

5 Experimental Evaluation 

In this section, we examine the vulnerability of t he three main partitioning
strategies (Fig. 1) used to distribute a CNN model across multiple edge devices. 
The goal of this examination is to demonstrate and compare t he vulnerabilities
of these partitioning strategies to the attack scenario described in Sect. 4.  First,  
we explain the experimental setup in Sect. 5.1. Then, in Sect. 5.2,  we  present  the  
experimental results and discuss their implications with respect to the vulnera-
bility of the different partitioning strategies.
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5.1 Experimental Setup 

In this study, we investigate the vulnerability by distributing three distinct CNN 
models across multiple edge devices, namely LeNet-5 [38], MobileNet [39], and 
ResNet-50 [40]. These models are selected because of their varied complexity and 
characteristics, making them ideal for representative evaluation of vulnerabilities 
when distributing CNN models. LeNet-5 represents CNNs with a small and 
simple architecture. MobileNet is well known for its efficiency on mobile devices.
ResNet-50 is a representative of deep and more complex CNN models.

To train the above CNN models, three datasets are used: MNIST for LeNet-
5; CIFAR-10 for LeNet-5, MobileNet and ResNet-50; and Oxford Flowers-
for MobileNet and ResNet-50. Table 1 characterizes these datasets by three 
attributes. For every dataset, the attribute Number of Images shows the total 
image count in the dataset, Image Size indicates the dimensions of the images 
in the dataset, and Categories shows the number of classes within the dataset. 
MNIST consists of grayscale images of handwritten digits, CIFAR-10 includes 
color images, and the Oxford Flowers dataset contains high-resolution color 
images. The described datasets vary in the input image size, type, and number 
of classes, thereby ensuring a robust and trustworthy evaluation. Each dataset is
split as follows: 80% of the images are used for training, 10% for validation, and
10% for testing. The CNN models are trained for 10 epochs on each dataset.

To evaluate and compare the vulnerability of the three p artitioning strate-
gies, introduced in Sect. 1 and illustrated in Fig. 1, we partition each trained 
CNN model, using the three strategies, and then deploy the model on a dis-
tributed system with multiple edge devices for inference, using Python and the 
TensorFlow Keras library. After the distributed deployment of a CNN model,
we collect intermediate data from the output of specific layers. This data is
used to create dataset D as described in Sect. 4.1. Any compatible input data 
can be used for creating dataset D. T herefore, we use a part of the ImageNet
dataset [41], consisting of 40,000 image samples, as the set of input data samples 
I. These samples are unseen during the training process of the distributed CNN 
models. Each sample xi ∈ I is processed by a distributed CNN model, and the
corresponding intermediate data zi is collected during this processing.

Then, we build a convolutional decoder network to reconstruct the original 
input of the distributed CNN model using the intermediate data, as described in
Sect. 4.2. Table 2 provides a detailed overview of the decoder architectures used 
for reconstructing the original input from different intermediate representations. 
Each row in the table corresponds to a specific combination of a model and a 
layer index, characterized by the input feature map size at that point in the 
network. Layer 1 in each model is used specifically for our data partitioning 
strategy. In this approach, we divide the original input image into four equal
parts and assign each part to the decoder. As a result, the input size shown in
the table for Layer 1 reflects the size of each partition.

In this table, the Vector Size column shows the length of the intermediate 
data received by the attacker. This vector is reshaped into a set of 2D matri-
ces to enable the application of convolutional operations for reconstruction. As
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Table 2. Decoder structures used to reconstruct the original input from intermediate 
data of different models and layers

Model Layer Vector Size Input Size Output Size Decoder S tructure

MobileNet Layer 1 37632 (112,112,3) (224,224,3) Up(224)→ Conv(3, 16, 3)→ ReLU → Conv(16 , 3, 3)

Layer 2 401408 (112,112,32) (224,224,3) Up(224)→ Conv(32, 64, 3) →ReLU → 
Conv(64, 32, 3) →ReLU→Conv (32, 3, 3)

Layer 33 200704 (28,28,256) (224,224,3) ConvT(256, 128, 3, 2) → ReLU → 
ConvT(128, 64, 3, 2) → ReLU → ConvT(64, 32, 3, 2) → 
ReLU→Conv(32, 3, 3)

Layer 72 100352 (14,14,512) (224,224,3) ConvT(512, 256, 3, 2) → ReLU → 
ConvT(256, 128, 3, 2)→ ReLU → 
ConvT(128, 64, 3, 2)→ ReLU→ ConvT(64, 32, 3, 2) → 
ReLU→Conv(32, 3, 3)

ResNet-50 Layer 1 37632 (112,112,3) (224,224,3) same as MobileNet La yer 1

Layer 2 802816 (112,112,64) (224,224,3) Up(224)→ Conv(64, 32, 3) →ReLU →Conv(32, 3, 3)

Layer 33 200704 (56,56,64) (224,224,3) ConvT(64, 32, 3, 2)→ReLU → ConvT(32, 16, 3, 2)→ 
ReLU→ Conv(16 , 3, 3)

Layer 42 100352 (28,28,128) (224,224,3) ConvT(128, 64, 3, 2)→ReLU → ConvT(64, 32, 3, 2) → 
ReLU → ConvT(32, 16, 3, 2) → ReLU →Conv(16, 3, 3)

LeNet-5 (CIFAR-10) Layer 1 768 (16,16,3) (32,32,3) Up(32)→Conv(3, 16, 3)→ ReLU→Conv(16, 3, 3)

Layer 2 2304 (12,12,16) (32,32,3) Up(32)→Conv(16, 8, 3) → ReLU → Conv(8 , 3, 3)

Layer 3 576 (6,6,16) (32,32,3) ConvT(16, 16, 3, 2)→ReLU → Up(32)→ 
Conv(16, 8, 3)→ReLU→ Conv(8 , 3, 3)

Layer 5 480 (2,2,120) (32,32,3) ConvT(120, 60, 3, 2)→ReLU → ConvT(60, 30, 3, 2) → 
ReLU → ConvT(30, 15, 3, 2) → ReLU →Conv(8, 3, 3)

LeNet-5 (MNIST) Layer 1 196 (14,14,1) (28,28,1) Up(28)→Conv(1, 8, 3) →ReLU→Conv(8, 1, 3)

Layer 2 1600 (10,10,16) (28,28,1) Up(28)→Conv(16, 8, 3) → ReLU → Conv(8 , 1, 3)

Layer 3 400 (5,5,16) (28,28,1) ConvT(16, 16, 3, 2)→ReLU → Up(28)→ 
Conv(16, 8, 3)→ReLU→ Conv(8 , 1, 3)

Layer 5 120 (1,1,120) (28,28,1) ConvT(120, 64, 4, 2, 1)→ReLU→ConvT(64, 32, 3, 2) → 
ReLU→ ConvT(32, 16, 3, 2) →ReLU→ 
ConvT(16, 8, 3, 2) → ReLU → Up(28) →Conv(8, 1, 3)

explained in Sect. 4.2, the attacker may adjust both the decoder architecture and 
the input shape based on the vector length and complexity in order to improve 
the reconstruction quality. The Input Size column shows the size of the fea-
ture map that is fed into the decoder while the Output Size column displays 
the size of the output produced by the decoder. The Decoder Structure col-
umn describes the sequence of operations used by the decoder, which typically 
include upsampling (Up(n)), transposed convolutions (ConvT), standard con-
volutions (Conv), and ReLU activation functions. For example, in Layer 33 of 
MobileNet, the decoder receives a feature map of shape (28, 28, 256) and trans-
forms it to an output of shape (224, 224, 3). This transformation is performed 
through a series of ConvT, each followed by a ReLU activation. The first ConvT 
layer reduces the number of channels from 256 to 128 and increases the spatial
dimensions using a 3×3 kernel and a stride of 2. This is followed by a ReLU and
a second ConvT layer that reduces the channels to 64 using the same kernel and
stride. A third ConvT layer further reduces the channels to 32. Finally, a stan-
dard 3 × 3 convolution maps the 32-channel output to 3 channels, yielding the
final image-shaped output. The decoder is trained for 10 epochs on the dataset
D using the Adam optimizer [42] for gradient descen t optimization.

Finally, for every distributed CNN model, partitioned using the data, ver-
tical, and horizontal partitioning strategies, the vulnerability of every strategy
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Fig. 5. Comparison of the Data, Vertical, and Horizontal strategies across different 
CNN m odels, datasets, and layers.

is assessed by calculating the accuracy of the reconstructed input images gen-
erated by the convolutional decoder. To calculate this accuracy, every image
in the aforementioned 10% test data from a dataset in Table 1 is fed into the 
CNN model for processing, and the predicted class of this original input image is 
recorded. During the processing, intermediate data produced by a specific layer 
in the CNN model is collected and given as input to the trained conv olutional
decoder for reconstruction. The output of the decoder, i.e., the reconstructed
image, is then fed back into the CNN model, as explained in Sect. 4.3, and the 
predicted class is recorded as well. By comparing the predicted class of every 
reconstructed image with the predicted class of the corresponding original input 
images, we determine the number of correctly predicted classes of the recon-
structed images. The accuracy is calculated by dividing this number by the
total number of reconstructed images.

5.2 Experimental Results and Vulnerability Analysis 

Figure 5 depicts the results of our experimental evaluation of the three parti-
tioning strategies when they are used to distribute MobileNet, ResNet-50 a nd
LeNet-5 across 4 edge devices, and the attack scenario/method, described in
Sect. 4, is a pplied.

In each bar chart of Fig. 5, the Y-axis shows the accuracy, while the X-axis 
shows the dataset used to calculate the accuracy as well as the specific layers of 
the CNN model used to collect the intermediate data. The blue and green bars 
correspond to the vertical and horizontal partitioning strategies, respectively. 
The red bars correspond to the data partitioning strategy. For this strategy, we 
consider only Layer 1 because an attacker, with access to the communication
link between two edge devices, can only collect a part of the input image trans-
ferred from the IN/OUT edge device to the other device as shown in Fig. 1(c). 
Therefore, the attacker is limited to the partial input data given to Layer 1 and 
does not h ave access to data processed by other layers.

Figure 5(a) plots the results for the MobileNet model, showing the accuracy of 
the three partitioning strategies for the CIFAR-10 and Oxford Flowers datasets, 
where each data sample has a size of 224×224×3. F or the vertical and horizontal
partitioning, intermediate data is collected at the 2nd, 33rd, and 72nd layers.
Similarly, Fig. 5(b) showcases the results for the ResNet-50 model, highlighting



276 F. Mehrafrooz et al.

the accuracy differences among the three partitioning strategies for the CIFAR-
10 and Oxford Flowers datasets, with a data sample size of 224 × 224 × 3, and
intermediate data collected at the 2nd, 33rd, and 42nd layer. Figure 5(c) shows 
the results for the LeNet-5 model, using the MNIST dataset with a data sample 
shape of 28 × 28 × 1 and the CIFAR-10 dataset with a data sample size of 
32 × 32 × 3. For the vertical and horizontal partitioning strategies, intermediate
data is collected at the 2nd, 3rd, and 5th layer.

5.2.1 Partitioning Strategies 
First, we analyze how the different CNN partitioning strategies, used for dis-
tributed CNN inference across edge devices, affect the input data reconstruc-
tion accuracy under our attack scenario. The choice of a partitioning strategy 
directly influences the amount and nature of the intermediate data available to 
the attacke r, which in turn impacts how effectively the attacker’s convolutional
decoder can reconstruct the input data. For example, it can be seen in Fig. 5 
that if the attacker can collect the output of the second layer (Layer 2), the 
accuracy is higher in vertical partitioning compared to horizontal and data par-
titioning. This is because vertical partitioning involves more (intermediate) data 
exchanged between layers mapped on different devices than the other partition-
ing strategies. In contrast, horizontal partitioning limits the attacker to only a 
subset of the data, and data partitioning further restricts the attac ker to only a
small fraction of the original input. As a result, the information available to the
attacker in horizontal and data partitioning scenarios is insufficient to achieve
the same level of reconstruction accuracy as in vertical partitioning.

Furthermore, the results in Fig. 5 show that the accuracy in data partitioning 
is significantly lower compared to the other strategies. This is because, in data 
partitioning, the i nput data is divided into smaller parts that are processed
separately as illustrated in Fig. 1(c). Consequently, the attacker only gains access 
to a small part of the input data, making it more difficult for the convolutional
decoder to accurately reconstruct the full input data from that small part.

5.2.2 Layer Access 
As shown in Fig. 5, the positioning of the accessed layer within the CNN’s topol-
ogy greatly influences the attacker’s reconstruction capabilities. In general, when 
an attacker has access to the output of a higher layer, i.e., a layer that is far 
away from the input layer in the CNN model topology, the accuracy of the recon-
structed input decreases. This trend means that the accuracy is higher when the 
attacker accesses earlier layers, i.e., layers closer to the input layer in the CNN 
model topology. This is because earlier layers capture more generalized, low-
level features, such as edges and textures, that are more directly linked to the
original input data. In contrast, higher layers contain more refined, abstract rep-
resentations that are crucial for the model’s decision-making process but are less
directly tied to the original input data. These abstract representations are more
challenging to reverse-engineer into the original input data. Consequently, the
convolutional decoder requires more detailed features to accurately reconstruct
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Fig. 6. Comparison of partitioning strategies with respect to the number of devices 
used to distribute the MobileNet model, based on the CIFAR-10 dataset.

the input data from the intermediate data, that are more r eadily available in
earlier layers.

5.2.3 Dataset Characteristics 
The characteristics of the datasets, processed by a partitioned CNN model dur-
ing inference, play a role in the accuracy of reconstructing input data from 
intermediate data. One of the important f actors that impacts the accuracy is
the number of classes in a dataset. For example, in Fig. 5(a) and 5(b), the accu-
racy for the Oxford Flowers dataset and a given layer is lower compared to the 
same layer and the CIFAR-10 dataset. This is because reconstructing the input 
data from intermediate data can introduce errors, and with a larger number of 
classes, i.e., 102 in the Oxford Flowers dataset, these errors are more likely to 
occur and cause a wrong class prediction, resulting in lower accuracy. Addition-
ally, the image size plays a role in reconstructing the input image and achieving
better accuracy. If the attacker has access to less (intermediate) data due to a
small input image size, it becomes more difficult to reconstruct the original input
image and correctly predict the class. This can be seen in Fig. 5(c), where the 
accuracy for Layer 2 in the CIFAR-10 dataset is lower compared to the accuracy
for Layer 2 in Fig. 5(a) and 5(b). This difference is due to the smaller image 
size (32 × 32 × 3) in CIFAR-10 with LeNet-5, compared to the larger image 
sizes (224× 224× 3) in CIFAR-10 and Oxford Flowe rs used with MobileNet and
ResNet-50. Furthermore, it is easier to reconstruct MNIST images than CIFAR-
10 images, as shown in Fig. 5(c), because MNIST images are simpler and lack 
the fine details present in CIFAR-10 images.

5.2.4 Number of Edge Devices 
Another important factor for the accuracy is the number of edge devices used 
to distribute a CNN mo del. A higher number of edge devices means more parti-
tions. Figure 6 compares the accuracy of the three partitioning strategies when 
the MobileNet model is distributed across 2, 4, and 8 edge devices, with interme-
diate data collected from Layer 2 for the vertical and horizontal partitioning, and 
from Lay er 1 for the data partitioning. The model is tested with colour images
of size 224× 224× 3 from the CIFAR-10 dataset. In Fig. 6, the X-axis shows the
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number of edge devices, while the red, blue, and green bars show the accuracy for 
the data partitioning, vertical partitioning, and horizontal partitioning, respec-
tively. The results indicate that the number of edge devices directly impacts the 
accuracy, respectively the vulnerability of the data and horizontal partitioning 
strategies, whereas the vulnerability of the vertical partitioning strategy remains 
unaffected by the number of edge devices. This is because, with an increasing 
number of edge devices and partitions, the volume and content of the interme-
diate data, collected at Layer 2 and Layer 1, are changing in the horizontal and 
data partitioning strategies. In vertical partitioning, the collected intermediate 
data at Layer 2 remains unchanged. Moreover, the accuracy for the data and 
horizontal partitioning strategies tends to be higher when fewer edge devices are
used. This is because, by using fewer edge devices, the (intermediate) data is
partitioned into larger, more complete segments, thereby allowing the convolu-
tional decoder to reconstruct the original input data more effectively. In contrast,
when the number of edge devices increases, each device handles a smaller part of
the (intermediate) data. This fragmentation makes it more challenging for the
convolutional decoder to accurately reconstruct the input, leading to a decrease
in accuracy.

6 Conclusions 

In this paper, we examine and compare the vulnerability of the three main 
strategies for partitioning a CNN model across multiple edge devices, i.e., ver-
tical partitioning, horizontal partitioning, and data partitioning. To assess their 
vulnerability, we devise a realistic attack scenario in which an attacker eaves-
drops on the communication link between two edge devices, obtains intermediate 
data, and attempts to determine the class of the input data. In this scenario, the 
attacker tries to reconstruct the original CNN input data using a convolutional
decoder and then feeds the reconstructed data back into the model to obtain
the class. We evaluate the vulnerability of each partitioning strategy by calcu-
lating the data reconstruction accuracy, i.e., comparing the predicted class of
the reconstructed data with the original class.

The experimental results show that data partitioning is significantly less vul-
nerable to the aforementioned attack scenario compared to vertical and horizon-
tal partitioning, with vertical partitioning being the most vulnerable strategy. 
Moreover, the size of the CNN input data affects vulnerability, as larger input 
data leads to higher reconstruction accuracy. The number of CNN partition-
s/edge devices also impacts vulnerability, i.e., when the number of partition-
s/devices increases, the reconstruction accuracy decreases, thereby reducing the
vulnerability.

Based on our experiments, results, and analysis, we can conclude that by 
employing the data partitioning strategy for distributed CNN inference and 
increasing the number of edge devices (partitions) as much as possible, or com-
bining it with horizontal partitioning, we can inherently enhance the security of
distributed CNN inference against the aforementioned attack scenario. Further-
more, as demonstrated in the experimental section, earlier CNN layers generate
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more valuable intermediate data for successful reconstruction of the original 
input data. Therefore, communicating intermediate data between edge devices, 
generated by these early CNN layers, must be avoided by running these layers 
on the same device in order to significantly reduce the overall risk of successful 
input data reconstruction utilizing the aforementioned attack scenario.
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