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Abstract—Integrating Field-Programmable Gate Arrays (FP-
GAs) in embedded systems enhances flexibility and performance.
Remote reconfigurability of such systems enables post-deployment
system updates. Existing approaches for remote FPGA reconfigu-
ration rely on transmitting a full configuration bitstream, leading
to long system update time and high energy consumption. Partial
reconfiguration techniques reduce the update time and energy
consumption but require partitioning of the FPGA into static
and dynamic regions, thereby restricting the flexibility for post-
deployment updates. To address these issues, we present FPGA-
Diff, a framework for efficient and unrestricted secure remote
FPGA reconfiguration. It introduces differential bitstream genera-
tion and application mechanisms to create a custom bitstream that
contains the minimum data required to efficiently and securely
update the remote FPGA configuration. The proposed framework
is evaluated for several realistic FPGA systems with varying design
updates and complexities. Compared to full reconfiguration, it
achieves a reduction in update time and energy consumption by
97% and 70%, respectively, for minor design updates, and at least
15% and 10% reductions, respectively, for complex design updates.

Index Terms—FPGA, Remote Reconfiguration, Secure Updates

1. INTRODUCTION

The demand for lightweight and adaptable systems has been
growing continuously in modern applications such as wireless
sensor networks, edge-Al platforms, and industrial IoT setups.
These environments require a low-cost, energy-efficient, and
secure embedded System-on-Chip (SoC) that is also flexible
for post-deployment functionality updates. Integrating a Field-
Programmable Gate Array (FPGA) fabric within the SoC
provides such flexibility due to its reconfigurable architecture.
The FPGA fabric enables hardware acceleration and allows
post-deployment functionality updates for evolving applications
without physical hardware replacement. Such FPGA-integrated
SoCs are often deployed remotely in the field and designed to
operate with small energy budgets on battery power supply for
years. Utilizing the flexibility of remotely deployed lightweight
FPGA-integrated SoCs requires efficient remote reconfiguration
of the FPGA by sending an updated FPGA configuration bit-
stream. Moreover, in some authentication-critical applications
such as automotive, medical, or industrial automation, the trans-
mitted configuration bitstream must also be authenticated and
verified for integrity before FPGA reconfiguration to prevent
transmission errors or malicious modifications.

The research work in [1], [2] addresses these requirements
by proposing an approach that combines full bitstream com-
pression for efficiency, and cryptographic computations for

authenticity and confidentiality. Other works [3]-[7] propose
approaches for (secure) remote updates based on full FPGA
reconfiguration. The main issue with the aforementioned ap-
proaches is that compressing the full bitstream for efficient
bitstream transmission and performing full FPGA reconfigu-
ration is not the most efficient way of updating the FPGA
configuration. This is because typical updates of the system
residing in the FPGA, such as updating constants/coefficients
used in a functional block, adding/removing a functional block,
or modifying the behavior of a functional block, are manifested
as partial changes in the FPGA configuration bitstream, and
only parts of the FPGA may need to be reconfigured.

There exist approaches [8]-[11] for efficient remote updates
based on partial FPGA reconfiguration techniques that address
the above issues. To utilize partial reconfiguration (PR), the
FPGA fabric must be partitioned into static and dynamic
regions before SoC deployment, and only the dynamically
reconfigurable regions (DRRs) can be modified when the
rest of the FPGA is still operational [12]. By confining the
design updates within the DRRs, PR reduces the size of the
transmitted configuration data and the FPGA reconfiguration
time. However, such beneficial utilization of PR restricts the
scope of post-deployment design updates because the updates
must be confined within the DRRs and the boundary interfaces
of these DRRs must not be changed [12]. If an update of the
system residing in the FPGA includes, e.g., modifications of a
functional block that cannot fit in the block’s initial DRR or
addition/removal of inputs/outputs in the boundary interfaces
of the DRR, then such an update would require a full FPGA
bitstream transmission, which is not efficient and desirable.
Moreover, in some cases, the system designer cannot predict all
possible post-deployment updates that will be required in order
to properly partition the FPGA fabric in static and dynamic
regions before SoC deployment.

Therefore, our work targets secure remote update scenarios
where post-deployment design modifications are unrestricted,
yet the remote updates are efficient without utilizing PR. We
assume that the designer requires full flexibility over post-
deployment system updates, i.e., the modifications are not
limited by pre-allocated DRRs and fixed boundary interfaces
of the DRRs. In addition, we assume systems where a full
reconfiguration of the remotely deployed FPGA is performed
with a bitstream stored in a serial non-volatile flash memory,
since this is a common practice nowadays in low-cost FPGA-
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integrated SoCs. Utilizing such memory for remote FPGA
updates allows a system to reliably fall back to a secure golden
configuration bitstream if an update fails.

Considering the above assumptions, we propose a novel
framework, called FPGA-DIff, designed for efficient secure
remote updates of FPGA configurations without limiting the
scope of possible post-deployment design updates. More specif-
ically, FPGA-Diff introduces a differential bitstream generation
mechanism to create a custom bitstream (DIFF_BIT) containing
the difference between two FPGA configurations. The DIFF_BIT
bitstream contains the minimum data that must be transmitted
to a remote FPGA-integrated SoC to properly update its FPGA
configuration. In addition, FPGA-Diff adds an authentication
tag and hash to the bitstream, and introduces a lightweight
differential bitstream application mechanism to efficiently apply
the DIFF_BIT onto the golden configuration, stored in the
serial flash memory, after successful security verification. The
specific novel contributions can be summarized as follows:

1) We present an algorithm to generate DIFF_BIT by identify-
ing and encoding the difference between the last full bitstream
(GOLDEN_BIT) used to configure the FPGA and a new full
bitstream (UPDATE_BIT), which is the desired update of the
FPGA configuration. The size of DIFF_BIT is much smaller
than the size of UPDATE_BIT, thus sending DIFF_BIT instead
of UPDATE_BIT to the remote SoC reduces the transmission
and security verification time of the new FPGA configuration
data as well as the memory and time needed to store the
configuration data at the remote SoC.

2) We propose an efficient procedure, executed at the remote
SoC, that utilizes the transmitted DIFF_BIT to partially overwrite
the stored GOLDEN_BIT bitstream, before using it to reconfigure
the FPGA. Such partial modification of GOLDEN_BIT reduces
the total time and energy consumption of the FPGA configu-
ration update process.

3) We evaluate our FPGA-Diff framework by comparing
the runtime performance of FPGA configuration updates using
the FPGA-Diff framework and a recent/relevant framework
called UpGate [2]. This comparison is performed by using the
state-of-the-art setup for secure remote FPGA reconfiguration,
described in [2], and three realistic systems, namely Blinky
LEDs, a RISC-V processor subsystem, and a Software-Defined
Radio (SDR) receiver, implemented on the FPGA. Each
system is updated a few times by variations of relevant
design modifications in terms of size and complexity. The
experimental results show that FPGA-Diff reduces the runtime
and energy consumption by at least 15% and 10%, respectively,
for large/complex design modifications, and up to 97% and
70%, respectively, for small design modifications.

The rest of the paper is organized as follows. The related
work is presented in Section II. The FPGA-Diff framework and
workflow are described in Section III. The experimental setup
and use-case systems are elaborated in Section IV, and the
experimental results and evaluations are presented in Section V.
Finally, Section VI concludes the paper.
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II. RELATED WORK

Existing research on efficient secure remote reconfiguration
of FPGA-integrated SoCs broadly focuses on either full or
partial reconfiguration of FPGAs. In the case of full FPGA
reconfiguration, prior work primarily looks at improving data
transfer efficiency through advanced bitstream compression
techniques or optimized wireless communication protocols.
In [2], the authors present an energy-efficient approach for
secure over-the-air full FPGA reconfiguration using lossless
compression algorithms such as GZip and LZ4 [13], thereby
significantly reducing the bandwidth requirement of the bit-
stream transmission channel. Similarly, studies in [1], [14],
[15] introduce alternative bitstream compression techniques
to generate a compact bitstream for faster and more efficient
transmission. However, despite the improved transmission ef-
ficiency, during a secure remote FPGA configuration update
using a full bitstream, a major portion of the update time
is spent in security verification of the full authentication tag
and moving the decompressed full bitstream to the FPGA’s
configuration memory. This makes such an update less efficient
for lightweight applications. In contrast, we propose the FPGA-
Diff framework that uses a custom differential bitstream, which
is much smaller than a full bitstream, for more efficient secure
remote updates of the FPGA’s configuration memory.

Several studies investigate wireless communication protocols
for secure and power-efficient transmission of the configuration
bitstream. The authors of [3] propose in-system reconfigurabil-
ity of FPGA-MCU subsystems using Zipwire for automotive
applications. The works in [4], [5] present a secure wireless
reconfiguration protocol for embedded and edge systems. The
works in [6], [7] address efficient secure remote reconfigura-
tion of FPGA-integrated SoCs in cloud and IoT applications.
Although the communication-centric optimizations improve the
bitstream transfer efficiency, they still rely on full bitstream
transmission, making them inherently inefficient for minor
design updates that only alter a small portion of the FPGA
configuration. Moreover, a full bitstream transmission requires
a complete update of the stored golden bitstream in the flash
memory, leading to longer FPGA update cycles and increased
energy consumption.

To address these limitations, prior studies [8]-[11], [16],
[17] explore partial or dynamic partial reconfiguration (PR)
techniques. PR enables modification of a specific part of the
design, residing in the FPGA, while keeping the remaining
part operational, thereby reducing the FPGA reconfiguration
time and the amount of configuration data to be transferred.
However, as explained in Section I, PR relies on predefined
reconfigurable partitions that split the FPGA fabric into static
and dynamic regions. This design segmentation limits the flex-
ibility for post-deployment design updates, particularly when
updates extend beyond the boundaries of the dynamically
reconfigurable regions (DRRs). In contrast, our work targets
application scenarios in which post-deployment design modifi-
cations cannot be pre-determined, and full-device reconfigura-
tion is required to preserve maximum modification flexibility.
To support such scenarios, our proposed FPGA-Diff framework
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introduces bitstream-level differential mechanisms based on our
custom binary delta encoding to generate and apply a specific
compact bitstream, containing only the modifications in the
FPGA configuration, for efficient remote updates utilizing a
serial non-volatile flash configuration memory.

Finally, it is worth mentioning that there exist several generic
binary delta encoding algorithms, such as bsdiff, xdelta3,
and Delta+++ [18], and remote data synchronization tools
like rsync [19] that are used to efficiently build and apply
patches to binary files. However, these generic algorithms and
tools are not inherently designed to efficiently operate with
binary files stored in serial flash configuration memories. Such
memories are organized into multiple sectors and pages, and
require sector-aware erase and page-aware program operations,
imposing structural constraints on how memory content updates
can be applied. Thus, applying the aforementioned generic al-
gorithms and tools to serial FPGA configuration flash memories
requires additional data pre-processing that introduces extra
computational latency. To address these issues, the FPGA-
Diff framework introduces serial-flash-memory-aware custom
differential bitstream generation and application mechanisms
to efficiently update the FPGA configuration stored in the
serial flash memory. This custom bitstream aligns with the
flash memory geometry, enabling efficient sector-wise updates
while eliminating redundant erase and program operations.
The proposed framework significantly reduces the amount of
configuration data to be transferred, and more importantly, it
allows a performance- and energy-efficient secure remote FPGA
(re-)configuration without limiting the flexibility of possible
post-deployment design updates.

III. THE FPGA-DIFF FRAMEWORK AND WORKFLOW

This section describes our novel FPGA-Diff framework and
its mechanisms. It also describes a specific workflow utilizing
FPGA-DiIff in the context of a remote system containing a mi-
crocontroller unit (MCU), an FPGA, and a flash memory. The
red dashed arrows in Fig. 1 show a typical workflow for secure
remote updates of the FPGA configuration in such a remote
system. The workflow involves: 1) the host-site that generates
an updated FPGA configuration bitstream and transmits it via a
public communication network, and 2) the device-site (i.e., the
remote system) that receives the updated bitstream, stores it in
the flash memory upon successful security verification of the
received bitstream, and reconfigures the FPGA from the flash
memory. The black solid arrows in Fig. 1 show the specific
workflow utilizing our FPGA-Diff mechanisms. A detailed
description of the framework, the specific workflow, and the
system architecture is given in the following subsections.

A. FPGA-Diff Framework

The FPGA-Diff framework introduces bitstream-level
differential-based mechanisms, called DIFF_BIT generation
and DIFF_BIT application, that enable efficient updates of an
FPGA configuration using minimal update data instead of a
full configuration bitstream. FPGA-Diff identifies and encodes
the difference between a previously deployed bitstream
(GOLDEN_BIT) and an updated bitstream (UPDATE_BIT),
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Fig. 1. Workflow for secure remote updates of FPGA configurations; the red

dotted lines show the traditional workflow without our FPGA-Diff mechanisms

thereby generating a compact binary difference (DIFF_BIT).
DIFF_BIT is a custom configuration bitstream that contains
the minimal data required to properly update the previously
deployed FPGA configuration. The FPGA-Diff mechanisms,
illustrated as pink boxes in Fig. 1, are utilized in the specific
3-stage workflow, shown in Fig. 1. The workflow is as follows.

In Stage 1, on the host-site, the system designer has the
HDL source files of the previously deployed FPGA design, its
bitstream GOLDEN_BIT, and specific files that enable determin-
istic mapping between design updates and their configuration
frames. The designer updates the previously deployed design
by modifying the HDL files. Then, the updated design is
synthesized and implemented by using an FPGA incremental
compilation flow with the help of the specific files to en-
sure temporal and spatial correlation between design update
iterations. This is followed by the generation of the updated
bitstream UPDATE_BIT.

In Stage 2, on the host-site, the DIFF_BIT generation mecha-
nism (Section III-B) is used to perform a byte-level comparison
between GOLDEN_BIT and UPDATE_BIT to identify the differ-
ences and encode them into DIFF_BIT, which is then securely
transmitted chunk-wise to the remote device-site over a public
communication channel. Before transmission, the host-site sys-
tem sends digitally signed metadata (such as a combination of
data size, data version, and hash) to the device-site, and waits
for a success acknowledgment. This ensures trust between the
host-site and the device-site systems.

In Stage 3, on the device-site, an embedded server running
on the MCU verifies the signed metadata and erases the
corresponding portion of the flash memory required to store
the incoming data, then sends a success acknowledgment to
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Algorithm 1: DIFF_BIT Generation

Algorithm 2: DIFF_BIT Application

Input: G[], U[]
Output: D[]
1 Dyll < @
2 foreach i € [0, N/S,;,
foreach j € [0, S, /P, — 1] do
bg — G[S,.,Pj]; b, < U[S,.,Pj];
Qg[] — SplitToQuads(bg); Q,[1 < SplitToQuads(b,);
k=0;
while k < |Q,| do
if QO [k] # Q,[k] then
idx=k; off=1;
while RUNCONDITION(k, off) do
| off =off +1;
H =(S,, Pj,idx, off);
Dyl] < Dygl] + {(H,Q,lidx : idx + off)};
k = idx + off;
else
L k=k+1;

— 1] do

C ® N m AW

11

12
13
14

15
16

return Diﬁ[]
Definition: RUNCONDITION(k, off) returns true if:
k+off <10, and Q,[k + off] # Q,[k + off]

the host-site. Further, the device-site receives DIFF_BIT chunks
and, upon successful security verification, stores them in a
temporary location of the flash memory. After verifying and
storing all DIFF_BIT chunks, the MCU uses the DIFF_BIT
application mechanism (Section III-C) to update GOLDEN_BIT,
stored in the flash memory, and triggers the FPGA configuration
using the updated GOLDEN_BIT.

B. DIFF_BIT Generation Mechanism

The DIFF_BIT generation mechanism is formally described
in Algorithm 1. It takes as input GOLDEN_BIT GJ[] and UP-
DATE_BIT U[], and outputs DIFF_BIT D;g[]. The algorithm is
designed to align with the organization of the device-site flash
memory, where typically the memory is divided into sectors and
each sector is further subdivided into pages. In the algorithm,
the size of the bitstream is denoted as N, the sector identifier
as §;, the size of the sector as .S the page identifier as P,
and the size of the page as P,;,.

The algorithm performs sector-wise and page-wise compari-
son as shown in Line 2-16. First, part b, of the golden bitstream
for a particular sector .S; and page P; is extracted from G[]
and the corresponding part b, is extracted from U[], and both
are split into groups of 4 bytes called quads O,l] and QI
respectively, as shown in Line 4-5. The quad splitting ensures
an even number of 4-byte groups in each flash memory page.
Next, consecutive differing quads are grouped into segments,
as shown in Line 7-16, where the number of segments is less
than or equal to the number of quads per page |Q,| (Line 7).
More specifically, for segment k, quads Qg[k] and Q,[k] are
compared (Line 8), and if they are different, then index idx is
set with value k (Line 9), showing the position of the update
in that particular page. Also, the offset off is iteratively and
conditionally incremented, using function RUNCONDITION() in
Line 10-11, to determine the number of consecutive quads that

size>
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Input: D[], Gg[]
Output: Updated G[]

1 S,mp =-1; Bufl]] « @;
2 foreach (H, Q,[]) € Dyl] do
3 Py=H.P,XP,; B,=H.idxX4,
4 if (S,,, # H.S,) and (S,,, # —1) then
5 ERASE: GF[S,MP]; PROGRAM: GF[S,mp] < Bufl];
6 B S,mp =-1;
if (S,,, = H.S)) or (S,,, = —1) then
8 if S, = —1 then
9 L Bufll < G¢[H.S]]; S, =H.S;;
10 foreach Quad € Q,[] do
11 L Buf[P,;+ Bl < Quad;
12 By =By +4;

are different and that belong to segment k. A header H is
attached to the consecutive differing quads Q,[t] that belong
to segment k, where ¢t € [idx,idx + off], and header H and
the quads Q,[f] are appended to D[] (Line 12-13). Header
H encodes the sector identifier (.5;), the page identifier (P),
the position (idx) of the update in the page, and the number
(off) of consecutive quads (Line 12). By traversing all sectors
S; and pages P, in G[] and U[] and comparing their quads,
the algorithm returns the final differential bitstream D[] that
is required to update the golden configuration bitstream, stored
in the flash memory, on the remote device-site. Moreover, since
Algorithm 1 operates entirely on the raw binary data in a
bitstream, it remains independent of vendor-specific bitstream
formats and is therefore portable to any FPGA that supports
configuration from flash memory.

C. DIFF_BIT Application Mechanism

The DIFF_BIT application mechanism is formulated in Algo-
rithm 2. It takes as input DIFF_BIT D;z[] and GOLDEN_BIT G|]
stored in the flash memory on the device-site, and as an output it
updates the golden configuration bitstream G ¢[]. The algorithm
uses the same notations for sectors and pages, S, S, P; and
P,,., and for the header-quads pair, (H, Q,[]) € Dig[], as used
in Algorithm 1.

Algorithm 2 begins with initializing the current sector iden-
tifier Simp and the local sector buffer Buf[] (Line 1). The
algorithm updates the flash memory in a sector-wise manner
by sequentially processing each pair (H,Q,[]) € Diz[] (Line
2-12). First, it interprets header H and computes the page
offset P, and byte offset B,y (Line 3), determining the write
address of the incoming data quads Q,[]. Next, the current
sector identifier Sy, and the sector identifier from the header
H.S; are compared to check whether the quads Q,[] belong
to the currently processed sector S,,, or the sector is a new
one (Line 7). In case of a new sector (S, = -1), first, the
golden bitstream G[] at sector H.S; is copied to Buf[], and
Simp is set to H.S; (Line 8-9). Then, all updated quads € Q,[],
corresponding to sector S, are copied to Buff] (Line 10-12),
where each quad of 4-byte updated data is written at buffer
position P+ By, thereby replacing the old configuration data
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(Line 11). Before processing a new pair (H, Q,[]) € D;z[], the
algorithm checks whether the pair belongs to a sector different
from the currently processed sector, as shown in Line 4. If
this is the case, it means that all updated quads belonging to
Q,[] of the current sector S,mp are copied to buffer Buff], and
the algorithm finalizes the current sector (Line 5-6). That is, it
performs an ERASE operation of sector Gp[S;,,] in the flash
memory followed by a page-wise PROGRAM operation on the
same sector using the updated data in buffer Buf[] (Line 5).
The current sector identifier .Sy, is then set to its default value
(Line 6) for the next sector update cycle.

The aforementioned procedure (Line 3-12) continues iter-
atively across all header-quads pairs (H,Q,[]) until all dif-
ferential updates in the input DIFF_BIT D[] are applied to
GOLDEN_BIT G[]. The sector-wise buffer management ensures
that each flash memory sector is erased and programmed only
once per update cycle, thereby minimizing the flash memory
wear and avoiding redundant write operations during the dif-
ferential update of the golden bitstream.

D. System Architecture

The FPGA-Diff framework is developed primarily for ef-
ficient secure remote updates of the FPGA configuration in
systems with the architecture shown in Fig. 2, as this is a typical
architecture for many real-world lightweight remote systems.
The architecture features an MCU and an SRAM-based FPGA
that supports configuration through an external SPI flash mem-
ory. The embedded server running on the MCU receives and
stores a configuration bitstream to the external flash memory
via an SPI interface, and subsequently triggers the FPGA’s
configuration loader via a GPIO interface to move the con-
figuration bitstream from the flash memory to the SRAM cells
of the FPGA via an SPI interface. Wireless communication
is handled by an MCU-integrated radio module. In addition,
many MCUs have a dedicated cryptographic module that can
be used to accelerate security algorithms and protocols running
on the MCU. Considering the hardware system architecture
in Fig. 2, we evaluate the FPGA-Diff framework using three
realistic FPGA use-case systems described in Section IV-B.

IV. EXPERIMENTAL SETUP

This section describes: i) the hardware/software setups used
to implement the device-site and host-site workflows, shown
in Fig. 1, and discussed in Section III, and to evaluate the
proposed FPGA-Diff framework; ii) the three realistic FPGA
use-case systems.

A. Setup

On the device-site, we implement the hardware system
architecture, shown in Fig. 2, by using a Nordic nRF52840-
DK development board having an MCU and a Digilent Arty-
A7 development board having an Artix-A7 100T FPGA [20].
The MCU features an ARM Cortex-M4 core integrated with
a 2.4 GHz radio transceiver for wireless communication, an
ARM CryptoCell for cryptographic function acceleration, and
an 8MHz SPI interface to communicate with the flash memory.
To capture timing information, we use the Digilent Analog
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Discovery 3 logic analyzer, and to measure power consumption,
we use the Nordic Power Profile Kit (PPK2).

On the host-site (Fig. 1), the Xilinx Vivado Design Suite
2025.1 is used to design the FPGA use-case systems targeting
Artix-A7 FPGA, and the Vivado standard incremental compila-
tion flow is used to generate the configuration bitstream for each
design. The incremental compilation flow preserves synthesis,
placement, and routing information for each compilation run
in the form of design checkpoint (.dcp) files. In addition, our
DIFF_BIT generation mechanism (Algorithm 1) is integrated
with the software implementation of the update controller
secure transmission protocol used in the UpGate framework [2].
This protocol is used for secure transmission of DIFF_BIT to the
device-site using Ed25519 for digital signature verification and
SHA-256 for hashing. On the device-site, the embedded server
running on the MCU is implemented using the software infras-
tructure of the UpGate framework, i.e., the Receive, Move, and
Reconfigure blocks in Fig. 1. The Receive software implements
the security algorithms accelerated by the ARM CryptoCell
hardware accelerator, to check the authenticity and integrity of
the received data. The Move software contains specific drivers
to (re-)program the FPGA flash memory, whereas the Recon-
figure software includes drivers to (re-)configure the FPGA
using a bitstream stored in the flash memory. Moreover, the
embedded server is extended with a software implementation
of our DIFF_BIT application mechanism (Algorithm 2).

B. FPGA Use-Case Systems

To evaluate the performance of the proposed FPGA-Diff
framework, we experiment with three realistic FPGA systems
as use-cases, with different design complexity: 1) Blinky LEDs
is a simple peripheral control logic to blink multiple LEDs; 2)
RISCV is a medium-complexity RISC-V subsystem implemen-
tation [21]; and 3) SDR is a high-complexity Software-Defined-
Radio receiver signal processing system. The design of each of
these systems undergoes multiple incremental updates that em-
ulate realistic post-deployment design modification scenarios.

For every use-case system, an initial baseline design
(Baseline) is synthesized and implemented using the Vi-
vado incremental compilation flow, and the corresponding
GOLDEN_BIT configuration bitstream and .dcp files are ob-
tained. Furthermore, for every use-case system, three post-
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TABLE 1
RESOURCE UTILIZATION AND DIFF_BIT SIZES

. . FPGA-Diff UpGate
Designs | Updates | LUT Reg. | DSP | MUX | Slice | /O | BUFG KB % KB %
Baseline | 3534 7980 0 0 2127 10 1 - - - -
Blinky Casel -94 -3 0 0 -20 -2 0 108.50 | 97.09 | 102.41 | 97.23
LEDs Case2 +11 +1 0 0 +5 0 0 2890 | 99.23 | 113.36 | 96.97
Case3 +1 -1 0 0 -5 0 0 13.60 | 99.64 | 115.17 | 96.92
Baseline | 11414 | 4007 0 78 3505 | 180 2 - - - -
RISCV Casel +3425 -8 0 -16 +1090 | O 0 652.25 | 82.54 | 544.37 | 85.43
Case2 -41 +142 0 +2 +71 0 0 484.00 | 87.05 | 433.70 | 88.39
Case3 -304 -4 +2 -58 -41 0 0 366.00 | 90.20 | 430.13 | 88.49
Baseline | 19144 | 28620 | 36 0 8481 77 2 - - - -
SDR Casel -947 -342 -18 0 -305 0 0 778.50 | 79.16 | 810.43 | 78.31
Case2 -2 0 0 0 -60 0 0 144.00 | 96.15 | 829.77 | 71.79
Case3 +1 0 0 0 0 0 0 0.50 99.99 | 823.87 | 77.95

TOTAL RESOURCES: LUT:63400, REG.:126800, SLICE: 15850, DSP:240, 10:210, BUFG:32; FULL BITSTREAM: 3.65MB

deployment updated designs are created. Each of these updated
designs is compiled incrementally by using the .dcp files of the
Baseline design to generate the updated configuration bitstream
(UPDATE_BIT). The details of every Baseline design and the
specific design update/modification cases to obtain its three
updated designs are described below:

1) Blinky LEDs: The baseline design is a parametrized
LED blinking controller driven by an oscillator array, a timing
sequencer, and an LED mapper. The controller drives eight
LEDs at a fixed blinking frequency. The three incremental
update cases are: i) Casel - the number of active LEDs is
changed from eight to six by modifying one parameter in the
HDL design files; ii) Case2 - a constant in the design HDL that
controls the blinking period is adjusted to update the blinking
frequencys; iii) Case3 - the internal control logic of the FSM-
based sequencer is optimized to a more timing-stable design,
while keeping the design update small and localized. The above
update cases reflect design modifications ranging from major
design tuning to small logic restructuring.

2) RISCYV: The baseline design features a RISCV processor
subsystem based on the lowRISC Ibex core architecture. It im-
plements the secure Ibex variant with the RV32IM instruction
set, an RV32M_slow multiplier/divider unit, and no write-back
stage or bit-manipulation support. The three incremental update
cases are: i) Casel - Bitmanip (B) extension is integrated
to provide support for new arithmetic/logic operations and
instruction decoding; ii) Case2 - a write-back stage is added to
the processor pipeline, thereby modifying the data-path latency
and the register control logic; iii) Case3 - the RV32M_slow
multiplier/divider unit is replaced with a high-performance
RV32M_fast variant to speed up the arithmetic operations.
These update cases introduce both structural and functional
modifications to the RISCV core micro-architecture.

3) SDR: The baseline design is a parameterized software-
defined-radio baseband receiver system including frequency
generation and mixing stages, a multi-rate decimation filter,
automatic gain control logic, and a Bluetooth Low Energy
(BLE) demodulator. The three update cases are: i) Casel - BLE
demodulator is replaced with an IEEE 802.15.4 demodulator,
thereby changing the communication protocol; ii) Case2 -
Quadrature Phase Shift Keying demodulation chain is replaced

with a 2-Frequency-Phase Shift Keying chain to enable narrow-
band frequency-shift keying; iii) Case3 - the baseband signal
parameters, including the decimation ratio and the symbol
sampling rates, are adjusted within the BLE demodulation.
Collectively, the aforementioned design update cases repre-
sent a diverse range of typical post-deployment design modifi-
cations from parameter-level updates and architectural changes
to complex design functionality updates. This allows a compre-
hensive evaluation of the FPGA-Diff framework in the context
of realistic post-deployment FPGA reconfiguration scenarios.

V. EXPERIMENTAL RESULTS AND EVALUATION

This section presents the results from a quantitative perfor-
mance evaluation of our proposed FPGA-Diff framework by
analyzing the impact of small to complex design modifications
on the size of our custom differential bitstream (DIFF_BIT) and
on the runtime and energy consumptions of the FPGA configu-
ration update cycle. It also presents a performance comparison
of FPGA-Diff with the state-of-the-art UpGate framework [2].
For a fair comparison, all experiments are conducted on the
experimental setup described in Section IV-A.

A. Impact of Design Modifications on DIFF_BIT Size

We analyze the impact of the complexity of FPGA configu-
ration updates on the size of the differential bitstream DIFF_BIT,
generated by Algorithm 1, across all FPGA use-case systems
and their incremental update cases described in Section IV-B.
The complexity of an FPGA configuration update is indicated
by the difference in FPGA resource utilization after each
design modification/update. Table I summarizes the resource
utilization differences in terms of number of LUTs, Registers,
DSPs, MUXs, Slices, Input/Outputs (I/0), and Buffers, along
with the DIFF_BIT size in Kilobytes (KB) in column FPGA-
Diff. For each incremental update case, the +/- numbers in the
table show the differences in utilized resources compared to the
baseline design.

The result shows that the size of DIFF_BIT scales proportion-
ally with the complexity of the FPGA configuration update.
Low-complexity updates result in a very small differential
bitstream, while high-complexity updates lead to a larger size
of the differential bitstream. For example, Blinky LEDs update
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TABLE I
RUNTIME OF FPGA UPDATE CYCLE WHEN USING UPGATE AND FPGA-DIFF

Designs Time C Case 1 Case 2 Case 3
(seconds) UpGate | FPGA-Diff | UpGate | FPGA-Diff | UpGate | FPGA-Diff

Initialize Time 11.839 0.423 11.882 0.238 11.958 0.247

Decompress Time 1.026 1.035 - 1.045 -
Blinky | Store+Hash Verify Time 32.190 15.206 36.844 4.047 36.998 1.896
LEDs Move/Diff_App. Time 32.443 11.599 32.492 8.625 32.602 7.486
FPGA Config. Time 4.000 4.000 4.000 4.000 4.000 4.000
Total Runtime 84.499 31.228 86.252 16.910 86.603 13.929
Initialize Time 11.198 2.131 11.646 1.571 11.719 1.163

Decompress Time 2.76 1.827 - 0911 -
RISCV Store+Hash Verify Time 94.104 94.243 78.747 70.013 79.189 53.003
Move/Diff_App. Time 31.898 21.511 32.762 21.138 32.655 16.588
FPGA Config. Time 4.000 4.000 4.000 4.000 4.000 4.000
Total Runtime 143.960 121.885 128.982 96.722 128.474 73.591
Initialize Time 11.960 2.556 11.739 0.619 11.640 0.247

Decompress Time 1.001 1.001 - 0.999 -
SDR Store+Hash Verify Time | 133.295 112.368 136.343 20.751 135.868 0.101
Move/Diff_App. Time 32.690 25.355 32.610 10.447 32.691 1.020
FPGA Config. Time 4.000 4.000 4.000 4.000 4.000 4.000
Total Runtime 182.945 144.279 185.693 35.817 184.197 5.368

Case?2 and Case3 involve minor design modifications that result
in small changes in the resource utilization of the updated
design and in the internal interconnection of logic blocks
compared to the Baseline design. This, in turn, leads to a
small differential bitstream with sizes 28.9KB and 13.6KB,
respectively. On the other hand, in Blinky LEDs Casel, a
significant modification in the internal interconnection of logic
blocks leads to changes in a large portion of the Baseline
configuration bitstream and thus, generates a larger DIFF_BIT
of size 108.5KB compared to Case2 and Case3.

This trend also remains consistent across the RISCV and
SDR systems and their update cases. For RISCV, a complex
architectural enhancement in Casel leads to a large change in
the design logic resources and thus, a large differential bitstream
of size 652.25KB. A relatively small update in Case2 leads to a
smaller DIFF_BIT of size 484KB. On the other hand, a localized
design modification in Case3 leads to a very small change in
the logic resource utilization and thus, generates the smallest
size of DIFF_BIT, compared to Casel and Case2. Similarly, the
SDR update Casel leads to a large change in the system internal
architecture and thus, generates the largest differential bitstream
of size 778.5KB. In contrast, update Case3 involves a very
small design modification, which in turn results in the smallest
differential bitstream of size 512B.

Moreover, Table I also compares the size of our generated
DIFF_BIT with the size of the configuration bitstream transferred
when using the state-of-the-art UpGate framework for remote
FPGA configuration updates. UpGate uses the LZ4 compres-
sion technique to reduce the size of the bitstream because LZ4
outperforms most of the state-of-the-art compression techniques
in terms of compression rate and update performance [2]. In
Table I, the size of the LZ4 compressed bitstream is given in
column UpGate, and the size of DIFF_BIT in column FPGA-
Diff, together with the corresponding reduction ratios (in %)
with respect to the full uncompressed bitstream size for all
FPGA use-case systems and their update cases. The results
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clearly suggest that utilizing DIFF_BIT instead of a compressed
full bitstream for remote update of the FPGA is more efficient
in terms of the amount of data that must be transferred during
the update cycle, especially for smaller design modifications
such as the updates in Case3 for all use-case systems.

B. Time and Energy Consumption

In this section, we compare the runtime and energy con-
sumption of the FPGA configuration update cycle on the remote
device-site, when using FPGA-Diff and UpGate, across all use-
case systems and their design update cases.

Table II shows the runtime results, where the total runtime
is broken down into five components: 1) Initialize Time: the
time taken to perform signature verification and to erase the
flash memory in order to store the incoming data; 2) Decom-
press Time: the time taken to decompress the incoming LZ4
compressed full bitstream in case of UpGate; 3) Store + Hash
Verify Time: this is the total time taken to store the incoming
data, i.e., the full bitstream in case of UpGate and the DIFF_BIT
bitstream in case of FPGA-Diff, at a temporary location in the
flash memory and to verify the hash; 4) Move/Diff_App. Time:
the time taken to copy the verified incoming data from the
temporary location to the location where the golden bitstream
is stored, i.e. in case of UpGate, the time taken to move
the uncompressed full bitstream from the temporary location
to the golden bitstream location thereby updating the golden
bitstream by fully overwriting it, and in case of FPGA-DiIff,
the time taken to copy/apply the DIFF_BIT bitstream to the
golden bitstream location (as described in Algorithm 2), thereby
updating the golden bitstream by partially overwriting it; and 5)
FPGA Configuration (Config.) Time: this is the time taken
to reconfigure the FPGA with the updated golden bitstream,
which is the same for both UpGate and FPGA-Diff. Once the
golden bitstream is updated, the FPGA is reconfigured with the
updated golden configuration bitstream.

The results in Table II show that the FPGA-Diff framework
delivers a significant reduction of the total runtime compared
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to the UpGate framework. The largest time reductions are in
the following components: i) Initialize Time, where fewer flash
memory sectors needs to be erased to store DIFF_BIT compared
to the full bitstream in case of UpGate; ii) Store Time, where
the full bitstream takes longer to be stored in the temporary
location of the flash memory than the DIFF_BIT; and iii)
Move/Diff_App. Time, where copying/applying DIFF_BIT takes
less time than moving the full bitstream to the golden bitstream
location in the flash memory. The FPGA-Diff consistently out-
performs UpGate by reducing the total runtime by at least 15%
for complex design modifications such as RISCV Casel. For
small design modifications, such as in the Blinky LEDs Case3
and SDR Case3, FPGA-Diff achieves up to a 97% runtime
reduction. Moreover, for large design modifications, such as
in RISCV update Case2 and Case3 and SDR Casel, FPGA-
Diff still delivers 15-25% total runtime reduction compared to
UpGate.

Similarly, Fig. 3 illustrates that the FPGA-Diff framework
also reduces the overall energy consumption during the full
FPGA update cycle compared to the UpGate framework. How-
ever, a significant amount of the energy, ~ 2 J represented
by the dashed bars in the figure, is consumed to configure
the FPGA fabric, which consequently limits the overall energy
reduction. As a result, the relative reduction in energy is
smaller than the observed runtime improvement. Across all
update cases, FPGA-Diff delivers an energy reduction of = 10%
for large/complex design modifications, while for small/minor
design modifications the reduction reaches up to 70%. All
presented and discussed results demonstrate that FPGA-Diff
is effective in providing an overall reduction of the runtime
and energy consumption for secure remote FPGA configuration
updates.

VI. CONCLUSIONS

We propose the FPGA-Diff framework for efficient and
unrestricted secure remote FPGA configuration updates. By
transmitting only modified configuration data instead of a
full configuration bitstream, the framework reduces the overall
FPGA configuration update time and energy consumption. It
achieves a reduction in the update time and energy consump-
tion by 97% and 70%, respectively, for minor configuration
updates, and at least 15% and 10% reduction, respectively,
for complex configuration updates. Furthermore, FPGA-Diff
specifically targets applications that use a lightweight FPGA-
MCU system with a serial flash memory to store a golden
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FPGA configuration bitstream, and where post-deployment
updates of the design residing in the FPGA are unrestricted
as well as the system can reliably fall back to a secure golden
configuration bitstream if an update fails.
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