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INTRODUCTION: IN SEARCH 
OF A SAFE DELIVERY MODEL

The Cloud is called by some a paradigm-shift in 
computing (Voas & Zhang, 2009), by others it 
doesn’t even exist (Reuters, 2008). It is in this 
light that the presented research tries to formu-
late the complexities of cloud security. This new 
phenomena called the cloud does exist, however 
it is not a brand new technology. The cloud 
has always been here, under the name of “the 
internet”, and the idea of utilizing the internet 
as a storage and computing power provider isn’t 
new either. In 1993, Eric Schmidt, then CTO 

of Sun Microsystems, said in an email “When 
the network becomes as fast as the processor, 
the computer hollows out and spreads across 
the network” (Gilder, 2006). This “the network 
is the computer” concept is basically what the 
cloud is all about. Utilizing all the power that 
makes up the all-encompassing internet for bet-
ter productivity and scalability. That being said, 
some still call it the new paradigm of comput-
ing. That is because the cloud is a new delivery 
model, or as Mulholland, Pyke, and Fingar 
state: “The big deal is that cloud computing is 
a disruptive delivery model. It’s an economic, 
not technological shift!” (Mulholland, Pyke, & 
Fingar, 2010, p. 24).
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The National Institute for Standards and 
Technology (NIST) defines cloud computing as: 
“a model for enabling convenient, on-demand 
network access to a shared pool of configurable 
computing resources (e.g., networks, servers, 
storage, applications, and services) that can be 
rapidly provisioned and released with minimal 
management effort or service provider interac-
tion. This cloud model promotes availability and 
is composed of five essential characteristics, 
three service models, and four deployment 
models” (Mell & Grance, 2010, p. 1). The 
European Network and Information Security 
Agency (ENISA) defines the cloud similarly 
(Hogben & Catteddu, 2009), and these defini-
tions will be used continuously in this paper 
when referring to the cloud (Figure 1).

The definitions show that ASPs are more 
or less a part of the Cloud and that Software as 
a Service (SaaS) is actually a model within a 
cloud environment. Table 1 explains these 
characteristics of the cloud.

According to both commercial reports and 
academic research, security issues are para-
mount when adopting the cloud (Foster, Zhao, 
Raicu, & Lu, 2008; Ghinste, 2010; Mowbray 
& Pearson, 2009), while no clear model exists 
to determine security issues and solutions. 
Therefore this paper will provide an overview 
of the security issues and describe the Secure 
Cloud Architecture (SeCA) model to determine 
the security issues one might expect in a certain 
cloud environment and what solutions might 
be used to secure those issues. The framework 
is developed as an answer to the following 
question:

Can the Cloud be a safe alternative for the 
storage and execution of organizational con-
fidential data? 

RELATED RESEARCH: 
TOWARDS SECURE USAGE 
OF CLOUD TECHNOLOGIES

Although the Cloud is still in development 
(Mulholland et al., 2010), it has already caught 
the attention of the research community. 

Its definition (over 20 are known) has been 
researched in (Vaquero, Rodero-Merino, Ca-
ceres, & Lindner, 2008) and is also discussed 
in Chen, Paxson, and Katz (2010). Vaquero et 
al. (2008) manage to give an overview of the 
features a cloud should have and discuss the 
differences with a computing grid. The NIST 
definition (Mell & Grance, 2010) which was 
defined in May of 2009, five months after the 
publication of Vaquero et al. (2008), is a more 
open definition, while still preserving the key 
characteristics of the cloud.

Mulholland et al. (2010) give an overview 
on Cloud computing and its facets for enter-
prises in their book, but fail to mention any 
security related topics. Jericho Forum (2009) 
has modelled the cloud in order to help users to 
understand the different facets of the cloud and 
support a secure use of cloud technologies. It 
will be discussed in the second-to-last section 
“SeCA: The Secure Cloud Architecture Model”.

The security of the cloud is an issue that 
is well in the centre of cloud research. Chen et 
al., (2010) give an introduction to security is-
sues in the cloud and discuss which issues are 
specifically new in the cloud and which are 
issues that that are related to traditional forms 
of computing. Stating that “arguably many of 
the incidents described as “cloud security” in 
fact just reflect traditional web application and 
data-hosting problems [..] such as phishing, 
downtime, data loss, password weaknesses, 
and compromised hosts running botnets” (p. 
4, internal references removed). They hold that 
most cloud security issues are not new, but do 
need new implementations to provide the secu-
rity wanted. Benson, Sahu, Akella, and Shaikh 
(2010) discussed security issues from a cloud 
provider’s support division perspective. Kaliski 
Jr and Pauley (2010) discuss risk assessment of 
the cloud, stating that “[t]he very characteristics 
that make cloud computing attractive also tend 
to make it hard to assess” (p.2). Richter et al. 
(2011) discuss VM retrospection, a method 
for inspecting previous VM states in order to 
perform forensics, debugging, troubleshooting 
and so forth. Wang, Wang, Li, Ren, and Lou 
(2009) discuss the necessity of a Third Party 



16   International Journal of Information Security and Privacy, 6(1), 14-32, January-March 2012

Copyright © 2012, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.Copyright © 2012, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.

Actor (TPA) to assure security standards and to 
provide transparency in the security controls. 
Christodorescu, Sailer, Schales, Sgandurra, and 
Zamboni (2009) discuss methods of securing 
Clouds at the Virtual Machine (VM) level. They 
provide a short overview of known VM issues 
and solutions, and then propose their system 
which protects VMs in a cloud against malware 
and rootkits using a white/blacklist method. 
Jensen, Schwenk, Gruschka, and Iacono (2009) 
describe technical security issues related to 
cloud, using the Amazon EC2 cloud as a case. 
Although all issues discussed are related to the 
cloud, all of them were already apparent before 
the coming of the cloud, some just have found 
new grounds to be relevant again. Ko, Jeon, and 
Morales (2011) developed the HybrEx Model 
which shows how more resources from public 
clouds can be added to private clouds without 
concerns for privacy and security. Vigfusson and 
Chockler (2010) discuss in “Clouds at Cross-
roads: Research Perspectives” research topics 
in the cloud, including privacy related issues. 
Discussing the trust problems that arise with the 
complex models of some cloud environments, it 

provides a few solutions to suggestions which 
might be very feasible.

This research overlaps with current re-
search in that it provides a global overview 
of the cloud, introducing and explaining it, 
but it also expands the current research with 
proposed solutions to analyse the cloud and 
model a secure cloud architecture. With the 
current research explaining either very technical 
details on protecting the cloud, where the mere 
describes arbitrary issues that are not specific 
to the cloud, or giving overviews of the cloud 
where security issues are touched lightly, this 
research will focus on the security issues in 
depth that come with the cloud in a more practi-
cal sense. We specify cloud specific issues and 
general security issues that have found new 
terrain in the cloud environment.

To conclude, this research provides users 
with a model that navigates them through the 
security checkpoints in a cloud environment, 
outputting an architecture specific for their data 
classification.

Figure 1. Key cloud computing characteristics
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RESEARCH METHOD: A 
THREE-STAGE DELPHI STUDY

To conduct the research this paper describes, a 
literature review has been conducted first. By 
reading the overall themes in security, followed 
by cloud specific topics, an overview has been 
created that is used as the starting point in the 
development of the SeCA model. This model 
has been verified by an expert panel. The experts 
were selected on the basis of their function, 
publications and knowledge of security, the 
cloud or a combination thereof. This group of 
experts, 26 in total, coming from organizations 
within the business to consumer, business to 
business, business to government industries 
and governmental organizations. They were 
interviewed using the Delphi tool developed at 
the Wharton Business School (2005).

A delphi study has been considered to be 
the best method for research in this paper, as it 
provides the researchers with a qualitative data 
set which would allow to create and verify the 
model, and would allow for the experts to see 
anonymized answers and be able to respond 
to these answers in upcoming rounds (Dalkey 
& Helmer, 1963). The first expert answer in 
question one was not the same first expert in 
question two per se. This way, a consensus is 
reached on the acceptance of the model. The 
Delphi method was executed consisting of 
three rounds of surveys with qualitative ques-
tions. Three rounds were chosen instead of two 

(which is more common (Skulmoski, Hartman, 
& Krahn, 2007), so that a first round could be 
used to obtain general information on the topic, 
not specifically regarding to the model to be 
developed, while still having enough rounds 
to reach a consensus. The first round consist-
ing of open questions where the experts were 
questioned on their experience with security 
and the cloud, issues and concerns regarding 
security in the cloud. These questions gave a 
wide result set that strengthened the results of 
the literature research earlier performed. Sev-
enteen respondents answered the questions in 
the survey in all three rounds, a rate of 65% (see 
Figure 2 and Table 2 for an overview).

RESULTS: FROM 
EXPLORATION TO MODEL 
VALIDATION

The result set that the first round created deliv-
ered the starting point for the second round, in 
which some questions were asked again in order 
to give the experts the option to rephrase their 
answers after having seen the answers of round 
one. Some questions were designed after notic-
ing a consensus or discrepancy in the answers 
from round one, where others were completely 
new and had no specific relation to the questions 
asked in round one. The questions for round 
one were fed by literature review and informal 
meetings during conferences and congresses.

Table 1. Cloud characteristics explained (adapted from Mell & Grance, 2010) 

Cloud characteristic Description

Abstracted resources Using virtualisation, resources can be ‘created’ and scaled on the spot over 
one or more physical resources.

Instant scalability & flexibility The ability to add or remove virtual resources with the click on a button.

Near instantaneous provisioning The ability to supply resources, services and such nearly instantaneous.

Shared resources Multiple tenants can share resources.

Service on demand Get the services needed on demand, and pay only for what you use (pay 
per hour basis, pay per use, etc.).

Programmatic management APIs provide interfaces to manage the cloud environment, e.g., via web 
interfaces.
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In the second round, an initial version of 
the SeCA model was presented. The goal of 
this model is to provide implementers, decision 
makers and experts in the field with a framework 
that they can use in order to assess cloud environ-
ments to their security needs. The feedback on 
this initial model was then used to improve it. 
The author of this paper originally expected that 
a framework where raw data is inputted would 
be best. This as the data will be hosted in the 
cloud (or at least has that intention.) However, 
it was found that the SeCA model looked at the 
data from an unusual perspective for its target 
audience and that a more architectural point of 
view was needed in order to be usable in the field. 
In round three, an improved SeCA model was 
introduced; the SeCA model was remodelled to 
accept data classifications as input, instead of 
raw data. This as raw data is classified within 
an organization and that for each classification, 
a different system architecture might be needed 
to host and execute data safely, as prescribed by 
the pertaining classification. Therefore, encryp-
tion is inserted as an attribute as this changes 
among the other attributes per classification 
and thus architecture.

The SeCA model allows for any user to 
assess the cloud environment from two perspec-
tives. Either the user looks at its current data 
and the inherent classification and decides how 
the cloud environment should be configured to 
meet its requirements. Or one reverses that ac-
tion and sees what data can be used by taking a 

cloud environment and on that basis determine 
what can go in. This paper will describe only 
the forward movement, thus taking data clas-
sifications as an input and determine on that 
basis how the cloud environment should be 
configured.

The burn chart in Table 3 shows the amount 
of consensus reached in the study, per topic. 
White cells represent no questions on that topic 
were asked in that round; grey that consensus 
was reached; checkered pattern a consensus in 
part was reached; black no consensus reached.

As one can see, not all topics reached 
consensus. This was due to the fact that in the 
expert selection, business knowledge or techni-
cal knowledge on some topics were not taken 
into account. For example, the field of encryp-
tion is a very technical field that can be hard to 
fully understand and apply. Although some 
answers were very useful, other answers were 
dismissed in the same round as unfeasible, 
simpleminded or simply not true. This meant 
that the experience or knowledge between the 
experts varied too greatly to reach consensus. 
Subsequent research was done through literature 
review in the applicable topics.

RISKS AND THREATS IN 
CLOUD COMPUTING

As previous research has shown, many risks in 
the cloud are not specifically cloud related, but 
browser, user or framework related (Jensen et al., 

Figure 2. Conceptual model of the research presented
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2009). This paper will not discuss those issues 
at large, but will instead focus on the design 
and implementation of the cloud environment 
from the security perspective at the server side

CI3A

Because of the complexities the cloud presents 
as dictated by a majority of the participants of 
the Delphi study, the de facto CIA triad, which 
is used for testing the confidentiality, integrity 
and availability in systems, data flows and so 
forth, was found to be too constrained. For that 
reason, the CI3A was developed. The CI3A is 
an extension on the CIA triad, comprising of 
confidentiality, integrity, availability, account-
ability and auditability (Figure 3). The proposed 
model utilizes CI3A to assure the right level of 
security is maintained within the environment. 
This section will describe the CI3A, following 
separate sections on locationlessness and trust 
chains.

Parts of the CI3A

Confidentiality is reached by proper authenti-
cation/authorization controls and encryption 
methods such as secured computing and two-
factor encryption. Preventing data leakage is a 
central part within the confidentiality strategy. 
The choice of distribution and delivery model 
influences the level of confidentiality and the 
methods needed to assure confidentiality.

Integrity assures only authorized actors 
have access to certain data and that data gets 
distributed to only authorized persons. Within 
that distribution, any editing or changes within 
the data should only be made by the right per-
sons. Governance and Compliance influence 
the integrity of the data; a fully compliant 
environment is more likely to assure integrity. 
As with Confidentiality, the chosen delivery 
and distribution model influences the level of 
integrity.

Table 2. The experts (filtered on those that did all three rounds) in the delphi study 

# Position/function Organization type Cloud Non-cloud Security

1 Consultant Enterprise integrator X X

2 Director IT consultancy X X

3 Security consultant/architect IT security firm X     X

4 Researcher American University, X X X

5 Enterprise Architect Enterprise transportation X

6 Sr. manager Large accounting firm X X X

7 Security advisor Transportation firm X X

8 IT Architect IT consultancy X X

9 Manager Security solutions X X

10 Security manager Utilities X X

11 Consultant IT consultancy X X

12 Security manager Government X X

13 Security manager Healthcare products X X

14 Manager IT consultancy X X

15 Consultant Enterprise integrator X X

16 Security manager Utilities  X X

17 IT auditor Accounting X X X
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Availability comprises of measures to 
prevent unauthorized actors from deleting and 
moving data, or accessing those files, mini-
mizing downtime of the environment. These 
measures could be a HA infrastructure, strong 
authentication servers, disaster recovery or 
external hosted service such as CloudPolice 
(Popa, Yu, Ko, Ratnasamy, & Stoica, 2010). 
Availability plays a big role within the cloud 
environment, as servers can be hosted anywhere 
in the world, at multiple locations. Although 
an advantage in the eyes of HA and disaster 
recovery; latency, desynchronization and vul-
nerabilities in the transceiver links can pose 
threats. Also, ownership of data is a part of 
availability. Availability is linked to regional, 
geo-spatial, network, premise and to the delivery 
and distribution models.

Accountability defines the measures taken 
to assure that no actor can make actions with-
out a record. This is needed for forensics and 
governance. The measures needed to assure 
accountability greatly depend on the delivery 
model, but also on the distribution model and 
compliance in general. Wang and Zhou (2010) 
have found accountability of paramount im-
portance in the cloud, proposing a method for 
transferring accountability onto an external 

host in order to perform accountability in a 
multitenant platform.

Auditability, the ability of the environment 
to be audited, is directly related to governance 
and compliancy. Without a decent grade of 
auditability, compliance cannot be achieved. 
Auditability is influenced by the delivery and 
distribution model, as well by the geo-spatial 
and geographic boundaries.

Locationlessness

Because of the virtualized environment in which 
the cloud runs, geographic location does not 
tend to be an issue in the eyes of the beholder. 
The end user might not, or in some opinions 
doesn’t need to, know where his data physically 
resides. This locationlessness behavior of the 
cloud can be a serious risk that outweighs the 
benefits, according to a consensus of all the 
participating experts. We define a locationless 
cloud as: a cloud environment in which the 
end user has no awareness of where his data 
physically resides. Issues of a locationless 
environment are plenty.

First of all, your data has to reside some-
where physically in order for any system to 
get it, even though it seems to the end user his 
data is located ubiquitous. This lack of control 

Table 3. Burn chart of the consensus reached in the delphi study 

Topic Round 1 Round 2 Round 3 Consensus Comments

Security issues All issues are accounted for in the 
model

Locationlessness Location is a new issue and thor-
oughly discussed.

Trust issues Outsourcing/insourcing/cloud differ-
ences are in discord

Encryption Different knowledge levels; study 
done through literature.

Feasibility Not a technical/security issue. Topic 
abandoned.

Model Model validated and approved by 
the experts.

Auditing Issues reached consensus; added to 
the CI3A.
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makes compliancy nearly impossible; physical 
security becomes hard to control.

Further auditability issues arise, as differ-
ent countries have different legal systems that 
will require different solutions. Then, there is 
the issue of availability. With no knowledge of 
where data resides, and no need for providers to 
provide the user with that information, it might 
happen that your data will reside at the other 
end of the world from one moment to another 
resulting in a high latency or even time-outs.

Trust Chains

Trust is a major issue in any relation, be it per-
sonal or professional. Although this is trivial, 
cloud computing can create trust chains, in 
which the end user is not always aware which 
other links are present in his chain of trust (Fig-
ure 4). This pertains especially towards delivery 
models. With IaaS, the tenant is in direct contact 
with the owner of the infrastructure (in some 
cases there might be a reseller in between) who 
can have outsourced duties associated with the 
maintenance of the physical systems. In a SaaS 
model, one is not aware if the SaaS provider 
also owns the platform, or the infrastructure. 
This means that there might be a variety of dif-
ferent actors working on the cloud, whom all 
might be able to access the data that is being 
used in the SaaS in some way or another. Actors 
whom the tenant initially didn’t trust have now 
become a part of his organizational network. 
This might result in actions that are a threat 
to the data. Although doing business is about 
making relations and trust, making this issue 
not insurmountable, it is a risk factor.

Regional

Regional describe the boundaries that signify 
separate legal systems. These boundaries in-
clude cities, states, countries and territories. 
Some changes in legal systems might be 
significant, such as the difference in respect 
to privacy between the European Union and 
China; some might be incremental such as the 
difference between county and state laws in 
the United States. These differences however 
do impose a risk if your data gets placed on a 
physical server crossing such a boundary. Next 
to that, different legal systems have different 
perspectives on privacy, the use of subpoenas on 
data extraction from datacenters. As one expert 
commented: “bringing privacy information out 
of the European Union can be [a] violation of 
local or European law”. This would mean that 
keeping in compliance with laws, be it local, 
national or international, will become more diffi-
cult without knowledge of the physical location 
of the data store and computing unit. Peterson 
and Gondree (2011) provide an elaborate view 
on the importance of data location awareness 
from an American perspective.

Geo-Spatial

With regional or geo-spatial risks, the distance 
of objects “relating to the relative position [..] on 
the earth’s surface” (Collins English Dictionary, 
2009) is meant, in this case the distance between 
servers, but also the location of each server. 
This can be of importance in the case of disaster 
recovery, but also with regards to physical secu-
rity as presented in security norms such as the 

Figure 3. The CI3A visualized
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ISO 2700x series. In the light of location, one 
could also consider other features such as the 
building type, the accessibility of the server etc. 
Geographic location should also be taken into 
account in the light of latency and propagation 
speeds, as emphasized by Tiwana, Balakrishnan, 
Aguilera, Ballani, and Mao (2010).

Delivery Model

The cloud has three distinct platforms on 
which a cloud environment can be offered. 
They are stackable, meaning that if you have a 
Software as a Service (SaaS) solution, chances 
are that your provider manages a Platform as 
a Service (PaaS), but takes services from an 
Infrastructure as a Service (IaaS) provider. (See 
the section on “Trust Chains” for an elabora-
tion.) This, however, does not mean that every 
SaaS solution is running as the top of a stack 
of cloud platforms. A SaaS solution can run 
on a traditional hardware stack with no further 
cloud environment attached. Figure 5 shows the 
hierarchy within the cloud. IaaS can be used 
to deploy PaaS solutions; PaaS can be used to 
deploy SaaS solutions.

IaaS

The lowest platform in the above displayed de-
livery method pyramid, IaaS, or Infrastructure as 
a Service, provides the infrastructure of a server 
park. “[V]irtual machines and other abstracted 
hardware and operating systems which may be 
controlled through a service API” (Hogben & 
Catteddu, 2009, p. 15). Virtual Private Servers 
hosted as a cloud environment are often IaaS 
services. Rapid Elasticity comes into place as 

more resources are required, the IaaS provider 
can then add more Virtual Machines to the 
subscription, and are wound down when no 
longer needed (Mulholland et al., 2010). Wil-
liams et al. (2011) propose a modular type of 
IaaS which allows for extending current IaaS 
architectures.

PaaS

The Middle layer, Platform as a Service, “allows 
customers to develop new applications using 
APIs deployed and configurable remotely. The 
platforms offered include development tools, 
configuration management, and deployment 
platforms. Examples are Microsoft Azure, Force 
and Google App engine.” (Hogben & Catteddu, 
2009, p. 15), “The consumer does not manage 
or control the underlying cloud infrastructure 
including network, servers, operating systems, 
or storage, but has control over the deployed 
applications and possibly application hosting 
environment configurations” according to the 
NIST definition (Mell & Grance, 2010, p. 2).

SaaS

SaaS is software available on subscription, or as 
ENISA defines it: “software offered by a third 
party provider, available on demand, usually via 
the Internet configurable remotely” (Hogben 
& Catteddu, 2009, p. 15). NIST explains it 
as: “The capability provided to the consumer 
is to use the provider’s applications running 
on a cloud infrastructure. The applications are 
accessible from various client devices through 
a thin client interface such as a web browser. 
[..] The consumer does not manage or control 

Figure 4. Trust chains in cloud architectures
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the underlying cloud infrastructure [..] with 
the possible exception of limited user-specific 
application configuration settings” (Mell & 
Grance, 2010, p. 2).

OaaS

Apart from the three mentioned, there are 
multiple parties that tend to acknowledge 
more levels in the pyramid. These “Others as 
a Service” include BPMaaS (Business Process 
Management as a Service (Mulholland et al., 
2010), Security as a Service (McAfee, 2009), 
Disaster Recovery as a Service (Wood et al., 
2010) and Storage as a Service. These are just 
a small selection of popular services in the 
cloud. Some of them float between the afore-
mentioned three layers. Security as a Service for 
example might exist on all levels, as its nature 
encompasses the infrastructure to end-user 
authentication. This paper limits itself to IaaS, 
PaaS and SaaS, as results might be very usable 
on other services than discussed in this paper.

Deployment Model

The cloud comes in four different deployment 
models, these are private, public, hybrid and 
community/partner clouds. The difference 
between these four models is the openness of 
the cloud to its tenants. Below is a description 
of each these models.

Private Cloud

This cloud infrastructure is operated for just one 
organization. This does not mean that it has to 
be managed by that organization. The manage-

ment of the private cloud can be done by a third 
party, and the cloud itself can be physically 
located on the premises of that organization, 
or can be hosted somewhere else (sometimes 
called a virtual private cloud.) The cloud can 
exist behind a firewall of the organization, and 
thus only accessible within its private network, 
but can also be hosted off-premise on dedicated 
hardware (thus no multitenancy with other 
organizations). The main difference between a 
mainframe or internal traditional datacentre and 
a private cloud is that there is a virtualization 
layer that can be used to host SaaS applica-
tions, rapid deployment and other benefits of 
cloud computing. Even though private clouds 
conventionally lack the flexibility of their pub-
lic equivalents, a model has been proposed to 
allocate public cloud space for private clouds, 
giving it the full flexibility as public clouds 
with the added security of private clouds (Ko 
et al., 2011).

Community or Partner Cloud

In a community cloud, a community or group of 
organizations share the same cloud infrastruc-
ture. These communities have shared concerns, 
such as a mission, goal and/or policy. The cloud 
can be managed by one of the organization 
within the community, or by a third party, and 
may exist on or off premise (Mulholland et al., 
2010). An example of a community cloud is the 
Eucalyptus Community Cloud. It is a platform 
for software engineers to test drive Eucalyptus 
(cloud architecture software). It features all 
possibilities that a self-hosted eucalyptus cloud 
would have, thus making it possible to use 

Figure 5. The delivery models visualized in a triangle
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eucalyptus before investing in the full imple-
mentation of it (Eucalyptus, 2011).

Public Cloud

The cloud is open for use to a large group of 
tenants, which do not need to know each other. 
The Cloud is run by a cloud service provider. 
An example can be a majority of offerings 
from Force.com and Google’s Gmail to VPS.
net, Rackspace cloud hosting and other public 
services, free or on a subscription basis.

Hybrid Cloud

This cloud is a composition, or hybrid if you will, 
of two or more clouds of the types mentioned 
above. They are unique entities, but tied together 
with APIs to enable the exchange of data and 
applications. Due to the nature of the different 
clouds the hybrid consists of, it can be deployed 
both on and of premise, and be partly behind the 
firewall of an organization. An example is the 
announced app store HP is building in order to 
communicate and process sales with public and 
business relations. It features a public cloud in 
which consumers can buy products and services, 
and a private cloud for product development and 
administration (Hewlett-Packard Development 
Company, L.P., 2011).

Governance and Compliance

Executing governance and compliance is ac-
cording to our experts is a much debated issue. 
Because governance and compliance greatly 
depend on the infrastructure of the system and 
the above-mentioned boundary issues, this topic 
is much under the discretion of the chosen cloud 
environment.

Depending on the chosen delivery model, 
compliance can be completely out of hand. 
A SaaS application depends on their vendors 
for governance and compliance. For PaaS it is 
partly the same, any compliance and governance 
within the software and how it handles data is 
on the part of the developer. The governance 
of the infrastructure and platform on which the 
application relies is in the hands of the provider. 

As with SaaS, negotiations need to take place 
with the provider in order to secure compliance. 
For IaaS, most of the governance and compli-
ance lays in the hands of the tenant. The IaaS 
provider has to take care of the compliance to 
standards such as SAS-70, but many issues like 
privacy, data encryption and authentication are 
the responsibility of the tenant.

Concerning deployment models, compli-
ance and governance in a public cloud can be 
difficult, as you are limited to your VM instance, 
whereas in a private cloud your negotiation 
position will be stronger as there are no other 
tenants to take into account. In a partner cloud, 
one can imagine that governance and compli-
ance is a shared goal.

Concerning boundaries, the major aspect 
is the geographic location of the servers. The 
easiest option is of course in the same region 
as the organization resides, most knowledge 
of laws and executing governance/assuring 
compliance will be readily available. Audit-
ing will not be an issue, as you can identify 
an auditing partner with whom you can easily 
communicate. That being said, the hardest op-
tion is obviously a cloud environment dispersed 
over the globe. Although disaster recovery wise 
there will be no issue complying with the tough-
est guidelines, getting audited and governance 
worldwide will be tougher. Although experts in 
the survey were wary of the fact that it could 
be done, in a personal interview with a Chief 
Information Security Officer of a large utilities 
company, it was made clear that a global audit 
is unprecedented.

Encryption

Encryption plays a vital role within the cloud 
environment. It is affected by all but the geo-
spatial attributes in the SeCA model and affects 
the regional, delivery and deployment model. 
Although encryption is a broad topic that has 
been covered in many papers, theses and books, 
there are some aspects that are specifically re-
lated to the cloud. VPN tunnels, together with 
SSH can provide secure access to the cloud 
environment. Two-factor authentication can be 
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very helpful for the cloud environment. Many 
institutions are using hardware key-tokens or 
SMS gateways in order to provide the second 
form of authentication apart from keying in a 
password. Authentication servers using proto-
cols as RADIUS in combination with LDAP, 
Kerberos or Active Directory can handle all 
access requests in a proven manner as they 
are no different from any LAN/WAN setup at 
a traditional environment. The author therefore 
believes that in terms of access control, authen-
tication and authorization, no cloud specific 
issues are at hand.

Apart from the aforementioned, an encryp-
tion method specifically pertaining to the cloud 
is secure computing. Secure computing offers 
a solution to issues that arise when multiple 
systems have to use secure information in trans-
actions and computations, in essence described 
by Yao’s (1982) Millionaires’ problem.

This research has been extended by (Gold-
reich, 2000), who researched the problem with 
multiple actors (called SMC, Secure Multi-party 
Computations). Recent research involves SMC 
geometry, researching transactions of polygons 
on convex hulls (for an overview, see Wang, 
Luo, & Huang, 2008).

It is known that any multi-party computa-
tional problem can be solved using the generic 
technique of Yao (Yao, 1982). To overcome the 
overhead with Yoa’s Millionaires’ problem, and 
thus SMC, it seems that algorithms designed 
to compute a special task need to be written 
(Feigenbaum, Pinkas, Ryger, & Saint Jean, 
2004; Goldreich, 2000). Using encryption 
methods such as homomorphic encryption 
and public key encryption, several algorithms 
have shown to be applicable to the cloud (Das 
& Srinathan, 2007; Hu & Xu, 2009; Troncoso-
Pastoriza & Pérez-González, 2010) and have 
proven to provide the security needed for the 
cloud within test situations approaching real 
life cloud environments.

These methods of secure computing would 
allow the creation of a chain of trust that is 
secure, even though not all parties within the 
chain know each other nor trust each other. This 
could overcome any trust issues that might be 

in the field of cloud environments. Together 
with the enhanced and proven techniques of 
authentication and authorization already avail-
able, encryption can make the cloud a very 
secure architecture.

Apart from the above mentioned, (Mow-
bray & Pearson, 2009) have developed a privacy 
manager that can obfuscate data in effort to 
protect it from malicious providers.

Table 4 shows how encryption affects and 
is affected by the choice of certain in the model.

Network

Network indicates the boundary of an organi-
zational computer network. This is an impor-
tant factor, as some information is not wanted 
outside the corporate network, such as trade 
secrets. Keeping a cloud environment within 
the boundaries of the network can be reached 
by keeping it on premise and thus physically in 
the network, or it can be reached by creating a 
VPN connection (as elaborated by Wood, Ger-
ber, Ramakrishnan, Shenoy, & Van der Merwe, 
2009) or a VLAN (in case of internal networks, 
or in public as described by Hao, Lakshman, 
Mukherjee, & Song, 2010) in order to keep the 
information within the network.

Because some configurations stretch the 
extension of the enterprise network, additional 
risks are incurred due to this stretch, as some of 
our experts mentioned in the survey. This stretch 
in the network is also noticeable in the added 
amount of actors which have to be trusted. The 
cloud provider will probably have access to your 
network, or the possibility to illegally gain so.

An added risk is the uncertainty of the 
WAN infrastructure at the provider’s side. 
Connecting with the cloud provider might 
create vulnerabilities that could threaten the 
corporate network. Next to that, multitenancy 
might also be considered within the range of 
network boundaries. Although multitenancy 
should never be a threat to the virtual machine, 
in that it shouldn’t have the possibility of other 
tenants to enter your VM, it has been proven 
that a vulnerability on the OS level could pro-
vide access to other VMs. Ristenpart, Tromer, 
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Shacham, and Savage (2009) describe ways to 
discover where nodes are hosted on Amazon’s 
EC2 cloud, following with a discussion how to 
place a co-resident on that physical server in 
order to able to reach the hardware a selected 
node is on. By then compromising the system, 
the selected node might be entered. This is a 
risk that has to be considered, how small it 
seems to be (for an overview, see Asadoorian, 
2007; Mehta & Smith, 2007; Ormandy, 2007).

Premise

Organizational premises play a role in the physi-
cal location of the cloud environment. One can 
either wise choose to have the hardware reside 
on or off organizational premises. For high 
security purposes keeping the hardware on 
premise, and thus fully in own control, might 
provide a benefit; personnel can be screening, 
extended access control to the datacenter and 
forensics are some of those. This extends the 
discussion on the geographic location of the 
server, presenting a trade off in security between 
on-premise servers versus geo-spatial choices.

SeCA: THE SECURE CLOUD 
ARCHITECTURE MODEL

Resulting from the research conducted, we 
can summarize that the cloud can be secure, 
as long as its policies and SLAs are correctly 
in place and enforced. The different factors 
and risks involving cloud computing make it 

difficult to pinpoint to one secure cloud. In fact 
that is impossible, due to the diversity of cloud 
architectures and the data that is being stored 
on it. To circumvent this problem, a model has 
been designed. This model has been validated 
in the final round of the Delphi study.

The model described in Figure 6 gives an 
abstract overview of all the characteristics of 
the cloud. It defines a secure cloud architecture 
for a specific data classification.

The model outputs guidelines for the Cloud 
environment and to which specification a cloud 
solution should adhere. In the Appendix is a 
template (Table 1A) that could be used for as-
sessing the cloud architecture following the 
SeCA model. The flow chart below shows where 
this assessment ordinarily should take place. It 
is assumed that organizations already have 
classifications tailor made for their data in an 
earlier stage. For each classification a cloud 
architecture is assessed using the SeCA model 
(Figure 7). Once this is done, a list of cloud 
providers who can adhere to the results from 
the assessment is created. This can be done 
manually or using proposed services such as 
CloudCMP (Li, Yang, Kandula, & Zhang, 2010). 
Ultimately a cloud provider is selected, arrange-
ments are made and the data can be placed in 
the cloud.

It can occur that each classification has a 
different output from the assessment. (It is 
actually most likely to do so.) In that case 
several options are open. For each classification 

Table 4. Encryption and how it is affected or affects the other attributes in the SeCA model 

SeCA attribute Confidentiality Integrity Availability Accountability Auditability

Regional X X X

Geo-spatial X

Compliance X X X

Delivery model X X X X

Deployment model X X X X X

Encryption X X X X

Network X X X

Premises X X X
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a different list of cloud providers is made in 
order to find and select the right cloud pro-
vider who can provide the cloud architecture 
needed. These can be combined in Hybrid 
Clouds. One can also decide that for certain 
classifications it is simply not feasible to trans-
fer that data into the cloud and thus stay with 
the solutions already in place.

The model does not provide the intelligence 
which classifications could be hosted at the 
same cloud architectures. It is for the assessor 
to decide which cloud architectures that are 
the result from the assessments can be merged.

For example, when assessing a fictional 
classification named ‘private’, which would fit 
to any private information in an organization 
which is not mission critical and for internal 
purposes only, the results in Table 5 can be 
outputted (simplified for exemplary purposes).

CONCLUSIONS AND FURTHER 
RESEARCH

Defining something as secure depends on 
many factors. Depending on the sort of data, 
the classification of that data and taking that 
wholly into perspective of the cloud environ-
ment, it can be said that the cloud is secure in 
certain situations. Depending on the outcomes 
of investigations, there should always be a cloud 
architecture that fits one’s security needs. Better 
yet, the cloud can provide additional layers of 
security by utilizing virtualization, elasticity 
and HA architectures. Even though the ad-
ditional layer of virtualization on the system 

might provide additional hazards, looking at 
the scarcity of exploitations in this layer one 
can rationally say that the virtualization layer 
adds more protection than threats.

By using the SeCA model described above, 
each and every classification can be checked 
to see how a cloud architecture should be de-
signed in order to meet the security standards 
needed. It will, however, depend on the cloud 
provider whether it can deliver the architecture 
that is needed.

For the upmost secure classifications, a 
private cloud, hosted on premise, within the 
network, with mirroring on a different physical 
location (branch office) utilizing the needed 
encryption methods will provide a very secure 
architecture whilst maintaining the flexibility 
the cloud has to offer.

For every architecture counts that data 
location awareness is essential. Without the 
full knowledge of where the data resides and 
is processed, issues will arise in all actors of 
the CI3A. Data location awareness will also 
provide the means for compliance, legally and 
to security standards. These standards are being 
adopted by all major vendors, including Ama-
zon, Google and Microsoft, with smaller ones 
following. This facilitates full compliance to the 
de facto security and auditing standards such 
as SAS 70, ISO 27000 series, PCI and COBIT. 
It depends, once again, on the configuration of 
the cloud architecture and, where applicable, the 
willingness of the cloud provider to allow for 
audits. If the selected cloud architecture features 
datacentres in widely spread different parts of 
the world, auditing might be more complicated. 

Figure 6. The SeCA model
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This of course also applies to the compliance to 
legal systems (privacy, intellectual property and 
auditing regulations) which can vary between 
jurisdictions. It is because of these implications 
that so-called locationless clouds are not pref-
erable. They have an opaque layer that hides 
the user from vital knowledge in order to gain 
assurance with respect to the CI3A.

Further research can be conducted in the 
legal field. This was out of scope of this research, 
but the legal issues surrounding auditing, SLAs 
and NDAs are of paramount importance for 
the security in the cloud. SLAs especially, are 
of profound importance as they describe what 
measures a cloud provider should undertake for 
the security of the cloud. This paper unfortu-
nately has not had the possibility to explore the 
provider side of the cloud environment much.

Related to this is auditing in international/
worldwide clouds. Auditing certifications, 
governance and compliance to legal systems in 
these environments mean that auditing firms, 
datacentre owner, providers and application 
owners all need to work together in order to 

perform a successful audit. In international and 
worldwide clouds these relations might become 
very complex, not to mention that multiple 
audit firms and offices have to work together. 
The issues raised with datacentres situated in 
different legal regions, such as China and the 
United States, are worth more research. Auditing 
plays also here a major role.

A pressing issue not discussed, but deserv-
ing further research regards the third party 
appliances that are currently installed in tradi-
tional datacentres. These appliances cannot be 
directly converted to the cloud, as the cloud 
does not offer any place for such appliances. 
It seems that at the moment of writing many of 
these appliances are converted to the cloud by 
their developers. It is nonetheless interesting 
to see what impact these appliances have on 
the adoption of the cloud computing concept. 
On a similar note, Krautheim (2009) has de-
veloped an infrastructure called PVI for the 
cloud that automates provisions depending on 
security settings. It would be interesting to see 

Figure 7. The position of the SeCA model in the process of moving data into the cloud (simplified)

Table 5. Results from the cloud analysis 

Classification: Private Secure Cloud Architecture Specification

Attribute Value

Regional Cloud environment physically within the same region as the organisation.

Geo-spatial A High Availability architecture is preferred, at least one backup location in a dif-
ferent building on separate power net.

Governance/compliance No need to adhere to specific standards. Annual audit is required to assure proper 
protection.

Delivery model Any

Deployment model Any

Encryption A proper authentication and authorisation system should be in place for any actions. 
Alignment with the LDAP server in place is preferred.

Network Any

Premises Any
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how the SeCA model can be connected to the 
presented PVI.

Although some cloud providers are certi-
fied, the impact of that certification on the real 
security of the services the provider offers is 
not always known. SAS70 for example does 
not offer any concrete security, it only offers a 
framework for auditing internal controls. The 
cloud provider will need to list its internal con-
trols for any user to see what has been audited. It 
might be interesting to see how cloud providers 
use that information, what they do with it and 
whether the certifications really add up to extra 
level of security that is said it adds.
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APPENDIX

Table 1A. SeCA data classification template 

Date: ____________

Classification Name/Identification: _____________ Expert’s Name:_________________________

Regional:

Geo-spatial:

Governance & Compliance:

Delivery Model: o IaaS 
o PaaS 
o SaaS

Deployment model: o Private 
o Partner/Community 
o Public 
o Hybrid

Encryption:

Network: o Within 
o Outside 
o Any

Premises: o On premise 
o Off premise 
o Any


