Operating System
Concepts
Ch. 1: Introduction

= Universiteit Leiden
The Netherlands

Universiteit Leiden. Bij ons leer je de wereld kennen .



Universiteit Leiden. Bij ons leer je de wereld kennen



Universiteit Leiden. Bij ons leer je de wereld kennen



Universiteit Leiden. Bij ons leer je de wereld kennen



Structure of computer systems

> The textbook divides a computer system into 4 main
components:

- Hardware, providing the resources used for computing: CPU,
main memory, disk drives, network interfaces.

- Operating System, which controls and coordinates the use of

the hardware and provides an abstract interface to the
hardware.

* Note: situated between hardware and application programs.

- Application Programs, programs that run on top of the
operating systems and solve the user's problems.

- Users of the system, people but also other computers and
machines. .
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Structure of computer systems (2)

> Schematically:

user user
1 n

compiler assembler text editor Seo database
system

system and application programs

operating system

computer hardware

Source: Silberschatz et al., Operating System Concepts, 9™ Edition
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Towards a definition

> There is in fact no universally accepted definition of
“Operating System”.

> Often much more than a single “program”. What is counted
as part of the OS? What isn't?

> An OS typically consists of:

- A kernel: a program (executable) that is always loaded in memory and
in control in the background.

- System programs that support the kernel.

> Some systems come with various application programs
(Notepad, Patience, various Linux packages) that one would
not count as part of the OS. .

- And what about web browsers? Part of major lawsuit in the past!
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Organization of computer systems

> As we know from computer architecture: it all starts with CPU(s)
and main memory. These are connected by a memory bus.

> Next to this, there are many peripherals.

- These either share the same memory bus, or are connected with an additional
bus.

- CPUs and devices operate concurrently

- CPUs and devices compete for access to main memory.
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Source: Silberschatz et al.,
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Device Interrupts (2)

> An interrupts raises a line on the CPU, causing it to
suspend its current task (and save state: registers &

program counter) and jump to an interrupt service
routine (ISR).

> Which routine to jump to?
- Either poll an interrupt controller to find out,

- or we have a vectored interrupt system.

> From an interrupt vector follows a pointer of an ISR to
jump to, which will handle this interrupt.

> ISRs are installed by the operating system.
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Direct Memory Access (DMA)

> DMA allows device controllers to access main memory directly,
without involvement of the CPU.

> So, the CPU can do something useful while the device controller
performs the data transfer to/from memory.

> The device controller signals the CPU when the entire transfer is
completed, instead of when its local data buffer is full and needs

transfer. ;
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Source: Silberschatz et al.,
Operating System Concepts,
o'" Edition
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Storage Device Hierarchy
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Source: Silberschatz et al., Operating System Concepts, 9™ Edition
Universiteit Leiden. Bij ons de wereld kennen




Universiteit Leiden. Bij ons leer je de wereld kennen



Universiteit Leiden. Bij ons leer je de wereld kennen



Caching (3)

> An example of data migration from lower to higher storage levels in
the cache of disk access:

main hardware
memory ’ register

Source: Silberschatz et al., Operating System Concepts, 9™ Edition

- OSrequests a disk read: data is transferred from hard disk to buffer
cache in main memory (RAM).

- Program performs load/store instruction from/to this data buffer:

* Data is loaded into a CPU register.
* Along the way, the data will be cached in CPU cache.
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Example Quantification of Different
Storage Levels

I N R ER P C
Typical size < 16MB < 64GB <10TB

Implementation custom memory | on-chip or CMOS SRAM flash memory magnetic disk
technology with multiple off-chip
ports CMOS CMOS SRAM

Source: Silberschatz et al., Operating System Concepts, 9™ Edition
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Table 2.2 Example Time Scale of System Latencies

Event Latency

1 CPU cycle 0.3 ns
Level 1 cache access 0.9 ns 35

Level 2 cache access 2.8 ns 9 s

Level 3 cache access 12.9 ns 43 s

Main memory access (DRAM, from CPU) 120 ns 6 min
Solid-state disk 1/O (flash memory) 50-150 ps 2-6 days
Rotational disk I/O 1-10 ms 1-12 months
Internet: San Francisco to New York 40 ms 4 years

Internet: San Francisco to United Kingdom 81 ms 8 years

Internet: San Francisco to Australia ms 19 years
TCP packet retransmit 1-3 s 105-317 years
OS virtualization system reboot 4 s 423 years

SCSI command time-out 30 s 3 millennia

Hardware (HW) virtualization system reboot 4 millennia

Physical system reboot 32 millennia

Source: Systems Performance: Enterprise and the Cloud, Brendan Gregg.
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Computer System Architecture (3)

> Why multi-processor systems?
- Increased throughput

* More cores: do more work in less time.

* Recall Amdahl's Law! N processors does often not result in N times
speedup.

- Economy of scale

* One 40-core computer cheaper to acquire and operate than 40 single-core
computers.

— In particular, also think of cooling in data centers!
* Disks, power supplies, etc. can be shared.
- Increased reliability

* Some systems can continue operation when one CPU fails. In this case
multi-processor systems lead to more reliable systems.

* Unfortunately not the case for common Intel-based servers ....

> Most common structure: Symmetric MultiProcessing (SMP)
- All CPUs are “equal”: then can all perform the same kind of work.
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Operating System Structure (2)

> To allow for more efficient use of the

hardware, multiprogramming |
systems were designed. operating system

- These were batch systems: there was a
queue of jobs that were processed one
after the other.

-  Multiprogramming systems keep multiple
jobs in memory.

- Ajob scheduler determines the next job
to load into memory.

- When a job blocks on I/0 (tape drive) or
otherwise, the system can switch to 51oM

another job. The CPU is kept busy at all Source: Silberschatz et al.,

times. Operating System Concepts, 9
Edition
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Operating System Structure (3)

> When computers became more powerful, supervisors could
interrupt batch processing to run an interactive job (e.g. for
debugging).

> This was later further extended to timesharing (multitasking)
systems.

- The CPU rapidly switches jobs, allowing each of them to make progress
for a short period of time.

- Users have the impression the computer is running multiple jobs
(tasks) at the same time.

- Short response times (< 1 second), resulting in multiple interactive
programs running “at the same time”.

- For instance, mainframes could now execute many different interactive
programs for different users. (Think of old-school reservation systems). .

- Swapping & Virtual memory are techniques to be able to deal with
process mixes that do not entirely fit in main memory.
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Operating System Organization

> An Operating System relies on dual-mode operation.
- User-mode and kernel-mode.

- Hardware maintains a mode bit (often in a system register),
which indicates whether the current instruction is executed in
user-mode or kernel-mode.

- Privileged instructions can only be executed in kernel-mode.

- So, the kernel is protected from user-mode processes and only
the kernel can directly control hardware and control user
processes through the privileged instructions.
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Operating System Organization (3)
> Schematic overview of system call invocation:

user process

user mode

user process executing calls system call return from system call (mode bit = 1)

kernel return
mode bit=0 mode bit = 1
kernel mode

execute system call (mode bit = 0)

Source: Silberschatz et al., Operating System Concepts, 9™ Edition
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Operating System Organization (3)
> Schematic overview of system call invocation:

user process

user mode

user process executing calls system call return from system call | | (Mede bit="1)

K I return
erne mode bit = 0 mode bit = 1
kernel mode

execute system call (mode bit = 0)

> Assembly example (recall Security course):

m Example from libc:

00000000000cb040 <execve>:
cb040: mov $0x3b, %eax

cb045: syscall
cb047: cmp $OxfEfFffffFFFFFOO0L, %rax

cb044d: jae cb050 <execve+0x10>
cb04f: retq
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Mass-Storage Management

> The devices on which files are stored must be managed
and operated.

> Non-volatile devices that are used for long term and
large-scale data storage.

> As these devices are typically significantly slower than
main memory, good datastructures and algorithms are
paramount for good performance of the computer
system as a whole.

> Tasks:

- Disk scheduling (disk arm movement)

- Free-space management & block allocation
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I/0 subsystem

> Provide a generic interface for accessing I/0 devices.

- For instance, in UNIX “everything is a file”. For every device a
file is present in /dev through which it can be accessed.

> Provide a generic device driver interface, such that
device drivers can be written and provided by third-
parties.

> Provide generic implementations of buffering, caching
and spooling.

- Spooling is the temporal storage of output data for a certain
device, before it is sent to that device.

- Typically done for devices that do not allow random access, .
such as printers and tape drives.
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Computing Environments (2)

> Client-Server computing

- A client connects with a server to request a service.
* Could be a file or compute service.

- Servers respond to requests generated by clients.

- Although this dates back to original office networks, this model is still
in use today: websites & in particular web services.

> Distributed computing
- A collection of (possibly different) machines connected by a network
- Together, these machines provide services to users.

- Modern websites invoke many different components running on
different machines to complete requests. Microservices.

- In the past, Network Operating Systems have been developed that
combine a collection of computers into a single entity. .

- Peer-to-peer computing: dynamic systems, all nodes are equal.
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Computing Environments (3)

> Virtualization: allow an Operating System to be executed as a
(guest) process within a host Operating System.

- Very widely used these days: data centers (consolidation), but also in
development: testing & QA.

- Virtualization services are provided by a Virtual Machine Manager
(VMM).

- Guest Operating System must have been compiled for same
architecture. Code is run directly on the CPU.

- Some systems extend the mode bit mechanism such that guest OS
obtains lower privilege level than host OS.

> When the guest OS is compiled for a different architecture
than the host, we consider this to be emulation. The .
instructions of the guest OS must be interpreted to be able to
execute it (= slow).
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Computing Environments (4)

processes

processes

pprocesses processes

kernel kernel kernel

V|rtual machlne

manager

hardware
hardware

Source: Silberschatz et al., Operating System Concepts, 9™ Edition
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Source: http://en.wikipedia.org/wiki/Unix-like
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UNIX, Linux, FreeBSD, POSIX, ... (2)

So when is a system a UNIX?

> Officially, only these systems that are SUS certified (and thus
compliant) may be called UNIX systems.

> All others that try to adhere to these standards are "UNIX-
like".

Linux, FreeBSD, etc are UNIX-like operating systems

> E.g. Linux: implemented from scratch but tries to be fully
compliant.

> Linux is just the kernel!
> System utilities typically the GNU utilities. .
> (This is why Debian is called GNU/Linux).
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UNIX, Linux, FreeBSD, POSIX, ... (3)

Practical differences between UNIX and UNIX-like:

> Differences in file system organization. Some things are
put at different locations.

> Subtle differences in command line tools. GNU tools
often have more options and are easier to use (less

picky).

- For example, BSD “cp” does not allow options to be
specified after the file names, GNU “cp” does.

> GNU sometimes has extensions to the C library. Such =
extensions are not available on other systems.
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