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Introduction

o We will discuss two vulnerabilities in SSL
implementations that were found in 2014:

- The “Apple” bug, affecting recent Mac OS X and
iIOS devices.

- The “heartbleed” bug concerning misuse of TLS
protocol.

o First, some more background on SSL/TLS
connections is discussed.
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Server authentication

In SSL/TLS, server authentication is performed
using a server's certificate.

The certificate contains among other things the
hostname of the server and a signature.

Client must check the hostname it connected to
matches the hostname in the certificate.

Client must check signature in the certificate.
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Public Key Certificate

« These certificates are generated as follows:

- A public/private key pair is generated for the
server.

- The public key is submitted to the CA as part of
the CSR (certificate signing request).

- The private key is kept private, not even the CA
gets to see it.

- CA generates a certificate containing the public
key and a signature by the CA.
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SSL/TLS handshake

o Recall the handshake used to establish secure
connection between two hosts:

- Server sends its certificate, random value, etc.
- Client authenticates server

- Client generates pre-master secret and encrypts
this with server's public key (obtained from
server certificate)

- Server decrypts with its private key and the
master (shared) secret is established
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Problem

o Imagine the server's private key has been
compromised by an attacker using any means and
previous SSL/TLS communication has been
recorded by this attacker.

o An attacker can now:
- Decrypt the pre-master secrets sent by clients.
- And thus derive the used master secrets.

 All previously recorded encrypted (“confidential’)
communications can now be decrypted!
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Cause and solution

« The server certificate is created only once based on just
one private key.

o All SSL/TLS handshakes with different clients are carried
out using the same certificate.

o Therefore, if the pre-master secret sent by these clients is
also recorded, an attacker can decrypt all these keys with
just this single private key.

« An attacker obtains all shared keys and can therefore
decrypt all previous messages.

 Solution: use another mechanism to agree on a shared key.
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Agreeing on shared secret

« We have discussed a protocol for this already: Diffie-
Hellman key exchange.

o In TLS: server generates its secret 'a' as a random number,
1 11

computes ‘A’ using 'a', and sends 'p', 'g' and 'A’ values:
ServerKeyExchange message.

e These values are sent in the clear, but signed with the
server's private key.

o Client must validate the sighature using the server's
public key (from the certificate) to be certain 'p’, 'g' and 'A’
originate from this server.

Leiden University. The university to discover.



101100110101
Hash

Data
Encrypt hash
using signer's
private key

mO

ﬁ .
111101101110

. Certificate Signature

Digitally signed data

Leiden University. The university to discover.




Verification
N
%

Aa\
Digitally signed data

2111101101110

Signature

Decrypt
using signer's
public key

mO

101100110101 101100110101

Hash Hash

If the hashes are equal, the signature is valid.

Source: http://upload.wikimedia.org/wikipedia/commons/2/2b/
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DH (Diffie-Hellman)
Ephemeral

o The described Diffie-Hellman exchange always
uses newly generated secrets “a” and “b”.

o This is referred to as Ephemeral Diffie-Hellman
(DHE).

« For each connection an ephemeral (“temporary”)
key is generated.
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Forward Secrecy

« With DHE we can achieve forward secrecy:

- if the private key of the server is comprised in
the future, past communication remains secret.

« Why not always enable this!? It is costly to achieve.

« However, Google and Twitter do have this
enabled these days.
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The “Apple” bug

« Apple has their own implementation of the SSL
security protocol: “libsecurity”.

« Also referred to as “SecureTransport”.

 This is used on recent Mac OS X (10.9, used on
MacBooks, etc.) and iOS (used on iPhones, etc.).

e In February 2014 a large vulnerability was found:
the server signature for the shared secret was
never validated.
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Why is this a problem?

o Man-in-the-middle attacks on TLS connections are
possible!

« Consider communication with your bank.

« An adversary may send your bank's certificate, but
its own signed (or even unsigned!) secret.

e The “lock” in your browser window is shown,
even though you might not be DIRECTLY
communicating with your bank's server.
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The “heartbleed bug”

« Discovered and publicized in April 2014.

e Problem is in the “heartbeat” extension of TLS
(RFC 6520).

 Implementation in OpenSSL is buggy: allows
memory of system to be read.

 Linux and BSD systems rely on OpenSSL, so this
bug is VERY widespread.
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HOW THE HEARTBLEED BUG WORKS:

SERVER, ARE YOU STILL THERE?
IF 50, REPLY "POTATO" (6 LETTERS). ser Meg wants these 6 letters: POTATO.
) O
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Meg wants these 500 letters: HAT.

Meg wants these 500 letters: HAT. ucos
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