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Hash Tables

ADT map, dictionary

associative array, [hash-]map, symbol table, or dictionary wiki

is composed of a collection of (key, value) pairs;
each possible key appears at most once

find insert delete
av wc av wc av wc order

unordered list n 1 n no
bin tree logn n logn n logn n yes
balanced logn logn logn yes
hash table 1 n 1 n 1 n no

worst case av=average, wc=worst case

https://en.wikipedia.org/wiki/Associative_array
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hashing

K1

K2

K3

random keys from huge universe

h(K1)

K1

K3

h(K2)
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h(K3) = h(K1)

collision
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perfect hashing

K3

K1

K2

known keys

h(K1)
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h(K2)
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design h without collisions
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hashing basics

store keys of arbitrary size (usually large domains) in table of
fixed size (usually small)

store passes, checksums (MD5, CRC32)

implement ADT unordered set: find, insertion and deletion in
(avg) constant time

hash function / address function calculates position in table:
h(K) mod T (TableSize)

collision: attempt to store key K when h(K) is occupied
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hashing

perfect hashing
keys are known a-priori; can avoid collision

open addressing2

collision: store key elsewhere in same array
linear, quadratic, double hashing
primary, secundary clustering

chained hashing
store multiple keys at the same address
(i.e. table entries are linked lists of items with same hash)

2also called closed hashing :)

https://cs.stackexchange.com/a/32960/4287
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Perfect Hash Function

keywords Pascal [Cichelli]

h(w) = |w|+ v(first(w)) + v(last(w)),

α a b c f g h i l m n p r s t u v w y other
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h(case) = |case|+ v(c) + v(e) = 4+ 1+ 0 = 5
h(help) = |help|+ v(h) + v(p) = 4+ 15+ 15 = 34
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Open Addressing

open adressing

store in array table size T

upon collision, attempt to store hash elsewhere

hash function: h(K, i) = (h(K) − p(i)) mod T
address function, step function

• linear probing: p(i) is linear, e.g., p(i) = i
• quadratic probing: p(i) is quadratic, e.g., p(i) = ±i2

• double hashing: both depend on K p(i) = i·p(K)

operations

always probe at h(K, 0),h(K, 1),h(K, 2), . . .
Insert: until we find empty spot
Find: until we find K (success), or an empty spot (failure)
Delete: keep tag for each cell: active/deleted/empty
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Open Addressing

linear hashing

keys 605, 297, 748, 385, 198, 231 and 407

address function h(K) = K mod 11

probe function f(i) = i

0 1 2 3 4 5 6 7 8 9 10

38 60

38

29 74

23 38 60 19 29 74

19

23 40 38 60 19 29

40

74
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Open Addressing

linear step size

primary clustering: “nearby” keys in same cluster

careful! step size coprime to table size
if not, inserts can fail even if table is not full: not all positions are

probed

h(K, i) = K− 3i mod 10
0 1 2 3 4 5 6 7 8 9

65 32 43 55 72 19

neighbours (relative to step size 3):
0 3 6 9 2 5 8 1 4 7

65 43 72 19 32 55
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Open Addressing

quadratic hashing

keys 605, 297, 748, 385, 198, 231 and 407

address function h(K) = K mod 11
hash function h(K, i) = h(K)∓ i2 mod 11
probes at h(K)∓ 1,h(K)∓ 4,h(K)∓ 9, . . .

0 1 2 3 4 5 6 7 8 9 10

38 60

38

29 74

23 38 60 29 74 19

19

23 38 60 40 29

40

74 19

secondary clustering: keys with same hash can cluster
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Open Addressing

double hashing

keys 605, 297, 748, 385, 198, 231 and 407

address function h(K) = K mod 11
probe function p(K) = (K mod 4) + 1

nb. (1) coprime (2) independent
hash function h(K, i) = h(K) − i·p(K) mod 11

0 1 2 3 4 5 6 7 8 9 10

38 60
38

29 74

23 38 19 60 29 74
19

23 38 19 60 40 29

40

74
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Open Addressing

find / successful add / unsuccessful

linear 1
2(1+

1
1−α) 1.5–3 1

2(1+
1

(1−α)2
) 2.5–13

secondary 1+ ln( 1
1−α) −

α
2 1.4–2.2 1

1−α − α+ ln( 1
1−α) 2.2–5.8

double 1
α ln( 1

1−α) 1.4–2.0 1
1−α 2–5
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linear hash
quadratic
double hash
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Chaining

chaining

keys 605, 297, 748, 385, 198, 231 and 407

address function h(K) = K mod 11

0 1 2 3 4 5 6 7 8 9 10

Λ Λ Λ Λ Λ Λ Λ

23 38 29 19

Λ

60

Λ

40

Λ

74

Λ

ordered list
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choosing a hash function

A good hash function h(K) should

be fast to compute,
evenly distribute the keys over the table, and
depend on all ‘distinctive bits’ of the key.

Techniques:

• extraction selected bits of key

• division modulo TableSize choose carefully (prime)

• folding chop key, combine (add,xor)

• mid-squaring square key, take middle bits ∼ random

• radix (base) conversion
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Choosing a hash function

MurmurHash

Murmur3_32(key, len, seed)

// integer arithmetic with unsigned 32 bit integers.

c1 := 0xcc9e2d51

c2 := 0x1b873593

r1 := 15

r2 := 13

m := 5

n := 0xe6546b64

hash := seed

for each fourByteChunk of key

k := fourByteChunk

k := k * c1

k := (k << r1) OR (k >> (32-r1))

k := k * c2

hash := hash XOR k

hash := (hash << r2) OR (hash >> (32-r2))

hash := hash * m + n

with any remainingBytesInKey

\\ (also do Endian swapping on big-endian machines.)

remainingBytes := remainingBytesInKey * c1

remainingBytes := (remainingBytes << r1) OR (remainingBytes >> (32 - r1))

remainingBytes := remainingBytes * c2

hash := hash XOR remainingBytes

hash := hash XOR len

hash := hash XOR (hash >> 16)

hash := hash * 0x85ebca6b

hash := hash XOR (hash >> 13)

hash := hash * 0xc2b2ae35

hash := hash XOR (hash >> 16)
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Choosing a hash function

end.
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