
or

or

Operating
Systems (1–4)

Memory
Virtualisation

(3–4,
12–13, 24)

Memory
Management

(15–17)

Paging (18–19)

Virtual
Memory
Systems
(18, 23)

CPU
Virtualisation
(3–4, 6–7, 11)

MLFQ (8)

Proportional
Sharing (9)

Multiprocessor
Scheduling

(10)

Concurrency
(25–26, 34)

Lock-
based Data
Structures

(28, 29.1–29.2)

Semaphores
(31)

Concurrency
Bugs (32
+ [SGG18,
Chap. 8]6 )

Security
(52–53)

Authentication
(54 + ([SGG18,
Chap. 16.5]6 )

Protection &
Access Control

([SGG18,
Chap. 17]6 ,
opt. 55)

Cryptography
(56 + source
of choice7 )

Advanced
Persistence†
(35–36, 46)

NFS (47–
49, 51)

LFS (40, 43)

SSDs (40, 44)

Persistence
(35–36, 46)

Hard Disk
Drives &

RAID (37–38)

Basic File
Systems

(39.1, 40–41)
Crash

Consistency
(40, 42)

Data
Integrity (45)

Computer
Networks

(1.1–1.3, 1.5)

Application
Layer (2.1)

Web &
HTTP (2.2)

E-Mail &
DNS (2.3–2.4)

P2P &
Streaming
(2.5–2.6)

Transport
Layer

(3.1–3.2)

UDP (3.3
+ [Tan11,
Sec. 6.4]8 )

TCP (3.4–3.5)

Congestion
Control
(3.6–3.7)

Network
Layer (4.1)

Data Plane
(IP) (4.2–4.3)

Control Plane
(5.1–5.3)

Software-
defined
Networks
(4.4, 5.5)

Link
Layer (6.1)

Error
Correction (6.2
+ Hamming
distance and
CRC in-depth)

Multiple
access and
Switched

LANs (6.3–6.4)

Data Center
Networking

(6.6)

Wireless
(7.1–7.2)

WiFi (7.3, 7.5)

Cellular
Networks (7.4)

Bluetooth
(7.3.6 +

[Gar07, Chap.
19], [Bis01])5

Security (8.1)
Encryption,
Integrity,

Signatures†
(8.2–8.3)

Securing
Communication†

(8.4–8.6)

Operational
Security (8.9
+ Advanced
topic1 )

Computer
Architecture
(1.1–1.3)

Memory
& I/O (8.1)

Embedded
I/O in

microcontrollers
(8.5–8.6 +
[Mai07, Sec.
14.1-3]9 )

Memory
(8.2–8.4)

PC I/O & x86
(8.5, 8.7–8.8
+ [Bal03, Sec.
5.2–5.4]3 +
[Cle06, Sec.
10.1.3]11])

Embedded
I/O in

microcontrollers
2 (8.6.6 + 8.6.7
(LCD&DC
Motors) +
[Mai07, Sec.
14.6.1-2]9 )

Architecture
(6.1–6.3)

Assembler
Programming

(6.4)

Addressing
modes &
Compiling
(6.5–6.6)

x86
Architecture
& Instruction
Coding (6.8
+ [Det01,
Sec.9.2]10 )

Digital
Building

Blocks (5.1)

Number
Systems (1.4,
5.3 + [Mai07,
Sec. 1.17 &
Sec. 3.7]9 )

Logic arrays &
Programmable
Logic Devices
(5.6 + [Mai07,
Sec. 9.1–
9.4+9.8]9 )

Memory
arrays (5.5 +
[Mai07, Sec.
15.5–15.6]9 )

Sequential
Logic

(3.1–3.2)

Synchronous
Logic Design

& FSM
(3.3–3.4)

Sequential
Blocks (5.4)

Timing &
Clocks (2.9,
3.5–3.6 +

[Bal03, Sec.
1.10]3 )

Combinational
Logic

(2.1–2.5)

X/Z &
Karnaugh

maps (2.6–2.7)

Multiplexer &
Encoder/Decoders
(2.8 + [Mai07,
Chap. 8]9 )

Arithmetic
Circuits (5.2)

Digital
Abstraction
(1.5–1.6)

Transistors
(1.7 + [Sag14,
Sec. 8.1–8.2,
8.6.1–8.6.6]2 )

Fourier transformation
and Nyquist–Shannon
sampling theorem

([Sag14, Sec. 1.2, 1.8]2 ,
[Ste15, Sec. 8.2]4 )

Sample-and-
hold circuit
([Ste15, Sec.
8.3.3, 2.22,
5.1–5.2.2]4 )

Further information

• Chapter 4 of [HH13] on HDLs can be used for projects, but not for
standalone study

• Chapter 7 of [HH13] on micro-architecture depends on everything
before and is thus not suitable for self-study

• Sec. 2.7 of [KR17] on Socket programming can be used for project,
also in OS part; same for Wireshark labs

• Interviews in the corresponding chapters of [AA18] are always
worth a read

• Chapters 8 and 9 of [AA18] are left out for the most part because
they require understanding a lot of the previous material

• 1 This can be for example ML in security: Chowdhury, M. N.,
K. Ferens and M. Ferens. “Network Intrusion Detection Using
Machine Learning.” (2016).

• 2 [Sag14] Giovanni Saggio, Principles of Analog Electronics, 2014.

• 3 [Bal03] Mark Balch, Complete Digital Design, 2003.

• 4 [Ste15] Karl David Stephan, Analog and mixed-signal electronic,
2015.

• 5 Information on bluetooth: [KR20, section 7.3.6]; Chatschik
Bisdikian: An overview of the Bluetooth wireless technology,
IEEE Commun. Mag. 39(12): 86-94 (2001), https://sci-
hub.se/10.1109/35.968817; and Vijay K. Garg,Wireless
Communications and Networking, 2007.

• 6 Abraham Silberschatz, Peter Baer Galvin and Greg Gagne.
Operating system concepts, 2018.

• 7 Pick from https://www.markus-gattol.name/
ws/dm-cryptluks.html or https://doi.org/10.
1145/1368506.1368519

• 8 [Tan11] Andrew S. Tanenbaum. Computer Networks, 5th ed.
Pearson, 2011.

• 9 [Mai07] Anil K. Maini, Digital electronics : principles, devices, and
applications, 2007.

• 10 [Det01] Richard C. Detmer, Introduction to 80x86 Assembly
Language and Computer Architecture, 2001.

• 11 [Cle06] Alan Clements, Principles of Computer Hardware, 2006.
Oxford University Press.

Legend

• The big coloured bubbles at the root of the other bubbles are
the main fields of this course: operating systems, computer
architecture and computer networks

• The bubbles next (grey-blue) are the areas of the corresponding
field. For instance, Persistence is part of operating systems.
You will choose as team one field.

• The last (green) bubbles make up the three study topics (e.g.,
Data Integrity) of your team.

• To study a topic, you will have to study all indicated
chapters/sections from the root to the topic. Unless otherwise
specified, all chapter and section numbers refer to the main
book of the corresponding field: [AA18] for OS, [KR20] for
CN and [HH12] for CA. You may find data integrity under in
operating systems → persistence → data integrity, and thus
you have to study chapter 1–4, 35–36, 46 and 45 for this topic.
Don’t worry, many of these are very short!

• A grey link labelled “or” means that your team pick one of the
two topics.
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