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OSI| Model

OS| = Open System Interconnection

7/ Application HTTP, FTP, SMTP

6 | Presentation MIME, SSL

5 Session TCP (session establishment), RTP
4 Transport TCP, UDP SCTP

3 Network IPv4, IPv6

2 Data Link PPP, LLC

I Physical MLT, QAM

TCP/IP not as layered as the OSI| model
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MIME (Multi
Purpose Internet
Mail Extension)

HTTP (HyperText IMAP (Internet Mail § FTP (File Transfer Jf SMTP (Simple Mail SSH (Secure Shell) BGP (Border SNMP (Simple Network
Transfer Protocol) Access Protocol) Protocol) Transfer Protocol) Gateway Protocol) Management Protocol)
UDP (User Datagram SCTP (Stream ICMP (Internet OSPF (Open RSVP (Resoruce IGMP (Internet
TCP (Transmission Control Protocol) Protocol) 9 Control Transport Control Message Shortest Path Reservation roup Management
Protocol) Protocol) First) Protocol) Protocol)
IPv4 [ IPv6
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DSCP ECN

Identification

Source IP

Time to Live Protocol

Destination IP

Total Length

Fragment Offset

Header Checksum
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IPv4 Addressing (Classes)

Earlier (before 1993) IP addresses where divided
in classes.

0 /8 | 24 | 0.0.0.0 |127.255.255.255
10 | /16| 16 |128.0.0.0|191.255.255.255

110 | /24| 8 |192.0.0.0|223.255.255.255
1110 |N/A| N/A | 224.0.0.0 {239.255.255.255| Multicast
| 1110 N/A| N/A | 240.0.0.0 |255.255.255.255| Reserved

m | O[O |w|>
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IANA (Internet Assigned
Numbers Authority)
ARIN (North RIPE NCC AfriNIC APNIC (Asia- L:\L(;mc
America) (Europe) (Africa) Pacific) Amarica)
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IPv4 Private Addresses

The Internet Engineering Task Force (IETF) has directed the Internet
Assigned Numbers Authority (IANA) to reserve the following IPv4
address ranges for private networks, as published in RFC 1918.

Free for use at home, guaranteed to not be routed
through the Internet.

24 bit block 10.0.0.0 10.255.255.55
20 bit block 172.16.0.0 172.31.255.255
|6 bit block 192.168.0.0 192.168.255.255

Often, your ADSL modem will give you an IP like:
192.168.1.2/24, and reserve 192.168.1.1 or 192.168.1.254
as the router’ s address (I92.I68.I.255 is reserved for broadcast).
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IPv4 Broadcast Address

IPv4 also supports the notion of a broadcast address
for the local subnet. This address is your network
address plus the host address of all ones.

Example:

IP: 192.168.1.1/24
Then: network = 192.168.1.0/24 and broadcast =

192.168.1.255.

Note that neither the network nor broadcast
addresses can represent an individual node.
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Version | Traffic Class Flow Label

Destination Address
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MAC addressing (XOR 2?)

® 6 Bytes addresses grouped into one 3 Bytes Vendor ID
or Organizationally Unique Identifier (OUI) and
3 Bytes Network Interface Controller (NIC) Address

® Seventh bit is U/L bit indicating whether the MAC
address is composed out of OUl and NIC Address (U/L

bit is 0 address is universal) or Locally Administered (U/L
bit is |)

So, if for testing a local MAC address is generated
consisting mostly of zero’s, then the 7 bit is |, requiring
a manual entering of all bits instead of using ::
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IPv4: 192.0.2.4

IPv6: 2002:c000:0204::/48
6to4 address &J
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6to4 Encapsulation (sending IPvé
packets over an |IPv4 network)

® 6to4 embeds an IPvé packet in the payload portion of an
IPv4 packet with protocol type 41.

The IPv4 destination address for the prepended packet
header is derived from the IPvé destination address of
the inner packet (which is in the format of a 6to4
address), by extracting the 32 bits immediately following
the IPv6 destination address's 2002::/16 prefix.

The IPv4 source address in the packet header is the |IPv4

address of the host or router which is sending the packet
over IPv4. The resulting IPv4 packet is then routed to its

IPv4 destination address just like any other IPv4 packet
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gateway gateway
!/ router !/ router
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Autonomous System (AS)

A large company which manages its own network and has full
control over it. Or an ISP that provides services to local customers.

® STUB AS. Only one connection to another AS. Data can be
send or received from hosts in the AS to hosts in other AS’s.
BUT data cannot pass through. So a STUB AS is either source
or sink of data transmission. E.g. Small Cooperation.

® MULTIHOMED AS. More than one connection to other

AS’s. No transient data, so again only source or sink of data
transmission. E.g. Large Cooperation.

® TRANSIT AS. A multihomed AS with transient traffic. E.g.
International ISP’s. Internet Backbones.
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Marker

Length
Type

Version

| o
| e

autonomous
system

Hold time

BGP identifier

Optional
parameter

length

Optional
parameters
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Source Port Destination Port
Sequence Number
Acknowledgement Number
P e e e ) e B )
Checksum Urgent Pointer
Options & padding
Data...
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Source IP

Dest IP
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Source IP

Dest IP

TCP length
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