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Google on “mobile phone games

Welcome to Imserba

The best mobile phones portal and community in the
world Mobile phones Portal and Community

Imserba brings you the latest mobile phones related
news, informations, stuffs you need for your phones.
No matter which phone you are using: Nokia, Sony
erricson, Siemens, Samsung, Motorola or anything
else, here you can find our best collection of ring-
tones, cell phone games, themes, screensavers,
backgrounds.
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Google on “mobile phone games”

Are you sure that you can trust these applications? -
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Security for trusted personal devices

e Trusted personal devices: phones, smart cards,
pda’s, set top boxes, ...

e Used for security-sensitive applications
e Network connected

e Support for complex applications (contain a full
JVM)

e Shift from hardware attacks to logical attacks
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Guaranteeing security

Formal specification and verification

Java Modeling Language (JML) able to express
security properties

Classical program calculi can be used

Large body of theory on sound modular
verification

Proof Carrying Code paradigm
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But how to convince developers do
this?

e Seamless integration in standard development
environment
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But how to convince developers do
this?

e Seamless integration in standard development
environment

e Small overhead in specification writing: annotation
generation

e Verification conditions automatically generated,
proven by automatic theorem prover

e Reasoning at source code and at bytecode level

e Advanced support for difficult tasks (like
Interactive proving)
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JACK: Java Applet Correctness Kit
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History of JACK

e Development started at Gemplus (Jan 2002 to
April 2003)
Objective: Give developers tools that help them to
provide and be accountable for quality of their code

e Conform to specification requirements
e Well-documented
e Without bugs

e Transfered to INRIA (September 2003)
e Correctness stays major concern
e More features & plugins
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e Special JACK view for verification condition

Features of JACK

Tight integration with IDE Eclipse
JML used as annotation language

Different means of validation possible

Support for Simplify (automatic) and Coqg

(interactive) prover

browsing
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And more features of JACK

e Generation and propagation of annotations,

based on implementation of verification condition
generator

e JML specifications compiled into BML (Bytecode
Modeling Language)

e Support for verification of bytecode
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Integration with Eclipse
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Developing an application in Eclipse

File Edit

Source Refactor

b ZBML
b = Deliverable3l
b = demo
b = PaperPatrice
B Tz,'—bj'quicksaff
=
b [J] Loop.java

. B QuickSort.java
P [J Totojava

P 2 JPOs

[ B JRE System Library [j2sdk1.4.2_0)

r o | |

-

-7

® * Created on Jun 15, 2005[]

package fr;
_/17.-1.'
#* @author jcharles

*®

(13

# TODO To change the template for this generated type comment go to
* Window - Preferences - Java - Code Style - Code Templates
i
“public class QuickSort {
private int [] tab;

= public QuickSert{int[] tab) {
this.tab = tab;
1

S /*@ requires (tab != null) ;

@ modifies tab[0 .. (tab.length -1)];

@ ensures (\forall int i, Jj; (0 <= i) && (1 <= (tab.length -1)) ==> (0 <= j) &
==» (1 < j) ==> tab[i] <= tab[j]) &&

il (\forall int i; 0 <= 1 &% 1 <= (tab.length -1); (\exists int j; 0 <=

= public void sort() {
if(tab.length > 0)
sort(0, tab.length -1);

[J] DecimalRunnable.java | [J] Decimal,java [EI QuickSort.java &2 .__m runnig_ex.java |”2? Bt

[*]

R

H
= /*@ requires (tab != null) &% (0 <= lo) &% (lo < tab.length) &% (0 <= hi) &% (hi
@ modifies tab[lo .. hil;
@ ensures (\forall int i, j; (lo <= i) && (i <= hi) ==> (lo <= j) && (j <= hi)[#]
[+ 2 | [*]
|Ith1em5IJavadoc‘Deciamtion |* Jack Proof View 52N CoqTop ‘\.-‘iew‘ Y Ell

| | fr.QuickSort.java - quicksert

H B B EEERN
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File Edit Source Refactor Navigate Search

G v d LT yE=

%9&9@ o e

Using Simplify

Java - QuickSort.java - Eclipse SDK
Project Run JML Window Help

2)e 2 0G| & &Gy | @

J
5 W Jock [

IIIE Package Explofer 33 Hierarchy|

e« g afE~

b EBEML
b & Deliverable31
b = demo
b = PaperPatrice
B I;'—.‘Jquicksaft
= Hfr
b [J] Loop.java

» 0 QuickSart.java
P [I Totojava
P 2 JPOs
[ B JRE System Library [j25%lk1.4.2_05]

[J] DecimalRunnable.java | (3] QuickSort.java &2 \'\\ 3] runnig_ex.java |”zs =8
@ * Created on Jun 15, 2005[] [=]
package fr; 2l
S e
* @author jcharles
&
@ = TODD To change the template for this generated type comment go to
* Window - Preferences - Java - Code 5tyle — Code Templates
:':j
“public class QuickSort {
private int [] tab;
=1 public QuickSort(int[] tab) {
this.tab = tab;
F
= /*@ requires (tab != null) ; L
& modifies tab[0 .. (tab.length -1)]: ]
[#] e | [*]
¥ T e
Problems | Javadec | Declaration " HEA St o el CogTop View | = Y 70
| File | Status PO Coun | PO Tried | PO mel % Tried | %8 F'rmre(l
S QuickSort.java ERROR Simplify 208 208 75 100 36 1
| 7 | [+]

H B B E EEEN
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Proof obligation viewer

| ; Jack - QuickSort.java - Eclipse SDK
File Edit Source Refactor Navigate Search Project Run  JML Window Help
lerBe vé 2 £TF X M2 s e [sv0var || s 0| 2 | ¥ Jack| &' Java
H Case B» -Q.. % g =] Case Viewer - Lemma: 208 - Proved: 75 (36%) - Checked: 0(0%) 22 = O
-, = this.tab = tab; []
=
= requires (tab != null) ; Goal 4 %
7S QuickSort @ modifies tab[0 .. (tab.length -1)]; W
sort() / % @ ensures [\fﬂrajl inti, j; (0 <=i) && (j <= Jengrh -1)) === (0 <= j) && (j <= (tab.length -1))
~ @ Case 1 @ >.[I {.IJ}q _J- I;ilh[l_] <: tabp]) && . s e o 1 |
@ (\fc-raIJ inti; 0 <= i && i <= (tab.length -1); (\exists int j; 0 <= j && | <= (tab.length -1} && ‘cld(tab(j]) == tablil)};
o @
~ @ Case 2 public void sorif) {
@ Goal 2 if(tab.length > 0)
3 Goal 4
~ D sort(int, int)
b S Casel [*@ requires (tab != null) && (0 <= lo) && (lo < tab.length) && (0 <= hi) && (hi < tab.length);
I @ Case 2 @ modifies tab[lo .. hi];
~ @ Case 3 @ ensures [\foraJI inti, j; (lo <= i) && (i <= hi) ===> (lo <= ]) && (j <= hi)
e @ => (i « j) ==> tab[i] <= tab[j]) && ]
® Coal = R it pmmgnl o g e Shm  pEmanea g e [l
=l [4] Bl L
g T i . 2 = 5
Jack Metrics View | Jack Proof View ||:"! Check ensures clause of the current method 22 _Progress s 8 .
@ this.tab 1= null IS \forall inti; Q<=
(1] Ithis.tab.length > 0 && i <= this.tab.length - 1 .
D |(this.tab == null) || == \existsintj; 0 <=] B
@ REFERENCES this &4& j <= this.tab.length - 1
a (this) : (instances) | && Vold(this.tab[j]) == this.tabli] .
(L] (typeofithis)) <: _gyi_r:kSort =
Java'Coq' Simpﬂd\f, PVS| ]
‘ m QuickSart.java 32N |1] runnig_ex.java P20 = E'J|u CoqTop View E@‘ . = EI.| .

H B B B EEN
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Reasoning with method calls

Jack - OuickSort.java - Eclipse SDK
Eile Edit Source Refactor Mavigate Search Project Bun  JML Window Help

=it TARRAEE DAY E-AF-CEE T A SRR S NIENE R AR £y |9 Jack| &' Java

[Z] Case Viewer - Lemma: 208 - Proved: 75 (36%) - Checked: 0 (0%) 52 -

if(left > 0)
sortilo, left -1);
f@ assert (forall int i, j; (lo <= i) && (i < left) === (lo <= |) && (] < left)
==> (i < j) ==> tab[i] <= tab[j]) &&
(\forall int i; (lo <= i) && (i < left)

=~ 3 sort{int, int) =

@
@
P @ Casel B @ ==> tab[i] <= tableft]) &&
I @ Case? % @ (\forall int j; (left < j) && (j <= hi)
@ ==> tab[left] <= tab[j]) &&
b OCase3 I @ (forall int i; lo <= i && i <= hi; (\exists int j; lo <= ] && | <= hi && \old(tab[j]) == tab[i]));
¥ @ Cased @*f
@ Goal 1 if{left +1 < tab.length)
sort{left +1, hi);
© Goal 2 /'@ assert (fforall int i, j; (lo <= i) && (i <= hi) ==> (lo <= j) && (j <= hi)
¥ @Cases @ ==> {i < j) ==> tab[i] <= tab[j]) &&
@ (forall int i; lo <= i && i <= hi; (\exists int j; lo <= | && | <= hi && \old(tab[j]) == tab[i}));
= @
@ Goal 2 }
P @Caseb
P @ Case? P
|| [3] i E
Jack Metrics View | Jack Proof View i{E"JCheck refluires clause of the called method sort(int, int) &2 B ngness T C
@ this.tab = null i ; 0 <= left(after loop at line 55) + 1
Bo<=lo i lo=left +1
Do this.tab.length

B0 <=hi
@ |y < this.tab.length
B \(this.tab == null)

)

Java|Coq| Simplify| PVS]| f/
[} DecimalR unnable.java | [ Decimal java [9] Quicksor java b __m runnig_ex.java I»z? / = }‘ CogTop View 33‘ £
# * Created on Jun 15, 2005[] [] ||This is CogEditor version 1.1.2 ¢
package fr; s
s s

* @author jcharles

7] +

1000 To change the template for thi - T o
* Window - Preferences - Java - Code {['QL,““SO_“'SOWM lo, int hi)
£/ requires this.tabl=null&&
~public class QuickSort { O<=lo&&

lo<this.tab.length&&
O<=hi&&

= nuhlic MuickSortfintl1 +ah) : histhis tab.lengih;
[«

i I requires true;

private int [] tab;

[*]
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Reasoning about exceptions

File Edit Source Refactor Navigate Search Project Run  JML Window Help
FERE T RS UFE R SRR A NI 4 | ¥ Jack| &' Java
E¥ Case Explorer - Q... b X =8
o 2 ["@ requires (tab != null) && (0 <= lo) && (lo < tab.length) && (0 <= hi) && (hi < tab.length); L*]
. @ modifies tab[lo .. hi];
L e @ ensures (forall inti, j; (lo <= i) & (i <= hi) ==> (lo <= ) && (j <= hi)
= @ ==> (i = j) ==> tab[i] <= tab[j]) && =)
P @ Case3l6 @ (forall int i; lo <= | && i <= hi: (\exists int j; lo <= j && j <= hi && \old(tab[j]) == tab[i); 5
I & Case 37 @"f =
b @ Case 38 private void sortiint lo, int hi) {
int left, right, pivot;
b @ Case39 if(!(lo < hi)) return; exsures false
> @ Case 40 left :
[} @ Casedl N
> @ Case 42
I & Cased3 es left, right, tab[lo..(hi - 1)];
b @c 4 @ loop_invariant (lo <= left) && (left <= right) && (right <= hi) &&
ASE (\forall int m; (lo <= m) && (m < left) === tab[m] <= pivot)
7 3 Case 45 _ && (\forall int n; (right < n) && (n <= hi) ==> pivot <= tab[n]) &&
2 @ tab[right] >= pivot &&
b @C p @  (forallinti; lo <= i && i <= hi- 1; (\exists int j; lo <= | && j <= hi && \old(tabl[j]) == tab[i]); ] .
ase .
|| [{] Z | B
Jack Metrics View | Jack Proof View |r:"! Check exsures clause of the method ¥ Progress o 8 .
@ this.tab 1= null ] false
B0<=lo / |
B this.tab.length 1 .
@0 <=hi
@ hj < this.tab.length B
a l{(newObject_30) : (instances) 2l
Java  Coqg Simplify PVS | H
‘- [7] QuickSort.java RN . [9] runnig_ex.java P20 = El”y CogTop View 52 N = E|.| .

H B B B EEN
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Proof obligations

Jagk = Qllingort.java = Eciipse SDK

& ‘i,",'PJ?@%Q‘Dv hw I-.T':‘i‘ﬂ'}’Java

Eile Edit MNavigate Search Project Bun JML Window Help

=ty SR T %%%I&lg:l&gl%«l&

F% Case Explorer- Q... % \”1 = 8 |[E Case Viewer - Lemma: 208 - Proved: 75 (36%) - Checked: 0 (0%) 33 =0
:%p e [*@ requires itab != null) && (0 <= lo) && (lo < tab.length) && (0 <= hi) && (hi < tab.length); [+]
@ modifies tab[lo .. hi];
T EEEsTSS S @ ensures (forall inti, j; (Io <= ) && (i <= hi) ==> (lo <= ) && (] <= hi)
— @ ==> (j < j) ==> tab[i] <= tab[j]) &&
@ sort(int, int) i @ (forall int i; lo <= i && i <= hi; (\exists int j; lo <= j && j <= hi && \old(tab[j]) == tab[i]));
[ @Casel = (‘—?wf . S ]
private void scri(int lo, int hi Il
P @ Case2 int left, nght, pivat; Z
> & Case3 if!{lo < hi)) return; LI
¥ @Casad - left = lo;
|
S8 pivet = tablhil;
@ Goal 2
¥ @ Case5 || /'@ loop_modifies left, right, tabllo..(hi - 1)];
@ loop_invariant {lo <= |eft) && (left <= right) && (right <= hi} &&
@ Goal 1 @ (forall int m; (lo <= m) && (m < left) ==> tab[m] <= pivot)
@ Goal 2 @ && (\forall int n; (right < n) && (n <= hi) ==> pivot <= tab[n]) &&
@  tab[right] >= pivot &&
P @Case6
Lk @  (forall inti; lo <= | && i <= hi - 1; (\exists int j; lo <= j && j <= hi && \old(tab[j]) == tablil);
b SCase? @ decreases (right - left);
P @Case8 @
while{left < right) {
L0 Cane /@ ghost int oldright;
> @ Case 10 /@ ghost int oldleft;
[ @ Casell
/@ set oldright = right;
hMCaseils /@ set oldieft = left
I @ Casel3 .
] -
;3 (Caseld || [ == = s |’\_ .
|jack Metrics View!]ack Proof View Igl Check assertion * Progle55| :'=:'v" S .
|@ this.tab = null =l \forall inti,j;lo<=i
| =
Bpo<=lo i &&i<=hi
I@ Io < this tab.length ==> (lo <= .
’ i &8 j <= hi
==>(i<] .
(L] in\ Hlements_1(int) === this.tabli] <= this.tab[jl))
LLITY £X =
| I{tils.tab == null) .
| (igfelements_1) == (intelements_3)
this.tab
| ; E)I(cept on ! .1.5 .a o .
Java JCoq| Simplify | PVS |

0 20|y % 80| |
i
E B EEEBN
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Proof obligations in Coq

Jagk = Qllingon.java = Eciipse SDK

Eile Edit MNavigate Search Project Bun JML Window Halp

v Ea v ¥4 %%%I&lg:l;sl%w

G- ST

F: Case Explorer- Q.. 8 ™1 = 0 || [ Case Viewer - Lemma: 208 - Proved: 75 (36%) - Checked: 0 (0%) 5% =
:%p b @ requires itab != null) && (0 <= lo) && (lo < tab.length) && (0 <= hi) && (hi < tab.length); [+]
@ modifies tab[lo .. hi];
N == @ ensures (forall int i, j; (lo <= ) && (i <= hi) ==> (lo <= ) && j <= i)
= @ ==> (j < j) ==> tab[i] <= tab[j]) &&
~ @ sort(int, int) — @ (\forall int i; lo <= i && i <= hi; (\exists int j; lo <= j && j <= hi && \old(tab[j]) == tab[i]);
[P @Casel = (‘—?wf . T ]
private void =ori(int lo, int hi
P D Case2 int left, nght, pivot; '/
> & Case3 if(!{lo < hi)) return; e
¥ @ Casad : left = lo;
; i right = hi;
pivot = tabihi;
@ Goal 2
¥ @ CaseS5 || /'@ loop_modifies left, right, tabflo..(hi - 1)];
@ loop_invariant (lo <= |eft) && (left <= right) && (right <= hi} &&
@ Goal 1 @ (forall int m; (lo <= m) && (m < left) ==> tab[m] <= pivot)
@ Goal 2 @ && (forall int n; (right < n) && (n <= hi) ==> pivot <= tab[n]) &&
@  tab[right] >= pivot &&
b @Caseé
A @  (forall inti; lo <= | && i <= hi - 1; (\exists int j; lo <= j && j <= hi && \old(tab[j]) == tablil));
b SCase? @ decreases (right - left);
- @Case8 @
while{left < right) {
L Cane /1@ ghost int oldright;
> @ Case 10 /i@ ghost int oldleft;
[ @ Casell
/@ set oldright = right;
hMCane 1 /@ set oldleft = left
I @ Casel3 || ~ .
I @ Caseld i ({8, —— — = S
Jack Metrics Viewijack Proof View E Check assertion % Proglessl :%:? i El. .
|@ ((f_tab this) <> null) P (Forall (1 t_int) (1j3: t_int) (1j3: t_int), ((((G_le 1_Jo 1)) A (G_le 1_i LLhi}} >
(=] {ile 0l_la) ] (g_te 1lo 1430 A (G_le 1j3 ki) >
I@ (j_It I_lo (arraylength (f_tab this))) (Gt 15130 = .
i@ (j_le O 1_hi) (i_le ((intelements_1 (f_tab this)) I_i) ((intelements_1 (f_tab this)) |_j3)))
(j1t I_hi (arraylength (f_tab this))) .
® (intelements_1: Referance -> t_int -> t_int)
@ (not (((f_tab this) = nully) .
 (forall (x193:Reference), (~{(singleton (Reference) (f_tab this)) x193)) -> ((intelements_1 x103) = (intel| |
-
| B [ |

Javi Coq}Simpdify |pvs|

[ % =0|y 5 &P
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Proof obligations in Simplify

R Jack - QuickSort.java - Eclipse SDK i _. T ;@P"
Eile Edit Mavigate Search Project Bun JML Window Help

vl E | v dd EF R VB2 889 e|e o 5 |9 Jack] &2 Java
| Ecase Explorer - Q... 5 _”1 = 8//[Z] Case Viewer - Lemma: 208 - Proved: 75 (36%) - Chacked: 0 (0%) 2 =8
i /@ requires (tab |= null) && (0 <= lo) && (lo < tab.length) && (0 <= hi) && (hi < tab.length); )
@ modifies tab[lo .. hil;
@ ensures (forall int i, j; (lo <= i) && (i <= hi) ==> (lo <= ]) && (j <= hi)
~ @ ==> (i < j) ==> tabl[i] <= tab[j]) &&
~ @ sort(int, int) ] @ (\forall int i; lo <= i && i <= hi; (\exists int j; lo <= j && j <= hi && \old(tab(j]) == tablil});
I @Casel L] @y g—— 6t il
private void sort(int lo, int hi
b ©Case2 int |eft, nght, pivor;
- @ Case3 if(!{lo < hi)) return; ]
v @ Cased = left = lo;
% right = hi;
vt = tabIH:
@ Goal 2
v @Case’ || /'@ loop_modifies left, right, tab(lo..(hi - 1)];
@ loop_invariant (lo <= left) && (left <= right) && (right <= hi) &&
@ Ged 1 @ (\forall int m; (lo <= m) && (m < left) ==> tab[m] <= pivot)
D Goal 2 @  && (Vforall int n; (right < n) && (n <= hi) ==> pivot <= tab[n]) &&
@  tab[right] >= pivot &&
Ll (S @ (forall inti; lo <= i && i <= hi - 1; (\exists int j; lo <= j && | <= hi && \old(tab[j]) == tab[il));
b O Case? @ decreases (right - left);
l DCase8 @
while(left < right) {
bii@ Case 9 /i@ ghost int oldright;
I @ Casel0 [/@ ghost int oldleft;
» @ Casell
fl@ set oldright = right;
9 Cua ) /1@ set oldleft = lefr
P @ Casel3 =
l: (3 Case 14 d il = EE— ol

|.Jack Metrics View | Jack Proof View B3 Check asserion X ngress! 3 7 —H

@ (NEQ (select [i_tab] [this]) [null) (FORALL (J_i0] Ij110[} (IMPLIES (AND (<= |_lo| |ILi0f) (== |I_i0| [L_hil}) (IMPLIES (AND (<= |I_lo| Ij110}) (

[»

‘e (<=0 llo} L]
‘@ (< |I_lo| (select |arraylength| (select [f_tab] [this|)))

‘ (<= 0 |l_hiD prefix syntax

ect |arraylength| (select [f_tabl [this])))

@ (NOT (EQ (select |f_tabl [this]) |null))
@ (FORALL (|@12759)) (IMPLIES (NOT (EQ (|@12760] |@12759]) |@truel)) (EQ (select [intelements_1] |¢|

[+

Mo 2
[ Y —. I [*] [ 7 [*]

Java| Cofl| Simplify | PvS | [ |
7w TOW 2
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Annotation generation
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The cost of writing annotations

Annotation writing labour-intensive and
error-prone

Much time spend on specifying obvious properties

Annotations for a simple security property often
scattered through the code

For static verification, method specifications need
to be relatively complete

JACK - p.20



Runtime checking vs. static
verification

e Method m has specification: requires P; ensures

Q

e Method use calls method m

e Runtime checking: at all calls to m the
specification is tested

e Static checking: If use does not establish P, it

needs to be propagated
Specification for use: requires P

e If use does not invalidate Q, it can be propagated

JACK - p.21



Annotation generation in JACK

Precondition generation to avoid nullpointer

exceptions and array index out of bound
exceptions

Assignable clause generation

Annotation generation to capture security
properties, with annotation propagation

Implementation uses weakest precondition

Implementation: annotations are extracted from
generated verification conditions

JACK - p.22



Generation of preconditions and

assignable clauses

Updates preview

definedness.java

'public class definedness {

| /@ ensures \result == (al.length <= aZ.length 7 al.length : a2.length);
public static int minLen(int]] al, int[] a2}{
return java.lang.Math.min(al.length, a2.length);

]

/@ requires n <= a.length;
/f ensures \result == (\sum inti; 0 <= i && i < n; a[il);

[+]

[2]

Next = ‘ ‘ FEinish ‘ ‘ Cancel ‘
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Annotation generation for security
properties

Two phases:
e synthesising core-annotations

e Weaving annotations throughout the application

Synthesising: for each property annotations have to
be defined

Weaving: algorithm for pre- and postcondition
generation

JACK —p.24



Example core-annotations

No nested transactions
[*@static ghost I nt TRANSACT == 0;, @/

Method begi nTransact i on
[*@requires TRANSACT == O,

@ assi gnabl e TRANSACT;

@ ensures TRANSACT == 1; @/

public static native -
voi d begi nTransacti on() =

t hrows Transacti onExcepti on; m

H

H

Similar annotations for conm t Tr ansact i on, 0

abort Transacti on EEEEEEEN

JACK - p.25



Preconditions for methods

public void m() {

[/ wll require TRANSACT ==
JCSyst em begi nTransacti on();
[/ TRANSACT nodi fi ed

[/ ensures TRANSACT ==

[l wll require TRANSACT ==
JSSystem comm t Transaction();
[/ TRANSACT nodi f1 ed

/| ensures TRANSACT ==

JACK - p.26



Results

e Tested on several realistic smart card applications

e One core-annotation can give rise to many

annotations in different classes (26 annotations,
spread over 5 different classes)

e Several violations found: uncaught exceptions
possible within transactions

JACK —p.27



Support for bytecode

A
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Proof carrying code

e Code producer

e develops application and builds evidence for its
correctness

e ships application and evidence

e Code client

e generates verification conditions for the
application

e checks that the evidence is a proof for the
verification conditions

JACK - p.29



A framework for verification of
bytecode

Bytecode Modeling Language (BML)
Compiler from JML to BML
Verification condition generator

Equivalence with source code verification

JACK - p.30



BML

Follows closely the syntax and semantics of JML

Expression language extended with bytecode

specific constructs (constant pool indexes, local
variables, stack counter, stack expressions)

Structural and type constraints, a la BCV

Encoding in class file format
e Java compiler independent

e JVM compatibility: user-specific attributes,
Indexing to relevant program point

e Efficiency of JVM not affected g
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Generated class file

las - Bytecode viewer
File Classpath Browse Window Help

wWig ol |00 & @

fhome/ mhuisman/Research/SourceSpecyer; Talks/ FMCO/ QuickSort.class

[y General Inforrmation ;-Genenc info:
@- ] Constant Pool ol Attribute name index: cp_info #9
[ Interfaces i Attribute length: 278
© [ Fields “Specific info:
§ [ Methods £ :
& 1 [0] <init> :| | Bytecode
@ [ [1] sort (1l iload_1
(2] sort g iload_2
¢ [ ]""““ 3 if_dcmplt 6 {(+4)
4 return
1] MethodSpecificatian 5 iload_1
f istore_3
[2] Assert 7 iload_2
[2] Loop5pecification 3 istore 4
L b = | aload_0
4] BlockSpecification 3 getfield #14 <inherit/QuickSort. tab=
; '!1031]_2 .
® [ [4] withinBounds : iaload
: : istore 5
@ [ At : goto 82 (+62) |
; : goto 28 {+6)
0] SourceFi : Tihe® b 1 0
[1] ModelField iload_3
i iload 4
[ [2] Model_Method E; if senpge SL (420) u
D [2] Classlnwariant £ aload_0
, getfield #14 <inherit/QuickSort. tak=
[4] Constraint {1z iload 2 [ |
2 iaload
iload 5 |
'C-n_]p"j.r-'-tu clipboard .
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Method specification in BML

|2 - Bytecode viewer
File Classpath Browse Window Help

SREEEDIEC

fhome/ mhuisman/Research/SourceSpecyer; Talks/ FMCO/ QuickSort.class

[y General Information -| Generic info:
@- ] Constant Pool Attribute name index: cp_info #40
[} Irterfaces Attribute length: 0
:S ;iltisnds -SIJI.!Eif.iE info:
@ [ [0] <init> BiE: l; . . |
@ T (1] son _ﬁi ;.{':’IEHH!."_F—!.S_I.h.'.?ﬁ_!.f il 88 0 <= locall..
e [0] Code WL 2 requires true
[ (1] MethadSpecification || A4 3| modifies #14 this{local(l). local@)]
[ 12] Assert A8 4] ensures (\forall #27#27;local{l) <= b...
i | —
D [2] LoopSpecification 4 _SI_QE@L;”'@S'E":&]:} I-@I.SE
[ 14] BlockSpecification il
@ (2] sont
e- [ [0] Code . L
[ [1] MethodSpecification
[ 12] Assert H
El [2] LoopSpecification B
[ 14] Blockspecification
@ [ [3] swap ]
@ [ [4] withinBounds
@ [ Attributes [ ]
|
|
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Loop specification in BML

|2 - Bytecode viewer
File Classpath Browse Window Help

SREEEDIEC

fhome/ mhuisman/Research/SourceSpecyer; Talks/ FMCO/ QuickSort.class

[y General Information -| Generic info:
@- ] Constant Pool Attribute name index: cp_info #43
[} Irterfaces Attribute length: L
@ [ Fields -
@ [ Methods :; » . " . . )
& [0] <inits i loop: @82) modifies #14.this{local(l)..local@) - 1] localéd),locald)y  invariant b
@ (1] sort :
& [ [0] Code
[ [1] MethodSpecification
[ 12] Assert
D [2] LoopSpecification
[ [4] BlockSpecification
@ (2] sort
@[] [0] Code
[ [1] MethodSpecificatio
[ 12] Assert
3 E[HEI]_l-_IIZI-ISF.:IEF-:IEtifiEELIiDr.‘l-E
[ 14] Blockspecification
@ [ [3] swap
@ [ [4] withinBounds
& [ Artributes

—Specif'il: info:
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JML to BML compiler

e |Nput:
e Source file annotated with JML

e Corresponding class file, decorated with

Local Variable Table and
Line_Number_Table

o Steps:
e Declarations of ghost and model fields
e Linking
e Locating indexes for annotation statements
o Compilation of JML predicates N
e Generation of user-specific class aftrtbfités® = = =
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Relation between proof obligations
on source and bytecode

e \Verification condition generator proven sound

under the hypothesis that the control flow graph is
reducible

e For non-optimising compiler equivalence of proof
obligations modulo:

e nNames - Java names are compiled into indexes

of the constant pool or elements in the method’s =
local variable table

e types - Java types integer, short, byte and
boolean are compiled into integers
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Support for interactive verification
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Specification and verification of
complex properties

For complex properties, automatic verification
often not sufficient

Such properties often use advanced specification
techniques (JML model features)

Interactive prover support necessary: Coq

Introduction of native construct to bridge gap
between JML models and logic of theorem prover
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CoqgProverEditor

Syntax highlighting for both Coq file and proof
view window

Same keyboard shortcuts as Coglde

Full integration within Eclipse

e NoO pop-ups, except if user wants to use
another editor

e Management of proof files is easier
Also usable with ESC/Java
Handles large files (> 1 Mb)
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What it looks like

Eile Edit MNavigate Search Project Run Window Help
v & @& s &7 0 | ¥ E2 2 88 $r0-% | EBG®F|w Gray
| [# Package Explorer 53 i = 8|4 Domainy = . il i
& BlOs ¥ (* <Insert License Here> [=] ~ W Domain.v [~]
- : = T g o o S g = @ Module T SEMANTIC_DOMAIN.
b Egbicolano [sv+sshyfjcharles@scm.g $7d: Domain.v 69 2006-03-06 20:16:117 davidpichardie § #) - i
b g Coq [trunk] % @ Declare Module Prog : PROGRAM.
lexemples (## Formalization of Java semantic domain. = @ Module Type NUMERIC.
Based on The "Java (TM) Virtual Machine Specification, Second Edition, = Batametert
] exemples-mariela Tim Lindholn, Frank Yellin" 9
1 JmiSpecs 0 Parameter toz b
Erkildall @author David Pichardie, ... #) O Parameter fromz
CIPilelP } . @ Declare Module Byte : NUMERIC.
= Reguire Import Program. v
b & QuickSort Require Evpart zArith. @ Declare Module Short : NUMERIC.
b f2sandbox Require Export List. 0 Declare Module Int : NUMERIC. o
I EfvcGen-wpMod [cog-proofsjvcGen-wg L 0 Parameter byte_range
-y = = 0 Parameter short_ra
b = verfier_with_models (#* All semantic domains and basic operation are encapsulated in a module si e
0 Parameter int_range
Module Type SEMANTIC_DOMAIN. O Parameter b2i
; 0 Parameter b2i_prop
(** We depend on the choices done for program data structures *) B Parameterssi
Declare Module Prog : PROGRAM. Tmport Prog.
B Axiom s2i_prop : forall s, Short.
(** Common interface for numerics domains =) B Parameter izb
Module Type HUMERIC. B Parameter i2h_propl
Parameter -
Parameter tof : t -> Z. 0 Parameter i2b_prop2
Parameter fromZ : Z -> t. O Parameter i2s
End NUMERIC. B8 Parameter 12s_propl
Declare Module Byte : NUMERIC. B Parameter i2s_prop2
Declare Module Short : NUMERIC. 0 Parameter i2bool .
Declare Module Int : NUMERIC. B Parameter iadd
(** range of numerics interpretations *) O patidretjadd Giop1 .
Parameter byte_range : forall b, -2A7 <= Byte.toZ b < 247. 0 Parameter jadd_prop2
Parameter short range : forall s, -2715 <= Short.toZ s < 2415. 0 Parameter iadd_prop3
Parameter int_range : fﬂrallli, —.2f\31‘<= p'lt.tcz i <2431, 0 Paismater isub
(* Remark: we don't need surjection, it will be a consequence of furthers d
0 Parameter imul
{#* conversion #) — 0 Parameter idiv ]
L Mibe & s T & | i A .
= [ ] [+]
.Pmblems‘_]avadcc|Dec\alaticmlﬁ Prover Editor Toplevel 57 = ]
stack2locvar_propl is assumed [4] .
Editing file:
Domain.v .
Interactive Module Type SEMANTIC_DOMAIN started L
Module Prog is declared E
[+] : [2] L] .
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Specifications of complex
properties: use of pure methods

A method is pure when it has no visible side effect
Pure methods can be used in specifications

Complicates verification: specification of pure
method has to be used

Our approach: define the pure method in Coq In
directly
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Specifications of complex
properties: use of pure methods

A method is pure when it has no visible side effect
Pure methods can be used in specifications

Complicates verification: specification of pure
method has to be used

Our approach: define the pure method in Coq In
directly

Native specifications
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Native methods

e InJML:

/] @public native bool ean
w t hi nBounds(Cbj ect[] tab, int 1);

e Inthe Coq file user_extensions.v:

Definition wthi nBounds :
Ref erence —

(Reference — t_int — Reference)— =

t int — bool := -
fun tab intel enents val ue => -
and (tab !'= null) (and (0 <= val ue)u
(value < (arraylength tab))). O
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Native types

e To express complex properties, advanced data
types useful

e Easily defined in Coqg, not in JML

e Native types:
Coqg types in JML.:

[/ @ public native class (bject Set; L
In the Coq file user _extensions.v: o

Definition ObjectSet = set Ref erence:
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What are native types?

e Native types are not standard Java/JML class

types:
e Do not inherit from Object

e NO constructors
e NO casts
e No Instance creation

e Native types are functional type:
e Modifiers are ‘static’
e Modifiers create new objects
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Example: set library

We can define a Coq set library to use in annotations
In JML we declare:

[*@ public native class (bjectSet {
@ public native static (bject Set

create();
@ public native static (b ect Set
@ add( Obj ect Set os, (bject 0);

@ public native bool ean =

nmenber (] ect 0); 0
@public static native Object Set :
@ toSet (nject [] tab); i
@ } =
@/ -
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n Coqg we define:
Definition (bject Set

Definition (bjectSet

Definition (bjectSet

Definition (bjectSet

Example: set library

. = set Reference.
Create : =
enpty_set.

add

(os: (nj ect Set)
(0: Reference) :=
set add o os.
nmenber

(this: QpjectSet)
(0: Reference) :=
set mnemo this
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To conclude...

e JACK: atool for validating application security and
behaviour

e [eatures:

e Integration with Eclipse, developer-friendly
environment

e Reduces the burden of annotation writing, by
Implementing various annotation generation
algorithms

e Support for source code and bytecode
verification

e Support for complex properties, by providing =
support for interactive verification ® ®*® = ® 8 ¥ ®
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